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To Audit Officials, Federal Entity Chief Financial Officers, and Others Interested in Federal
Financial Auditing and Reporting

This letter transmits the U.S. Government Accountability Office (GAO) and the Council of the
Inspectors General on Integrity and Efficiency’s (CIGIE) revised Financial Audit Manual (FAM),
volumes 1 and 2. The FAM presents a methodology for performing financial statement audits of
federal entities in accordance with professional standards and consists of three volumes. FAM
volume 1 contains the audit methodology. FAM volume 2 provides detailed implementation
guidance. FAM volume 3 contains the Federal Financial Reporting Checklist, which has been
updated as of June 2022.

The current revision reflects changes in auditing financial statements in the U.S. government
since the last revisions of FAM volume 1 (issued in April 2020) and FAM volume 2 (issued in
March 2021). The revisions are primarily based on changes in (1) professional auditing
standards of the Auditing Standards Board of the American Institute of Certified Public
Accountants (Statements of Auditing Standards Nos. 134, 135, 137, 138, 140, and 141) and (2)
audit guidance in the Office of Management and Budget’s Bulletin No. 21-04, Audit
Requirements for Federal Financial Statements, issued on June 11, 2021. Users should also
consider any subsequently issued standards or guidance.

To help the FAM continue to meet the needs of the federal audit community and the public it
serves, GAO and CIGIE worked jointly to update the FAM. In May 2022, CIGIE distributed an
exposure draft of FAM volumes 1 and 2 for a comment period that ended May 31, 2022. All
comments we received were considered in the final FAM.

This revision supersedes previously issued versions of FAM volumes 1 and 2 and should be
used beginning with audits of fiscal year 2022 federal entity financial statements.

Should you need additional information, please contact us at fam@gao.gov.
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Beryl H. Davis Hannibal “Mike” Ware

Managing Director Chair, Audit Committee
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Financial Audit Manual Volume 1 — Summary of Significant Changes

Summary of Significant Changes

Change Description

Section or Para. Ref.

Added requirements and guidance related to disclosure entities,
related parties, and public-private partnerships.

Throughout
(primarily 200 and 550)

Added requirements related to auditor’s communication with
management and those charged with governance, including
communication of significant risks

215.18, .27, .30, .36;
550.16-.18

Added requirements related to other information

215.20; 280.06;
550.23-.26; 580.38;
590.01i

Revised sample audit engagement letter 215 A

Revised definition of materiality and related guidance, including the 230.01, .06, .08
addition of an example for clearly trivial threshold

Clarified that materiality levels set by the auditor should not be used 230.14

by management for reporting purposes

Revised descriptions for the five categories of assertions and
related control objectives, including the addition of budgetary
balances and sustainability financial statements to the descriptions

235.02, .08; 395 B;
395 C.07, .09, .10

Updated legal citations related to improper payments

260.15, .20, .22;
295 1.09a

Added requirements related to significant unusual transactions
and significant risks

260.20f, .21b, .21c,
.26c, .44; 550.16b

Revised guidance related to testing multiple locations

285,295 C

Removed the option to test controls every 3 years

Deleted 285.011

Added guidance and requirements related to required
supplementary information

280.05, 550.22, 580.37

Replaced “nonrepresentative selection” and “nonsampling selection”
with “nonstatistical selection” and replaced “representative sample”
with “audit sample.” Also clarified the definitions and related
guidance for “nonstatistical selection,” “statistical sampling,” and
“‘nonstatistical sampling.”

Throughout
(primarily 295 C, 360,
430, 480, and 495 D)

Replaced “nonsampling control tests” with either “control tests
performed in the internal control phase” (or similar language) or
“control tests that involve nonstatistical selection,” as appropriate

300, 400

Added guidance related to obligations and deobligations

320.05, 395 E.02,
395 F.01e,495B

Replaced “substantiation” with “existence” when referring to
control objectives or potential misstatements

330.02, 395 B, 395 F

Revised guidance on safeguarding controls 330.08
Revised section title, streamlined and reorganized paragraphs, 350, 360
and added guidance for assessing the design, implementation,

and operating effectiveness of controls.

Revised Specific Control Evaluation worksheet 395G
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Financial Audit Manual Volume 1 — Summary of Significant Changes

Change Description

Section or Para. Ref.

Deleted “estimation” in “classical variables estimation sampling”

480, 495 D, glossary

Added guidance related to use of multipurpose testing and
selection methods for control, compliance, and detail tests

430

Deleted “reportable” in front of “honcompliance” when referring to 460.06
suspected noncompliance

Added requirements and guidance related to note disclosures, 470.02;
including consideration of the effect of misstatements on the notes to 540.02, .03, .06;
the financial statements 545.03; 545 A;

590.04d; 595 C.06, .13

Clarified guidance related to minimum substantive audit
assurance needed to achieve the desired level of audit assurance

470.03, .11

Revised the Summary of Uncorrected Misstatements and related
guidance, including the addition of a section for consideration of
notes to the financial statements

540, 595 C

Clarified that all untested amounts, including those that are clearly
trivial, should be accumulated for further evaluation of audit risk
(audit exposure)

545.02a

Revised the Further Evaluation of Audit Risk (audit exposure)
template and related guidance, including guidance on allowance for
imprecision of analytical procedures and the addition of a section for
consideration of notes to the financial statements

545, 545 A

Clarified that going concern is not applicable to federal government
financial reporting for entities that conform to FASAB standards

550.28

Added requirements related to auditor’s evaluation of financial
statement presentation

560.05

Added guidance related to comparative financial statements and
comparative information

580.13-.16, .18

Revised auditor’s report examples and related guidance, including
report format and wording used

580.22, .24-.29, .37—-
.39, .67-.68, .72-.73;
595 A; 595 B

Added requirements for reporting on an entity’s ability to continue as
a going concern for entities that conform to FASB standards

580.39, 595 A, 595 B

Revised guidance related to report modifications, emphasis-of-
matter paragraph, and other-matter paragraph

580.43, .44, .49, .51,
.53, .54

Added requirements related to additional elements included in 580.66
management’s report on internal control over financial reporting
Added guidance related to reporting on the results of compliance 580.90-.91, .93

testing and on compliance matters.

Added documentation requirements for the reporting phase

590.01i, .011, .02, .04d,
.04w, .04y

Added or revised definitions for:

accuracy/valuation or allocation, agency financial report, annual
management report, annual report, audit sample (sample), audit
sampling (sampling), audit sampling specialist, compensating

Glossary
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Financial Audit Manual Volume 1 — Summary of Significant Changes

Change Description

Section or Para. Ref.

control, completeness, compliance control tests, compliance tests,
cycle matrix, deobligation, disclosures, entity profile, errors,
existence or occurrence, factual misstatement, financial statements,
haphazard sample, judgmental misstatement, line item risk analysis,
materiality, misstatement, monetary unit sampling, multipurpose
testing, noncompliance, nonstatistical selection, nonstatistical
sampling, note disclosures, obligation (budgetary obligation), other
information, performance and accountability report, presentation and
disclosure, recognized events, related parties, rights and obligations,
sample, sampling, significant unusual transactions, special purpose
entity, statistical sampling, stewardship land, subsequent events,
supplementary information, sustainability financial statements,
tolerable rate of deviation, user entity, walk-throughs
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110 — Overview of the FAM Methodoloqgy

.01 This introduction provides an overview of the methodology of the Government
Accountability Office (GAO) and the Council of the Inspectors General on
Integrity and Efficiency (CIGIE) for performing financial statement audits of
federal entities. It describes how the methodology in the Financial Audit Manual
(FAM) relates to relevant professional auditing and attestation standards and
Office of Management and Budget (OMB) audit guidance and outlines key issues
to be considered in using the methodology.’

.02 The purposes of performing financial statement audits of federal entities include

e providing decision makers (financial statement users) with assurance as to
whether the financial statements are reliable (presented fairly in all material
respects, in accordance with U.S. generally accepted accounting principles
(U.S. GAAP));?

e reporting deficiencies in internal control over financial reporting or, in certain
circumstances, providing an opinion on the effectiveness of internal control
over financial reporting; and

e reporting on noncompliance with significant provisions of applicable laws,
regulations, contracts, and grant agreements. (See 245.06 for more
information on significant provisions of applicable laws, regulations, contracts,
and grant agreements.)

To achieve these purposes, the FAM approach to federal financial statement
audits involves four phases—planning, internal control, testing, and reporting—
which are outlined in the rest of this section. In broad terms, the auditor does the
following:

¢ Adequately plans the audit to obtain sufficient appropriate evidence.

¢ Understands the design of the entity’s internal control; determines
whether the controls were implemented as designed; assesses the risks
of material misstatement; designs appropriate tests of controls and
substantive procedures; and for the 24 Chief Financial Officers Act of
1990 (CFO Act) agencies, determines whether financial management

"The OMB audit guidance in effect as of the publication date of this version of the FAM is OMB Bulletin No. 21-04,
Audit Requirements for Federal Financial Statements, issued on June 11, 2021. OMB audit guidance is periodically
updated, and the current version can be found on the OMB website at https://www.whitehouse.gov/omb/bulletins.

2The American Institute of Certified Public Accountants (AICPA) has recognized the Federal Accounting Standards
Advisory Board (FASAB) as the accounting standards-setting body for federal government entities under the AICPA's
Code of Professional Conduct. Thus, FASAB standards are recognized as U.S. GAAP for federal entities. Statement
of Federal Financial Accounting Standards (SFFAS) 34, The Hierarchy of Generally Accepted Accounting Principles,
Including the Application of Standards Issued by the Financial Accounting Standards Board, establishes the U.S.
GAAP hierarchy for federal reporting entities. SFFAS 34 recognizes that it is appropriate for certain federal reporting
entities to prepare and publish financial reports pursuant to the accounting and reporting standards issued by the
Financial Accounting Standards Board (FASB). SFFAS 34 provides that financial statements prepared in conformity
with accounting standards issued by FASB also may be regarded as in conformity with U.S. GAAP for such entities.
SFFAS 47, Reporting Entity, allows consolidation entities (that is, the consolidated government-wide reporting entity
or consolidated component reporting entity) to consolidate component or subcomponent reporting entity financial
statements prepared in accordance with FASB under SFFAS 34 without conversion for any differences in accounting
policies among the audit organizations.
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systems comply substantially with the three requirements of the Federal
Financial Management Improvement Act of 1996 (FFMIA):

° federal financial management systems requirements,
° applicable federal accounting standards, and

° the U.S. Government Standard General Ledger at the transaction
level.?

Tests the significant assertions related to the financial statements,
internal control effectiveness, and compliance with significant provisions
of applicable laws, regulations, contracts, and grant agreements (see
FAM 235.04 for further details).

Reports the results of audit procedures performed and performs other
audit procedures to complete the audit in accordance with generally
accepted government auditing standards (GAGAS).

The FAM audit phases are illustrated in the FAM methodology overview in the
contents and are summarized in the following pages of this section.*

Planning Phase

.03

Although planning continues throughout the audit, the objectives of this phase
are to gain an understanding of the entity to be audited; to understand its
environment, including internal control; to identify significant areas for audit; and
to design effective and efficient audit procedures. To accomplish this, the
methodology includes guidance in the following:

a.

Performing preliminary engagement activities relating to (1) acceptance and
continuance of client relationships and audit engagements; (2) compliance
with relevant ethical requirements; and (3) establishing an understanding of
the terms of the engagement with management and, when appropriate, those
charged with governance, including establishing that certain preconditions for
an audit are present.

Understanding the entity’s operations and its environment, including its
organization, management style, internal control, and internal and external
factors influencing its operating environment.

Performing analytical procedures to assist in planning the audit.

Identifying significant accounting applications, cycles, and financial
management systems; relevant budget restrictions; significant provisions of
applicable laws, regulations, contracts, and grant agreements; and relevant
internal controls.

Determining the likelihood of effective information system (IS) controls.

Identifying significant items, accounts, and assertions and using them in
planning the audit.

3Testing for substantial compliance with FFMIA'’s three financial management systems requirements is efficiently
accomplished, for the most part, as part of the work done in understanding entity systems in the internal control
phase of the audit.

4The methodology presented is for a financial statement audit. If the auditor is to use the work of another auditor, see
FAM 600 sections.

June 2022

GAO/CIGIE Financial Audit Manual Page 110-2



Introduction
110 — Overview of the FAM Methodology

g. Determining materiality for the financial statements taken as a whole,
including performance materiality, which is the portion of materiality that the
auditor allocates to line items, accounts, or classes of transactions.

h. Performing a preliminary risk assessment to determine the risk of material
misstatement due to error or fraud.

i. Establishing the overall audit strategy and developing an audit plan, including
entity field locations to test.

Based on evidence obtained throughout the audit, the auditor should monitor and
revise, if needed, preliminary assessments made during the planning phase for
risk of material misstatement and the likelihood of control effectiveness. The
auditor should revise audit procedures as needed.

Internal Control Phase

.04  This phase entails understanding, testing, and assessing internal control over
financial reporting to conclude on whether the following internal control
objectives have been achieved:

o Reliability of financial reporting—transactions are properly recorded,
processed, and summarized to permit the preparation of the financial
statements in accordance with U.S. GAAP, and assets are safeguarded
against loss from unauthorized acquisition, use, or disposition.

o Compliance with significant provisions of applicable laws, regulations,
contracts, and grant agreements—transactions are executed in
accordance with significant provisions of applicable laws, including those
governing the use of budget authority, regulations contracts, and grant
agreements, noncompliance with which could have a material effect on
the financial statements.

.05 OMB audit guidance requires the auditor to perform sufficient tests of controls
that have been suitably designed and implemented to conclude whether the
controls are operating effectively (i.e., sufficient tests of controls to support a
low level of assessed control risk). OMB audit guidance does not require the
auditor to express an opinion on the effectiveness of internal control.

As required by GAGAS (2018) 6.42, if the auditor does not express an opinion on
internal control, the auditor should state in the report whether tests performed
provided sufficient, appropriate evidence to express an opinion on the
effectiveness of internal control over financial reporting.

GAO auditors® should design the audit to express an opinion on internal
control over financial reporting.® For audits that GAO performs, the internal

5The FAM refers specifically to objectives for GAO auditors in various sections. Such objectives are optional for other
audit organizations.

6if the auditor plans to report on internal control effectiveness, the AICPA’s Clarified Statement on Auditing Standards
(AU-C) 940 allows the auditor to express an opinion directly on internal control or on management’s assessment
about the effectiveness of internal control over financial reporting. However, when internal control is not effective
because one or more material weaknesses exist, the auditor is prohibited from expressing an opinion on
management’s assessment and should report directly on the effectiveness of internal control over financial reporting.
The example 1 auditor’s report in FAM 595 A illustrates expressing an opinion on internal control directly.

Although the FAM distinguishes between internal control objectives related to reliability of financial reporting and to
compliance with significant provisions of applicable laws, regulations, contracts, and grant agreements, compliance
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control testing described in the OMB audit guidance and in the FAM typically
is sufficient to provide an opinion on internal control effectiveness. Sufficiency
and appropriateness of audit evidence is a matter of auditor judgment.

.06 The FAM also provides guidance on evaluating internal controls related to
operating objectives that the auditor elects to evaluate. Such controls include
those related to safeguarding assets from waste or preparing statistical reports.

.07 To evaluate internal control, the auditor identifies and understands the
relevant controls and tests their effectiveness. Where the auditor determines
controls to be effective, the extent of substantive procedures can be reduced.

.08 The FAM also includes guidance on
e assessing specific levels of control risk;
e selecting controls to test;
e determining the effectiveness of IS controls; and

e testing controls, including coordinating control tests in the testing phase
for efficiency.

.09 Also, during the internal control phase, in regard to FFMIA, auditors should follow
OMB audit guidance, if applicable.

Testing Phase

.10 The objectives of this phase are to (1) obtain reasonable assurance about
whether the financial statements are presented fairly, in all material respects,
in accordance with U.S. GAAP; (2) determine whether the entity complied
with significant provisions of applicable laws, regulations, contracts, and grant
agreements; and (3) assess the effectiveness of internal control over financial
reporting through testing controls, often in coordination with other tests.

.11 To achieve these objectives, the FAM includes guidance on
¢ designing and performing substantive, compliance, and control tests;
¢ designing and evaluating audit samples;

e correlating risk of material misstatement, audit risk, and materiality with
the nature, timing, and extent of substantive procedures; and

e designing multipurpose tests that use a common sample to test several
different controls, specific accounts or transactions, and audit assertions.

Reporting Phase

.12 This phase completes the audit based on the results of audit procedures
performed in the preceding phases. This involves developing the auditor’s report
on the entity’s (1) annual financial statements and required supplementary
information; (2) internal control over financial reporting; (3) financial management

controls tested as part of federal financial statement audits are limited to controls over compliance with selected
significant provisions of laws, regulations, contracts, and grant agreements applicable to the entity that have a direct
effect on the determination of material amounts and disclosures in the entity’s financial statements. Consequently,
compliance controls in federal financial statement audits are considered to be the equivalent of financial reporting
controls for purposes of reporting on control effectiveness.
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systems’ substantial compliance with the three FFMIA requirements (for CFO Act
agencies); and (4) compliance with significant provisions of applicable laws,
regulations, contracts, and grant agreements. To assist in this process, the FAM
includes guidance on forming opinions on the financial statements and
conclusions on internal control, as well as reporting findings. Also included in
FAM 595 A are two examples of auditor’s reports. The first example shows when
the auditor expresses an opinion on internal control, and the second when the
auditor issues a report on internal control.

Relationship to Applicable Standards

A3

This section describes the FAM’s relationship to applicable auditing
standards, OMB audit guidance, and other policy requirements. This section
is organized into three areas:

¢ relevant auditing standards and OMB audit guidance,

e audit guidance beyond the Government Auditing Standards (also known
as GAGAS or the Yellow Book) issued by the Comptroller General of the
United States, and

¢ auditing standards and policies not addressed in this manual.

Relevant Auditing Standards and OMB Audit Guidance

14

15

.16

The FAM provides a framework for performing financial statement audits of
federal entities in accordance with GAGAS and OMB audit guidance. GAGAS
incorporates, by reference, U.S. generally accepted auditing standards (U.S.
GAAS) and attestation standards established by the Auditing Standards Board of
the American Institute of Certified Public Accountants (AICPA). The Yellow Book
is available at www.gao.gov.

The FAM is an audit methodology that both integrates the requirements of the
standards and provides implementation guidance based on practical
experience. The FAM is designed to achieve the following:

o Effective audits, by considering compliance with GAGAS; significant
provisions of applicable laws, regulations, contracts and grant
agreements; and OMB audit guidance.

o Efficient audits, by focusing audit procedures on areas of higher risk and
materiality and by providing an integrated approach designed to gather
audit evidence efficiently.

e Quality control, through an agreed-upon framework that is documented
and that all personnel can follow.

¢ Consistency of application, through a documented methodology.

The FAM supplements GAGAS and OMB audit guidance and includes
references to the AICPA’s Clarified Statements on Auditing Standards (AU-C)
and Clarified Statements on Standards for Attestation Engagements (AT-C). The
AU-C references cited in the FAM are based on standards issued by the AICPA
through Statement on Auditing Standards (SAS) No. 141. These references may
differ from current references which are based on SASs issued subsequent to
SAS No. 141. The AICPA standards are incorporated by reference into GAGAS.

June 2022
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Audit Guidance beyond GAGAS

.17  In addition to complying with GAGAS, for audits of federal entities to which
OMB audit guidance applies, the auditor should

¢ perform sufficient tests of internal controls over financial reporting that
have been suitably designed and implemented to support a low level of
assessed control risk;

e evaluate and test controls related to budget execution and compliance
with selected significant provisions of applicable laws, regulations,
contracts, and grant agreements;

e understand the design of the entity’s process for complying with
31 U.S.C. § 3512 (c), (d) (commonly known as the Federal Managers’
Financial Integrity Act of 1982) and whether the design has been
implemented;

e perform tests to report on the entity’s financial management systems’
substantial compliance with the three FFMIA requirements, as required by
OMB audit guidance (for CFO Act agencies);

o test for compliance with significant provisions of applicable laws,
regulations, contracts, and grant agreements;

¢ read the required supplementary information, including management’s
discussion and analysis, for conformity with Federal Accounting
Standards Advisory Board standards and OMB reporting guidance;’ and

¢ read the other information for conformity with OMB reporting guidance.

.18 Auditors may design procedures to consider and report whether
misstatements and internal control weaknesses could affect the achievement
of operations objectives or the accuracy of reports prepared by the entity.

.19 GAO auditors generally should design audits to express an opinion on the
entity’s internal control over financial reporting. When an auditor is engaged to
perform an audit of internal control over financial reporting that is integrated with
an audit of financial statements, it is referred to as an integrated audit. AU-C 940
addresses integrated audits and certain requirements have been included in the
FAM, but auditors should refer to AU-C 940 as needed for more detailed
guidance.

Auditing Standards and Policies Not Addressed in the Manual

.20 The FAM supplements financial audit standards and policies that GAO and the
inspectors general (IG) have adopted. It is not intended to address all standards
or policies. For example, report processing is not addressed. Further, IGs may
use other methodologies that are equivalent to the FAM for conducting financial

"The OMB reporting guidance in effect as of the publication date of this version of the FAM is OMB Circular No. A-
136, Financial Reporting Requirements, issued on June 3, 2022. OMB reporting guidance is updated annually and
the current version can be found on the OMB website at https://www.whitehouse.gov/omb/information-for-
agencies/circulars/.
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statement audits in accordance with GAGAS, including AICPA auditing standards
and OMB audit guidance.®

.21 Throughout the FAM, there are references to various laws, regulations, OMB
audit guidance, and other government requirements that are subject to
change periodically. Auditors should monitor any changes and ensure that
they are using the most updated versions.

Key Implementation Considerations

.22 In applying the FAM to a federal entity, the auditor considers
¢ audit objectives;
o exercise of professional judgment and professional skepticism;
e form, content, and extent of audit documentation;
o references to positions;
e using the work of others;
e compliance with policies in the FAM;
e use of technical terms; and
o reference to sections of the FAM.

These items are discussed in more detail below.

Audit Objectives

.23  For audits of certain federal entities not subject to OMB audit guidance, the
auditor should evaluate whether to conduct those audits in accordance with
OMB audit guidance to achieve the audits’ objectives. The FAM generally
assumes that the objectives of an audit are to express an opinion on the
current-year financial statements as part of a 2-year opinion on comparative
financial statements, to issue a report (or opinion) on internal control over
financial reporting, and to issue a report on compliance. When these are not
the objectives, the auditor uses judgment in applying the FAM guidance. In
some circumstances, the auditor may expect to issue a disclaimer on the
current-year financial statements because of scope limitations, including the
auditability of information. In these circumstances, the auditor may develop a
multiyear plan in order to express a future opinion when the financial
statements are expected to become auditable.

Exercise of Professional Judgment and Professional Skepticism

.24  The auditor should exercise professional judgment in planning and
performing an audit of the financial statements (AU-C 200.18), including in
evaluating the quantity and quality of audit evidence, and thus its sufficiency
and appropriateness, in determining the audit opinion. Although the auditor
may find it necessary to rely on audit evidence that is persuasive rather than
conclusive to obtain reasonable assurance, the auditor must not be satisfied

8Under the CFO Act, as amended, an IG may perform the agency’s financial statements audit with OIG staff or
contract the audit to an independent external auditor (IPA firm). See FAM 670, IG Oversight of Audits Performed by
Contracted IPA Firms, for details.

June 2022 GAO/CIGIE Financial Audit Manual Page 110-7



Introduction

110 — Overview of the FAM Methodology

.25

.26

27

with audit evidence that is less than persuasive. The auditor should tailor the
guidance in the FAM, if needed, to respond to specific situations encountered
during an audit. However, the auditor must, at a minimum, meet professional
standards. Proper application of professional judgment and skepticism may
result in more extensive audit work than described in the FAM. The auditor
should document these decisions.

The auditor should plan and perform an audit with professional skepticism,
recognizing that circumstances may exist that cause the financial statements to
be materially misstated (AU-C 200.17). The auditor’s past experience, or a belief
that management and those charged with governance are honest and have
integrity, does not relieve the auditor of the need to maintain professional
skepticism (AU-C 200.A26 and 240.12). Professional skepticism includes
questioning contradictory audit evidence and the reliability of documents and
responses to inquiries (AU-C 200.A24). If the auditor believes that a document
may have been altered or is not authentic, then the auditor should investigate
further (AU-C 240.13).

When exercising judgment, particularly when tailoring FAM guidance, the
component auditor should consider the needs of, and consult in a timely
manner with, the group auditors who plan to use the work being performed so
that the judgments exercised can satisfy the needs of both auditors. For
example, group auditors of a consolidated entity (such as the U.S.
government or an entire department or entity) are likely to plan to use the
work of component auditors of subsidiary entities (such as individual
departments and entities or bureaus and components of departments). This
coordination can result in more effective government audits and avoid
duplication of effort.

Many aspects of a financial statement audit involve technical judgments. The
auditor is responsible for making these judgments. The audit organization
should have or contract for personnel with adequate technical expertise to
provide technical assistance to the auditor, including the following example
areas, as necessary:

a. quantifying materiality for the financial statements as a whole, performance
materiality, and using tolerable misstatement in determining the extent of
substantive sampling procedures (see FAM 230);

b. identifying risk factors to assess risks of material misstatement (see
FAM 260);

assessing the effectiveness of IS controls (see FAM 270);

d. specifying a minimum level of substantive assurance based on the assessed
risk of material misstatement, substantive analytical procedures, and
substantive detail tests (see FAM 470, 475, and 480);

e. determining whether selections are statistical samples (intended to be
representative and statistically projected to the population), nonstatistical
samples (intended to be representative but not statistically projectable to the
population), or nonstatistical selections (not representative and not
projectable to the population) (see FAM 430);

f. using audit sampling methods, such as monetary unit sampling, classical
variables estimation sampling, or classical probability proportional to size
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sampling, for substantive or multipurpose testing (including nonstatistical
sampling) (see FAM 480);

g. using audit sampling for control testing, other than attribute sampling, and
using the tables in FAM 450 to determine sample size when not performing a
multipurpose test;

h. using audit sampling for compliance testing of significant provisions of
applicable laws, regulations, contracts, and grant agreements, other than
attribute sampling using the tables in FAM 460, to determine sample size
when not performing a multipurpose test; and

i. placing complete or partial reliance on analytical procedures, using
performance materiality to calculate the limit, which is the amount of
difference between the expected and recorded amounts that can be accepted
without further investigation (see FAM 475).

Form, Content, and Extent of Audit Documentation

.28 Each phase of the FAM methodology includes documentation requirements (see
FAM 290, 390, 490, and 590). In addition, the auditor should prepare
documentation that ensures the following:

e The auditor should prepare audit documentation that is sufficient to
enable an experienced auditor, having no previous connection with the
audit, to understand (1) the nature, timing, and extent of the audit
procedures performed to comply with GAGAS; (2) the results of the audit
procedures performed and the audit evidence obtained; and (3)
significant findings or issues arising during the audit, the conclusions
reached thereon, and significant professional judgments made in
reaching those conclusions (AU-C 230.08).

¢ In documenting the nature, timing, and extent of audit procedures
performed, the auditor should record (a) the identifying characteristics of
the specific items or matters tested, (b) who performed the audit work and
the date such work was completed, and (c) who reviewed the audit work
performed and the date and extent of such review (AU-C 230.09). For
GAO, see Financial Audit Practice Memo #6 (Supplemental Financial
Audit Manual Guidance Applicable Only to GAO Engagements) for further
information on GAQ'’s policies regarding audit documentation and
reviews.

e The auditor should prepare audit documentation on a timely basis
(AU-C 230.07).

e The auditor should adopt reasonable procedures to maintain the
confidentiality of client information (AU-C 230.19), such as physical
safeguards over hard copy client information and access restrictions to
information systems containing client information.

References to Positions

.29 Various sections of the FAM refer to consultation with audit management,
persons with the technical expertise to obtain approval or additional
guidance, or both. The auditor should document key consultations. Each
audit organization should have written evidence, in the audit documentation
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or in its audit policy manual, of the specific positions of persons who will
perform these functions.

The following are references to positions at GAO; however, descriptions of
position responsibilities in relation to the audit are included so that the positions
or roles can be identified in other audit organizations. 1Gs performing audits or
using firms to perform audits in accordance with the FAM should clarify and
document the positions of the persons that the auditor should consult in various
circumstances.

a.

The audit director (engagement partner or first partner) is responsible for the
quality of the financial statement audit and the audit report, reporting to the
assistant IG for the audit or, at GAO, to the managing director.

The assistant director is responsible for the operational conduct of the audit
and generally for preparation of the audit report. In public accounting firms,
the audit manager may have these responsibilities.

The reviewer (engagement quality control reviewer or second partner) is
responsible for providing negative assurance about the quality of the audit
and reports to the assistant |G for audit (or higher position) or, at GAOQ, is the
chief accountant or designee. The reviewer may consult with other personnel
as needed.

The audit sampling specialist is a statistician or other person the auditor
consults for technical expertise in areas such as audit sampling, audit sample
evaluation, and selecting entity field locations to test.

The IS controls auditor is a person with technical expertise in information
systems, general controls, application controls, and information security. This
person is involved with the planning, directing, or performing of audit
procedures related to IS controls.?

The technical accounting and auditing expert reports to the assistant IG
for audit or higher. At GAO, this is the chief accountant or other designated
expert. This expert advises on accounting and auditing professional matters
and government-related issues. This person also may be the reviewer or may
review reports on financial statements and reports that express opinions on
financial information for compliance with professional auditing standards.

The Office of the General Counsel (OGC) advises the auditor in

(1) identifying significant provisions of applicable laws and regulations to test;
(2) identifying budget restrictions; and (3) identifying and resolving legal
issues encountered during the financial statement audit, such as evaluating
potential instances of noncompliance.°

The Special Investigator Unit investigates specific allegations involving
conflict-of-interest and ethics matters, contract and procurement irregularities,
official misconduct and abuse, and fraud in federal programs or activities. In
the offices of the IGs, this is the investigation unit; at GAOQ, it is the Forensic

9App. V of GAO, Federal Information System Controls Audit Manual (FISCAM), GAO-09-232G (Washington, D.C.:
February 2009), provides examples of the knowledge, skills, and abilities that an IS controls auditor should possess.

0Audit organizations obtain legal counsel in a variety of ways, and each audit organization’s OGC size and
configuration can vary. In that regard, the designation of OGC in the FAM could include legal counsel in IG offices
that employ or hire their own legal counsel as well as the entity’s legal counsel.
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Audits and Investigative Service team. The Special Investigator Unit provides
assistance to the auditor by (1) informing the auditor of relevant pending or
completed investigations of the entity and (2) investigating possible instances
of fraud, waste, and abuse.

Using the Work of Others

.30  The auditor should consider whether specialized skills are needed to perform
the audit. If specialized skills are needed, the auditor should seek the
assistance of a professional possessing such skills, who either may be a
member of the auditor’s staff or an outside professional. In such
circumstances, the auditor should have sufficient knowledge to communicate
the objectives of the other professional’s work; evaluate whether the specified
audit procedures will meet the auditor’s objectives; and evaluate the results of
the audit procedures applied as they relate to the nature, timing, and extent of
further planned audit procedures (AU-C 300.12). See FAM 600 for guidance
in using the work of others.

Compliance with Policies in the FAM

.31 The following terms are used throughout the FAM (all volumes) to describe
the degree of compliance with the standard or policy:

Must: Compliance is mandatory when the circumstances exist to which
the requirement is relevant. Most “musts” indicate unconditional
requirements that come directly from professional auditing standards,
while other instances of “must” are unique needs for the government
environment and, therefore, GAO/CIGIE determined them to be required.

Should: Compliance is mandatory when the circumstances exist to which
the requirement is relevant, except in rare circumstances when the
specific procedure to be performed would be ineffective in achieving the
intent of the requirement (AU-C 200.26). The auditor must document

(1) the justification for any departure and (2) how the alternative audit
procedures performed were sufficient to achieve the intent of the
requirement or policy (AU-C 230.13). The documentation should be
approved by the reviewer.""

Generally should: Compliance is strongly encouraged when the
circumstances exist to which this policy is relevant. The auditor should
discuss any departure with the assistant director (or equivalent, such as
the audit manager in a public accounting firm) and document such
discussions.

May, might, could: These terms are used in the FAM to provide further
explanation of and guidance for implementing audit requirements.
Compliance is optional. The auditor need not document compliance.

Similar to the AICPA auditing standards, if the FAM states that a procedure or action is one that the auditor “should
consider,” determining whether to perform the procedure or action is required; however, performing the procedure or
action is not. Because this is a “should,” the auditor should document any reasons for not performing this procedure
and the alternative procedures performed to meet the objective. When the FAM lists factors that the auditor should
evaluate when making a judgment, the auditor is expected to use these factors to make an informed judgment.
However, the auditor may also consider other factors.
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Use of Technical Terms

.32 The FAM uses many existing technical auditing terms and includes a
glossary of significant terms at the end of volume I.

Reference to Sections of the FAM

.33  When cited in audit documentation, correspondence, or other communication,
“‘FAM” may precede section or paragraph numbers. For example, this
paragraph is referred to as FAM 110.33.
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.01

.02

.03

.04

.05

The objective of the auditor is to plan the audit so that it will be performed in an
effective manner (American Institute of Certified Public Accountants’ Clarified
Statements on Auditing Standards (AU-C) 300.04). The auditor should develop
effective and efficient ways to obtain the sufficient appropriate evidence
necessary to report on the federal entity’s financial statements; internal controls;
and compliance with significant provisions of applicable laws, regulations,
contracts, and grant agreements. The nature, extent, and timing of planning vary
based on factors, such as the entity’s size and complexity, the auditor’s
experience with the entity, and the auditor’s knowledge of entity operations.

The FAM methodology overview in the contents outlines the procedures
performed in the planning phase of a financial audit to develop an overall
strategy for the audit.

The engagement partner and other key members of the engagement team
should be involved in planning the audit, including planning and participating in
the discussion among engagement team members (AU-C 300.05). The
engagement partner may delegate portions of the planning and supervision of
the audit to other members of the team (AU-C 300.A4).

The auditor should establish an overall audit strategy that sets the scope, timing,
and direction of the audit and that guides the development of the audit plan
(AU-C 300.07). Although concentrated in the planning phase, planning is an
iterative process performed throughout the audit. For example, findings from the
internal control phase directly affect planning the substantive audit procedures.
Also, the results of control and substantive tests may require changes in the audit
strategy or audit plan. Thus, the auditor should update and change the overall
audit strategy and audit plan, as necessary, during the course of the audit

(AU-C 300.10).

The auditor should consider whether specialized skills are needed in performing
the audit. If specialized skills are needed, the auditor should seek the assistance
of a professional possessing such skills who either may be a member of the
auditor’s staff or an outside professional. In such circumstances, the auditor
should have sufficient knowledge to communicate the objectives of the other
professional’s work; evaluate whether the specified audit procedures will meet
the auditor’s objectives; and evaluate the results of the audit procedures applied
as they relate to the nature, timing, and extent of further planned audit
procedures (AU-C 300.12). See FAM 620 for guidance on the auditor's use of the
work of specialists in an audit. The engagement team and any specialists should,
collectively, have the appropriate competence and capabilities to perform the
audit in accordance with GAGAS and applicable legal and regulatory
requirements, and enable an auditor’s report that is appropriate in the
circumstances to be issued (AU-C 220.16).

The auditor should plan the nature, timing, and extent of direction and
supervision of engagement team members and review of their work. The nature,
timing, and extent of the direction and supervision of the engagement team
members and review of their work vary, depending on many factors, including:
the size and complexity of the entity, the area of the audit (such as fraud and
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accounting estimates), the assessed risks of material misstatement, and the
capabilities and competence of the individual team members performing the work
(AU-C 300.11 and AU-C 300.A18).

.06 The auditor should consider the needs of, and consult in a timely manner with,
other auditors who plan to use the work being performed, especially when
exercising significant professional judgment.
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.01

.02

.03

The auditor should undertake the following activities at the beginning of the audit
(AU-C 300.06).

e Perform procedures regarding acceptance and continuance of the client
relationships and the audit engagement, as required by AU-C 220.

e Evaluate auditor's compliance with relevant ethical requirements in
accordance with AU-C 220 and Government Auditing Standards, chapter 1,
“Foundation and Principles for the Use and Application of Government
Auditing Standards.”

e Establish an understanding of the terms of the engagement with
management' and, when appropriate, those charged with governance,?
including establishing that certain preconditions for an audit are present, as
required by AU-C 210.

In the federal environment, the “client” may include

¢ the management of the federal entity to be audited, including senior
executives and financial managers;

o the inspector general (1G), if the IG has contracted for the audit;

¢ the members of a board or commission responsible for the federal entity;
¢ the audit committee; or

e acombination of these.

The auditor should identify and document who is the client and those charged
with governance for each federal audit. The client and those charged with
governance may include multiple entities from this list. See FAM 215.25 for
additional guidance on identifying those charged with governance.

For most federal entities, the Congress (including its committees) has an
oversight role, but typically it is not specifically responsible for or involved in
overseeing the entity’s financial reporting process and is not considered to be
part of the entity’s internal control. In these circumstances, the Congress
(including its committees) is not considered to be part of those charged with
governance or an oversight body for purposes of financial statement audits.
Auditors should follow their audit organization’s protocols or other policies for

"Management refers to the persons with executive responsibility for the conduct of the entity’s operations. For some
entities, management includes some or all of those charged with governance, for example, senior executives.

2Those charged with governance refers to those who have the responsibility for overseeing the strategic direction of
the entity and obligations related to the accountability of the entity, including overseeing the entity’s financial reporting
process. Accordingly, for these purposes, those charged with governance are considered part of the entity’s internal
control. For a federal entity, those charged with governance may be members of a board or commission, an audit
committee, the secretary of a cabinet-level department, or senior executives and financial managers responsible for
the entity. Although Standards for Internal Control in the Federal Government (known as the Green Book) uses
“oversight body” (defined as “Those responsible for overseeing management’s design, implementation, and operation
of an internal control system (paragraph OV2.14).”), the FAM uses “those charged with governance” throughout.
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.04

.05

communicating with the Congress or its committees. The auditor may decide to
include some of the items listed in FAM 550.16 in the communication to the
Congress or its committees, but the auditor is not required to communicate these
items.

The auditor should communicate with management, those charged with
governance, and individuals contracting for or requesting the audit. When
auditors perform the audit pursuant to a law or regulation or they conduct the
work for the congressional committee that has oversight of the entity, the auditor
also should communicate with the congressional committee (GAGAS (2018)
6.06).

Audits may be conducted under various legal authorities. For example, the audit
may be

e mandated by law;

o performed under an audit organization’s discretionary statutory legal
authority;

o performed under contract authority to procure audit services; or

e requested by a congressional committee(s), subcommittee(s), or member(s).

Acceptance and Continuance of Client Relationships and Audit
Engagements and Relevant Ethical Requirements

.06

.07

The engagement partner should be satisfied that appropriate procedures
regarding the acceptance and continuance of client relationships and audit
engagements have been followed (AU-C 220.14). The audit organization
establishes these procedures as part of its system of quality control (AICPA
Professional Standards, Quality Control Section 10). The engagement partner
should also determine that the conclusions reached in performing the procedures
are appropriate (AU-C 220.14). The following information assists the
engagement partner in making this determination (AU-C 220.A7).

o The integrity of the principal owners, key management, and those charged
with governance of the entity.

o Whether the engagement team is competent to perform the audit
engagement and has the necessary capabilities, including time and
resources.

e Whether the audit organization and the engagement team can comply with
relevant ethical requirements (AU-C 200.16).

¢ Significant findings or issues that have arisen during the current or previous
audit engagement and their implications for continuing the relationship.

Relevant ethical requirements are those to which the engagement team and
engagement quality control reviewer are subject. These consist of generally
accepted government auditing standards (GAGAS), the American Institute of
Certified Public Accountants (AICPA) Code of Professional Conduct, and rules of
applicable state boards of accountancy and regulatory agencies (AU-C 220.09).
At the beginning of the engagement, the auditor should evaluate whether the
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.08

.09

10

1

audit organization can comply with the legal and relevant ethical requirements in
performing the audit engagement (AU-C 300.06 and QC Section 10.27).
Throughout the audit engagement, the engagement partner and other members
of the engagement team should remain alert for evidence of noncompliance with
relevant ethical requirements by members of the engagement team (AU-C
220.11). If matters come to the engagement partner's attention that indicate that
members of the engagement team have not complied with relevant ethical
requirements, the engagement partner, in consultation with others in the audit
organization as appropriate, should determine that appropriate action has been
taken (AU-C 220.12).

The engagement partner should form a conclusion on compliance with
independence requirements that apply to the audit engagement by

e obtaining relevant information from the audit organization and, when
applicable, other audit organizations to identify and evaluate circumstances
and relationships that create threats to independence;

e evaluating information on identified breaches, if any, of the audit
organization’s independence policies and procedures to determine whether
they create a threat to independence for the audit; and

o taking appropriate action to eliminate such threats or reduce them to an
acceptable level by applying safeguards or, if considered appropriate, to
withdraw from the audit engagement when withdrawal is possible. The
engagement partner should promptly report to the audit organizations any
inability to resolve the matter so that the organization may take appropriate
action (AU-C 220.13 and GAGAS (2018) 3.27).

In the federal environment, auditors may be appointed in accordance with law or
regulation, and as such, certain of the requirements and considerations regarding
the acceptance and continuance of client relationships and audit engagements
may not be relevant. Nonetheless, information gathered as a result of the
process described may be valuable in planning the audit, performing risk
assessments, and carrying out reporting responsibilities (AU-C 220.A8).

The auditor’s consideration of client continuance and relevant ethical
requirements, including independence, occurs throughout the audit engagement
as conditions and changes in circumstances occur. Performing initial procedures
on both client continuance and evaluation of relevant ethical requirements
(including independence) at the beginning of the current audit engagement
means that they are completed prior to the performance of other significant
activities for the current audit engagement. For continuing audit engagements,
such initial procedures often begin shortly after (or in connection with) the
completion of the previous audit (AU-C 300.A8).

For an initial audit engagement or reaudit engagement (financial statements
previously audited by a predecessor auditor), the auditor should request
management, or the organization that contracted the previous year’s audit (i.e.,
engaging party), to authorize the predecessor auditor to respond fully to the
auditor’s inquiries regarding matters that will assist the auditor in determining
whether to accept the engagement. If management refuses or limits the
response, the auditor should inquire about the reasons and consider the
implications in deciding whether to accept the engagement. The auditor should
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also evaluate the predecessor auditor’s response, or consider the implications of
no response or a limited response, in determining whether to accept the
engagement (AU-C 210.11 through .12).

A2 The communication with the predecessor auditor may be either written or oral.
Matters subject to the auditor’s inquiry of the predecessor auditor may include
the following:

¢ information that might bear on the integrity of management;

¢ disagreements with management about accounting policies, auditing
procedures, or other similarly significant matters;

e communications to those charged with governance regarding fraud and
noncompliance with significant provisions of applicable laws, regulations,
contracts, and grant agreements by the entity;

e communications to management and those charged with governance
regarding significant deficiencies and material weaknesses in internal control;

o the predecessor auditor's understanding about the reasons for the change of
auditors; and

o the predecessor auditor’'s understanding of the nature of the entity’s
relationships and transactions with disclosure entities, related parties, and
public-private partnerships,® and significant unusual transactions (AU-C
210.A33).

13 The auditor should document the following related to acceptance and
continuance of clients and audit engagements and relevant ethical requirements:

e conclusions reached regarding acceptance and continuance of the client
relationship and audit engagement;

e any issues identified with respect to compliance with relevant ethical
requirements and how they were resolved, including any threats to
independence and the safeguards applied; and

e conclusions on compliance with independence requirements that apply to the
audit engagement and any relevant discussions with the audit organization
that support the conclusions (AU-C 220.25 and GAGAS (2018) 3.107).

Preconditions for an Audit

14 To establish whether the preconditions for an audit are present, the auditor
should determine whether the financial reporting framework to be applied in the

3Under Federal Accounting Standards Advisory Board (FASAB) standards, organizations are considered to be
related parties if the existing relationship or one party to the existing relationship has the ability to exercise significant
influence over the other party’s policy decisions. In the federal government, there are additional relationships that
present risks similar to related parties, as defined by FASAB. These include disclosure entities and public-private
partnerships. Consequently, while the AICPA auditing standards address only related parties, the auditor should
apply audit procedures required for related parties to disclosure entities and public-private partnerships. Note that
FASAB and the Financial Accounting Standards Board (FASB) provide different definitions for related parties.
Procedures pertaining to disclosure entities and public-private partnerships do not apply to entities issuing financial
statements in accordance with FASB accounting standards.
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preparation of the financial statements is acceptable (AU-C 210.06a). An
applicable financial reporting framework (e.g., U.S. GAAP) provides the criteria
for management to present the financial statements of an entity, including the fair
presentation of those financial statements (AU-C 210.A2). The AICPA has
designated the Federal Accounting Standards Advisory Board (FASAB) as the
source of U.S. generally accepted accounting principles (U.S. GAAP) for federal
reporting entities. Effective for periods beginning after September 30, 2017,
federal reporting entities, currently defined in Statement of Federal Financial
Accounting Concepts 2, will be defined in Statement of Federal Financial
Accounting Standards (SFFAS) 47, Reporting Entity. As permitted by SFFAS 34,
The Hierarchy of Generally Accepted Accounting Principles, Including the
Application of Standards Issued by the Financial Accounting Standards Board,
some federal entities, including government corporations, prepare financial
statements in accordance with standards promulgated by the Financial
Accounting Standards Board (FASB). For further information on the requirements
for applying the FASB standards, see SFFAS 34.

Factors that are relevant to the auditor’'s determination of the acceptability of the
financial reporting framework to be applied in the preparation of the financial
statements include the following:

e The nature of the entity (for example, whether it is a business enterprise, a
governmental entity, or a not-for-profit organization)

o The purpose of the financial statements (for example, whether they are
prepared to meet the common financial information needs of a wide range of
users)

e The nature of the financial statements (for example, whether the financial
statement are a complete set of financial statements or a single financial
statement)

o Whether law or regulation prescribes the applicable financial reporting
framework (U.S. GAAP) (AU-C 210.A4)

15 Additionally, the auditor should obtain the agreement of management that it
acknowledges and understands its responsibilities in a financial statement audit,
including responsibility for
o the preparation and fair presentation of the financial statements in

accordance with U.S. GAAP (or other applicable financial reporting
framework);

o the design, implementation, and maintenance of internal control relevant to
the preparation and fair presentation of financial statements that are free from
material misstatement, whether due to fraud or error (AU-C 210.06b); and

e compliance with provisions of laws, regulations, contracts, and grant
agreements applicable to the entity.

The auditor should also obtain the agreement of management that it

acknowledges and understands its responsibility to provide the auditor with
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16

A7

e access to all information of which management is aware that is relevant to the
preparation and fair presentation of the financial statements, such as records,
documentation, and other matters;

¢ additional information that the auditor may request from management for the
purpose of the audit; and

e unrestricted access to persons within the entity from whom the auditor
determines it necessary to obtain audit evidence (AU-C 210.06b).

The example audit engagement letters in FAM 215 A include these and other
management responsibilities for an audit of a federal entity.

Management’s agreement should be in writing and may be incorporated as part
of the audit engagement letter, as shown in the examples in FAM 215 A

(AU-C 210.10 and .A44). This agreement should generally be obtained from the
same officials whom the auditor will request sign the management representation
letter.

If the preconditions for an audit, as discussed in FAM 215.14 through .15, are not
present, the auditor should discuss the matter with management. If the
preconditions for an audit have not been met, the auditor should not accept the
proposed audit engagement, unless required by law or regulation to do so
(AU-C 210.08). For federal financial statement audits, executive branch
departments, agencies, and other entities are required to prepare audited
financial statements under such laws as the Chief Financial Officers Act of 1990
(CFO Act), the Government Management Reform Act of 1994, or the
Accountability of Tax Dollars Act of 2002. Government corporations are required
to prepare audited financial statements under the Government Corporation
Control Act.

Agreement on the Terms of the Engagement

18

The auditor should agree upon the terms of the engagement with management,
those charged with governance, or both, as appropriate (AU-C 210.09). When
the agreement on the terms of the engagement is only with those charged with
governance, the auditor is required to obtain management’s agreement that it
acknowledges and understands its responsibilities (AU-C 210.06 and .A21). The
auditor should document the agreed-upon terms in an audit engagement letter or
other suitable form of written agreement. The letter or written agreement should
include

¢ the required elements and wording in AU-C 210.10, related to the objectives
and scope;

¢ the responsibilities of both management and the auditor;

e a statement that because of the inherent limitations of an audit and internal
control, an unavoidable risk exists that some material misstatements may not
be detected, even though the audit is properly planned and performed in
accordance with GAGAS;

¢ identification of the applicable financial reporting framework for the
preparation of the financial statements (U.S. GAAP); and
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19

.20

.21

22

.23

o expected form and content of reports, including a statement that
circumstances may arise in which a report may differ from its expected form
and content.

Additionally, the letter generally states that the auditor will conduct the audit in
accordance with GAGAS, and if applicable, Office of Management and Budget
(OMB) audit guidance. Those standards and OMB audit guidance require that
the auditor plans and performs the audit to obtain reasonable, rather than
absolute, assurance about whether financial statements are free of material
misstatement. An example audit engagement letter to a federal entity is
presented at FAM 215 A.

At a minimum, an audit includes obtaining an understanding of internal control
sufficient for planning the audit and determining the nature, timing, and extent of
audit procedures to be performed. Additional procedures may be required related
to testing the effectiveness of internal control if the audit is being conducted
under OMB audit guidance or if the auditor is providing an opinion on the
effectiveness of internal control over financial reporting. An auditor either
expresses an opinion on the effectiveness of internal control over financial
reporting or reports on the results of procedures performed, as discussed in FAM
580. The engagement letter or written agreement should include the auditor's
responsibilities for testing and reporting on internal control over financial
reporting, including whether the auditor plans to express an opinion on the
effectiveness of internal control over financial reporting or report on the results of
procedures performed.

The engagement letter or written agreement should include the auditor’s
responsibility for (1) testing and reporting on compliance with significant
provisions of laws, regulations, contracts, or grant agreements applicable to the
entity and performing other limited procedures; (2) testing and reporting on the
entity’s financial management systems’ substantial compliance with the three
Federal Financial Management Improvement Act of 1996 (FFMIA) requirements
(for CFO Act agencies); and (3) applying certain limited procedures to any
required supplementary information (RSI), reading other information and
considering whether a material inconsistency exists between the other
information and the financial statements, and reporting the results.

The letter may also communicate additional matters, such as the involvement of
others and fee and billing arrangements, although these may be addressed in
separate contractual documents.

The engagement letter or written agreement is designed to avoid
misunderstandings between the federal entity to be audited, the IG if the audit is
contracted out by the 1G, and the auditor. Where there is a contract, an
engagement letter may be unnecessary if all of the required elements in

AU-C 210.10 are included in the contract. If management is not a party to the
contract, the auditor should obtain management’s agreement with the terms of
the engagement, as discussed in FAM 215.18. If both an engagement letter and
a contract are prepared, the information that appears in these documents should
be consistent.

The engagement letter or written agreement should provide that if management
of the federal entity to be audited does not agree with the terms of the audit

June 2022

GAO/CIGIE Financial Audit Manual Page 215-7



Planning Phase
215 — Perform Preliminary Engagement Activities

reached between the party contracting for the audit and the auditor, as
documented in the contract or engagement letter, entity management should
promptly notify the auditor. The auditor should promptly inform the party
contracting for the audit.

Communicating with Those Charged with Governance

24

.25

.26

27

.28

The auditor should communicate clearly with those charged with governance.
Clear communication of specific matters required to be communicated is an
integral part of every audit. However, the auditor is not required to perform
procedures specifically to identify other significant matters to communicate with
those charged with governance (AU-C 260.05a and .A3).

The auditor should determine the appropriate persons within the entity’s
governance structure with whom to communicate (AU-C 260.07). The
appropriate persons may vary depending on the matter to be communicated.
When the appropriate persons with whom to communicate are not clearly
identifiable, the auditor and the engaging party may need to discuss and agree
on the relevant persons within the entity’s governance structure with whom the
auditor will communicate (AU-C 260.A8). In situations where there is not a single
individual or group that both oversees the strategic direction of the entity and the
fulfillment of its accountability obligations, or in other situations where the identity
of those charged with governance is not clearly evident, the auditor should
document the process followed and conclusions reached for identifying
appropriate individuals to receive the required auditor communications.

If the auditor communicates with a subgroup of those charged with governance,
such as an audit committee, or with an individual, the auditor should determine
whether it also needs to communicate with the governing body (AU-C 260.08).
AU-C 260.A10 through .A11 outline matters to consider when making this
judgment. When all of those charged with governance are involved with
managing the entity, the auditor should be satisfied that communication with
person(s) with management responsibilities adequately informs all of those with
whom the auditor would otherwise communicate in their governance capacity
(AU-C 260.09, .A10, and .A11).

The auditor should communicate to those charged with governance (1) the
auditor’s responsibilities under GAGAS (see FAM 215.28 through .29); (2) an
overview of the planned scope and timing of the audit, including the significant
risks identified by the auditor (see FAM 215.30); (3) the nature of planned work
and level of assurance provided related to internal control over financial reporting
and compliance with significant provisions of applicable laws, regulations,
contracts, and grant agreements; and (4) the form, timing, and expected general
content of communications. These matters may be communicated either orally or
in writing. The auditor may use the engagement letter, contract, or other written
communication, such as the example letter in FAM 215 B, as part of this
communication (AU-C 260.10, .11, .15, and .A48). [Note: GAO auditors should
use the engagement letter.]

The auditor should communicate with those charged with governance the
auditor’s responsibilities under GAGAS, including that
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.29

.30

.31

.32

¢ the auditor is responsible for forming and expressing an opinion about
whether the financial statements that have been prepared by management,
with the oversight of those charged with governance, are prepared, in all
material respects, in conformity with U.S. GAAP and

¢ the audit of the financial statements does not relieve management or those
charged with governance of their responsibilities (AU-C 260.10).

If the entity includes other information in its annual report, such as in a
performance and accountability report (PAR), agency financial report (AFR), or
annual management report (AMR), the auditor should communicate with those
charged with governance the auditor’s responsibility with respect to such other
information, the procedures performed relating to the other information, and the
results (AU-C 720.15).

The auditor may also communicate to those charged with governance the
auditor’s responsibilities that were communicated with management, as
discussed in FAM 215.18 through .20. Additionally, the auditor may communicate
the auditor’s responsibility for communicating significant matters as well as the
limitations on this responsibility discussed in FAM 215.24 (AU-C 260.A13).

The auditor should communicate with those charged with governance an
overview of the planned scope and timing of the audit (AU-C 260.11). However, it
is important for the auditor not to compromise the effectiveness of the audit,
particularly when some or all of those charged with governance are involved with
managing the entity. For example, communicating the nature and timing of
detailed audit procedures may reduce the effectiveness of those procedures by
making them too predictable. AU-C 260.A19 through .A24 provide guidance on
communicating the planned scope and timing of the audit, including additional
matters that the auditor may discuss with those charged with governance.

As part of communicating the planned scope and audit timing with those charged
with governance, the auditor should communicate the significant risks identified
by the auditor. Such communication helps those charged with governance
understand those matters and why they require special audit consideration. The
communication about significant risks may assist those charged with governance
in fulfilling their responsibility to oversee the financial reporting process (AU-C
260.11 and .A20). See FAM 260.44 for a discussion of significant risks.

The auditor should communicate significant findings and issues from the audit to
those charged with governance, as discussed in FAM 550.16 and FAM 580. This
communication should be in writing if, in the auditor’s professional judgment, oral
communication would not be adequate. Matters that arose during the audit that
were communicated to those charged with governance and satisfactorily
resolved do not need to be included in the communication. Factors that may
affect whether to communicate orally or in writing, the extent of detail or
summarization in the communication, and the formality of the communication are
discussed in AU-C 260.A48 through .A50 (AU-C 260.12, .13, .14, and .16).

Management’s communication of these matters to those charged with
governance does not relieve the auditor of the responsibility to also communicate
with them. However, communication of these matters by management may affect
the form or timing of the auditor's communication (AU-C 260.A2).
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.33

.34

.35

.36

The auditor’s clear communication of these matters helps establish the basis for
effective two-way communication. Matters that may contribute to the
effectiveness of two-way communication are included in AU-C 260.A44. As
discussed in FAM 550.19, the auditor should evaluate whether the two-way
communication between the auditor and those charged with governance has
been adequate for the purpose of the audit (AU-C 260.20).

When matters in AU-C 260 discussed above are communicated in writing, the
auditor should describe in the communication the purpose of the auditor’s written
communication and state that the auditor’s written communication is not suitable
for any other purpose (AU-C 905.11).

The auditor should communicate with those charged with governance on a timely
basis. AU-C 260.A51 through .A52 discuss factors relevant for determining the
timing of these communications (AU-C 260.19, .A51, and .A52).

The auditor should document all required communications with those charged
with governance. If the communication was oral, the auditor should include in the
audit documentation when and to whom communication was made. If the
communication was written, the auditor should retain a copy of the
communication with the audit documentation. If, as part of its communication to
those charged with governance, management communicated some or all of the
matters the auditor is required to communicate, and as a result, the auditor did
not communicate these matters at the same level of detail as management, the
auditor should include a copy or summary of management’s communications
provided to those charged with governance in the audit documentation (AU-C
260.21).

Intent, Notification, and Commitment Letters

37

.38

.39

The auditor’s internal procedures may provide for additional communication with
others in the form of an intent, notification, or commitment letter, as discussed
below. The auditor should send intent, notification, or commitment letters as
provided by the auditor’s protocols. The engagement letter may be able to be
used in place of certain of these letters.

An intent letter is used by some auditors to acknowledge a congressional request
for any type of work. This letter may include

¢ acknowledgment of a meeting with congressional staff to understand the
request;

e indication of a survey of work or planning phase to understand the federal
entity, identify accounting or auditing issues, and determine the availability
and access to books and records, particularly for an initial engagement;

¢ an estimated completion date for the planning phase;
¢ the auditor team performing the audit; and
e auditor contact names, phone numbers, and email addresses.

A notification letter is used by some auditors to notify federal entities of new
engagements for any type of work. This letter may include
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¢ the source of work (mandate, request, or auditor’s statutory discretionary
authority);

e objective(s) of the work;

e entities and locations to be contacted;

e the estimated start date;

e the estimated date of entrance conference;

o the auditor team performing the audit;

e auditor contact names, phone numbers, and email addresses; and

¢ engagement (job) code or other tracking number.

A commitment letter is used by some auditors, either after a survey of work or the

planning phase has been completed, or to confirm a commitment to perform an
audit based on a congressional request, mandate, or auditor’s statutory
discretionary authority for any type of work. This letter may include

¢ a confirmation of the auditor's commitment to perform work and issue a
report;

e an overview of the engagement approach, objective(s), and key aspects of
the work, including a separate survey of work or planning phase, if
conducted;

e the planned report issuance date;
¢ the auditor team performing the audit; and
e auditor contact names, phone numbers, and email addresses.

For an agreed-upon procedure engagement, as discussed in FAM 710.04, the
auditor may issue an engagement letter unless covered by contract or other
written communication. An example letter for agreed-upon procedure
engagements is presented in FAM 710 A.
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215 A — Sample Audit Engagement Letter to a Federal Entity

.01

As discussed in FAM 215.18, the engagement letter documents the audit’s
objectives and scope, the roles and responsibilities of both management and the
auditor, and other matters. Example 1 presents a sample audit engagement letter
when the auditor plans to provide an opinion on the effectiveness of an entity’s
internal control. Example 2 presents a sample audit engagement letter when the

auditor plans to report on the entity’s internal control and will not provide an
opinion.

In both sample letters, the audited entity has a fiscal year ending September 30.
The auditor should modify the sample letters, as needed, for the specific
circumstances of each audit.
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Example 1 — Auditor Provides an Opinion on Effectiveness of an
Entity’s Internal Control over Financial Reporting

[Auditor letterhead]

[Date]

[Address to entity management; those charged with governance; the inspector
general if the audit has been contracted out to a certified public accounting firm;
or others, such as congressional committees, as appropriate.]

Dear

Pursuant to the [cite legal or contract authority for audit], the [name of auditor] will
audit, for fiscal year [20X24], the financial statements of the [full name of the federal
entity (entity abbreviation)]. The job code for this audit is [XXXXXX] [non-GAO
auditors should omit or modify identifier as appropriate]. We confirm our
acceptance and our understanding of this audit engagement by means of this letter. The
objectives and scope of our integrated audits are as follows:

1. Express an opinion on whether [entity’s] financial statements as of and for the fiscal
years ended [September 30, 20X2, and 20X1], are presented fairly, in all material
respects, in accordance with U.S. generally accepted accounting principles.

2. Express an opinion on whether the [entity] maintained, in all material respects,
effective internal control over financial reporting as of [September 30, 20X2], based
on the criteria established under 31 U.S.C. § 3512 (c), (d), commonly known as the
Federal Managers’ Financial Integrity Act of 1982 (FMFIA) [or other appropriate
criteria].

3. Report on the results of our tests of [entity’s] compliance with selected provisions of
applicable laws, regulations, contracts, and grant agreements for fiscal year [20X2].

4. Report whether [entity’s] financial management systems comply substantially with
the three requirements of the Federal Financial Management Improvement Act of
1996 (FFMIA) as of [September 30, 20X2]. [If applicable]

Upon completion of our audit, we will issue a written report consistent with these
objectives. Circumstances may arise in which our report may differ from its expected
form and content based on the results of our audit. Depending on the nature of these
circumstances, it may be necessary for us to modify our opinions or add emphasis-of-
matter or other-matter paragraphs to our auditor’s report.

The purpose of our report[s] on compliance with laws, regulations, contracts, and grant
agreements [and financial management systems’ substantial compliance with
FFMIA requirements, if applicable] solely will be to describe the scope of our testing of
compliance with applicable laws, regulations, contracts, and grant agreements [and
financial management systems’ substantial compliance with FFMIA requirements,
if applicable], and the results of that testing, and not to provide an opinion on
compliance with applicable laws, regulations, contracts, and grant agreements [or on
financial management systems’ substantial compliance with FFMIA requirements,
if applicable]. Accordingly, our report[s] on compliance with laws, regulations, contracts,

“Note to auditor: 20X2 denotes the current year, and 20X1 denotes the prior year, under audit.
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and grant agreements [and financial management systems’ substantial compliance
with FFMIA requirements, if applicable] will not be suitable for any other purpose.

[Modify the previous paragraph, as shown, if the auditor is engaged to provide an
opinion on compliance with applicable laws, regulations, contracts, and grant
agreements, or on the entity’s financial management systems’ substantial
compliance with FFMIA.]

Management’s Responsibilities

Our audit will be conducted on the basis that [entity’s] management acknowledges and
understands that it has responsibility for the following:

1. The preparation and fair presentation of the [entity’s] financial statements, including
accompanying notes, in accordance with U.S. generally accepted accounting
principles.

2. Designing, implementing, and maintaining effective internal control over financial
reporting relevant to the preparation and fair presentation of financial statements that
are free from material misstatement, whether due to fraud or error.

3. Evaluating the effectiveness of the [entity’s] internal control over financial reporting
based on the criteria established under FMFIA [or other appropriate criteria].

4. Its assessment about the effectiveness of internal control over financial reporting as
of [September 30, 20X2]. This includes providing management’s written
representation that it did not use the auditor’s procedures performed during the
integrated audits as part of the basis for its assessment on the effectiveness of
[entity’s] internal control over financial reporting.

5. Supporting its assessment about the effectiveness of the [entity’s] internal control
over financial reporting with sufficient evaluations and documentation.

6. Complying with laws, regulations, contracts, and grant agreements applicable to
[entity].

7. Preparing, measuring, and presenting the required supplementary information (RSI)
in accordance with prescribed guidelines established in U.S. generally accepted
accounting principles.

8. Preparing and presenting other information included in [entity’s] [insert name of
annual report, e.g., agency financial report], and ensuring the consistency of that
information with the audited financial statements and RSI.

9. Designing, implementing, and maintaining effective internal controls to prevent and
detect fraud. This includes providing management’s written representation that it has
disclosed to the auditor the results of its assessment of the risk that the financial
statements may be materially misstated as a result of fraud.

10. Maintaining adequate accounting records, selecting and applying appropriate
accounting policies, and safeguarding U.S. government assets related to [entity’s]
operations.

11. [For entities that conform to FASB standards (see FAM 550.28 and .29)]
Evaluating whether there are conditions or events, considered in the aggregate, that
raise substantial doubt about [entity’s] ability to continue as a going concern for a
reasonable period of time.
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12.

Ensuring that the [entity’s] financial management systems comply substantially with
FFMIA requirements [if applicable].

In addition, [entity’s] management acknowledges and understands that it has the
responsibility to provide us with

1.

4.

access to all information, such as records, documentation, and other matters, of
which management is aware that is relevant to the (1) preparation and fair
presentation of the financial statements, including accompanying notes, (2)
measurement, preparation, and presentation of the RSI, and (3) preparation and
presentation of other information;

additional information that we may request from management for the purpose of the
audit, including but not limited to

a. minutes of meetings, or summaries of actions of recent meetings for which
minutes have not been prepared, of the [Board of Directors or other
similar bodies of those charged with governance] and

b. any communications from the Office of Management and Budget (OMB) or
the Department of the Treasury’s Bureau of the Fiscal Service concerning
noncompliance with, or deficiencies in, financial reporting practices;

unrestricted access to and full cooperation of personnel within [entity] from whom
we determine it necessary to obtain audit evidence; and

any reports obtained from [entity]’s service organizations.

[Entity] management agrees to communicate to us

1.

the discovery of any material misstatement that would affect the fair presentation of
its fiscal year [20X2] or prior fiscal year’s financial statements;

any deficiencies in the design or operation of internal control over financial reporting
as of [September 30, 20X2], including separately identifying any deficiencies
management believes to be significant deficiencies or material weaknesses;®

a description of fraud or suspected fraud that affects the [entity] and involves (1)
management, (2) employees who have significant roles in internal control over
financial reporting, or (3) others when the fraud could have a material effect on the
financial statements;

any instances of noncompliance or suspected noncompliance with laws, regulations,
contracts, and grant agreements applicable to [entity] whose effects should be
considered when preparing the financial statements;

any violations, or potential violations, of the Antideficiency Act for the years ended
[September 30, 20X2, and 20X1] and through the date of the management
representation letter. Potential violations are limited to those that, if true, could have
a material effect on the financial statements;

5A significant deficiency is a deficiency, or a combination of deficiencies, in internal control over financial reporting
that is less severe than a material weakness yet important enough to merit attention by those charged with
governance. A material weakness is a deficiency, or a combination of deficiencies, in internal control, such that there
is a reasonable possibility that a material misstatement of the entity’s financial statements will not be prevented, or
detected and corrected, on a timely basis. A deficiency in internal control exists when the design or operation of a
control does not allow management or employees, in the normal course of performing their assigned functions, to
prevent, or detect and correct, misstatements on a timely basis.
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6. any known actual or possible litigation, claims, and assessments, including those
related to treaties and other international agreements, whose effects should be
considered when preparing the financial statements;

7. the identities of [entity’s] disclosure entities, related parties, and public-private
partnerships, and all the relationships and transactions related to them;®

8. any events or transactions subsequent to the date of the financial statements, and
for which U.S. generally accepted accounting principles require adjustment or
disclosure;

9. whether, subsequent to [September 30, 20X2], there were any changes in internal
control over financial reporting or other conditions that might significantly affect
internal control over financial reporting, including any corrective actions taken with
regard to material weaknesses or significant deficiencies; and

10. any planned inclusion of our auditor’s reports and the audited financial statements in
documents prepared by [entity] and to provide a copy of any such documents prior
to issuance.

As part of our audit process, we will request from [entity] management written
confirmation concerning representations made to us in connection with the audit of the
financial statements, including internal control over financial reporting; compliance with
applicable laws, regulations, contracts, and grant agreements; and other related matters.

[Optional — The auditor may choose to make management aware of other specific
required written management representations. Factors to consider include initial
audits, changes in senior management, or changes in required representations.]

Definition and Inherent Limitations of Internal Control over Financial Reporting

An entity’s internal control over financial reporting is a process effected by those charged
with governance, management, and other personnel, the objectives of which are to
provide reasonable assurance that (1) transactions are properly recorded, processed,
and summarized to permit the preparation of financial statements in accordance with
U.S. generally accepted accounting principles, and assets are safeguarded against loss
from unauthorized acquisition, use, or disposition, and (2) transactions are executed in
accordance with provisions of applicable laws, including those governing the use of
budget authority, regulations, contracts, and grant agreements, noncompliance with
which could have a material effect on the financial statements.

Because of its inherent limitations, internal control over financial reporting may not
prevent, or detect and correct, misstatements due to fraud or error. We also caution that
projecting any evaluation of effectiveness to future periods is subject to the risk that
controls may become inadequate because of changes in conditions or that the degree of
compliance with the policies or procedures may deteriorate.

Auditor’s Responsibilities

We are responsible for conducting our audits in accordance with U.S. generally
accepted government auditing standards [and OMB audit guidance, if applicable].
Those standards require that we plan and perform the audits to obtain reasonable
assurance about whether (1) the financial statements as a whole are free from material

6Note to auditor: Procedures related to disclosure entities and public-private partnerships do not apply to entities
issuing financial statements in accordance with FASB accounting standards.
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misstatement, whether due to fraud or error, and (2) effective internal control over
financial reporting was maintained in all material respects. Reasonable assurance is a
high level of assurance but is not absolute assurance and therefore is not a guarantee
that an audit of the financial statements or an audit of internal control over financial
reporting conducted in accordance with U.S. generally accepted government auditing
standards will always detect a material misstatement or a material weakness when it
exists. The risk of not detecting a material misstatement resulting from fraud is higher
than for one resulting from error, as fraud may involve collusion, forgery, intentional
omissions, misrepresentations, or the override of internal control. Misstatements,
including omissions, are considered to be material if there is a substantial likelihood that,
individually or in the aggregate, they would influence the judgment made by a
reasonable user based on the financial statements.’

We are required to be independent of [entity] and to meet our other ethical
responsibilities, in accordance with the relevant ethical requirements relating to our
audits.

In performing an audit of the financial statements and an audit of internal control over
financial reporting in accordance with U.S. generally accepted government auditing
standards, we will do the following:

1. Exercise professional judgment and maintain professional skepticism throughout the
audits.

2. Identify and assess the risks of material misstatement of the financial statements,
whether due to fraud or error, and design and perform audit procedures responsive
to those risks. Such procedures include examining, on a test basis, evidence
regarding the amounts and disclosures in the financial statements in order to obtain
audit evidence that is sufficient and appropriate to provide a basis for our opinion.

3. Obtain an understanding of internal control relevant to the financial statement audit in
order to design audit procedures that are appropriate in the circumstances.

4. Obtain an understanding of internal control over financial reporting relevant to the
audit of internal control over financial reporting, assess the risks that a material
weakness exists, and test and evaluate the design and operating effectiveness of
internal control over financial reporting based on the assessed risk. Our audit of
internal control will also consider [entity’s] process for evaluating and reporting on
internal control over financial reporting based on criteria established under FMFIA
[or other appropriate criteria]. We will not evaluate all internal controls relevant to
operating objectives as broadly established under FMFIA [or other appropriate
criteria], such as those controls relevant to preparing performance information and
ensuring efficient operations. We will limit our internal control testing to testing
controls over financial reporting. Our internal control testing will be for the purpose of
expressing an opinion on whether effective internal control over financial reporting
was maintained, in all material respects, as of [September 30, 20X2]. Consequently,
our audit may not identify all deficiencies in internal control over financial reporting
that are less severe than a material weakness.

"Note to auditor: Statement of Federal Financial Accounting Concepts (SFFAC) 1 issued by FASAB provides a
slightly different definition of materiality. Since SFFACs are nonauthoritative, and in SFFAC 1, the board recognizes
differences from the audit definition, the FAM is based on the definition provided in AU-C 200.07.
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5. Evaluate the appropriateness of accounting policies used and the reasonableness of
significant accounting estimates made by management, as well as evaluate the
overall presentation of the financial statements.

Perform other procedures we consider necessary in the circumstances.

[For entities that conform to FASB standards (see FAM 550.28 and .29)]
Conclude, based on the audit evidence obtained, whether there are conditions or
events, considered in the aggregate, that raise substantial doubt about [entity’s]
ability to continue as a going concern for a reasonable period of time.

Because of the inherent limitations of an audit, together with the inherent limitations of
internal control, an unavoidable risk exists that some material misstatements in the
financial statements may not be detected, even though the audit is properly planned and
performed in accordance with U.S. generally accepted government auditing standards.

We will communicate all deficiencies of which we become aware. We are responsible for
communicating in writing to those charged with governance any significant deficiencies
and material weaknesses in internal control that come to our attention as a result of the
audit. If we identify deficiencies in [entity’s] internal control that we do not consider to be
material weaknesses or significant deficiencies, we will communicate these matters in
writing to management and, where appropriate, will report on them separately.

In accordance with U.S. generally accepted government auditing standards, we are
responsible for testing compliance with selected provisions of laws, regulations,
contracts, and grant agreements applicable to [entity] that have a direct effect on the
determination of material amounts in [entity’s] financial statements and performing
certain other limited procedures as part of our audits.® We will not test compliance with
all laws, regulations, contracts, and grant agreements applicable to [entity]. We caution
that noncompliance may occur and not be detected by these tests.

We are also responsible for (1) testing and reporting on whether [entity’s] financial
management systems comply substantially with the three FFMIA requirements [if
applicable] and (2) applying certain limited procedures to any RSI, reading other
information included in [entity’s] [insert name of annual report, e.g., agency financial
report] and considering whether a material inconsistency exists between the other
information and the financial statements, and reporting the results.

Audit Coordination and Other Matters

To use audit resources efficiently and expedite audit completion, we will work with
[entity] staff to obtain information needed for the audit. Assistance needed from [entity]
staff may include preparing schedules or analyses; locating, copying, and providing
selected documents; and participating in meetings. We will need draft financial
statements, including all information relevant to their preparation and fair presentation,
whether obtained from within or outside of the general and subsidiary ledgers (including
all information relevant to the preparation and fair presentation of note disclosures), and
any other information to be included in [entity’s] [insert name of annual report, e.g.,
agency financial report] in sufficient time for us to complete our audit in accordance
with the proposed timetable. We will discuss this assistance with [entity] staff and arrive
at mutually acceptable time frames.

8Note to auditor: If applicable, include sentence to add tests of laws and regulations listed in OMB audit guidance that
the auditor deems applicable to the financial statements.
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We will conduct an entrance conference with [entity] staff on [or by] [date]. We plan to
issue our report on a mutually agreed-upon date. [Insert any additional details as
appropriate regarding report timing.] We will also provide periodic status reports on
our work upon your request. If we encounter problems that will affect the reporting date,
we will discuss them with you in a timely manner. We look forward to working with
[entity] and appreciate its cooperation in working with us to complete the auditin a
timely manner.

Pursuant to [include reference to audit reimbursement authority], our audit of
[entity] is performed on a reimbursable basis. The total cost to perform the fiscal year
[20X2] audit will depend on the nature of the issues we identify and the amount of staff
resources needed to complete the audit. [Consider including additional details as
appropriate for any contracted services to be reimbursed, such as those for
information systems controls or specialists.] We plan to submit a bill to you each
month reflecting the actual costs incurred.

This assignment will be conducted under my direction, with assistance from [name and
title of manager], who can be reached at [phone number] or by email at [email], and
[name and title of site auditor], who can be reached at [phone number] or by email at
[email].

The attached acknowledgment page should be signed by management [and the
addressee, if contracting party is other than management] and returned to us to
indicate your acknowledgment of, and agreement with, the terms and arrangements of
our audit of the financial statements and to indicate management’s acknowledgment and
understanding of our respective responsibilities.

Should this letter not represent your understanding of the nature of this engagement, or
should you have any questions or need further information, please contact me at [phone
number] or by email at [email].

We look forward to a successful engagement.

Sincerely yours,

[Auditor’s name and title]

cc: CFO of [entity]
Inspector General of [entity]
[Others, as applicable]
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Management’s Acknowledgment of the Audit Engagement Terms

On behalf of [entity] and its management, | acknowledge and agree to the terms and
arrangements described above for the audit of [entity]’s financial statements, including
our respective responsibilities, and the scope of work and related reporting on (1) the
financial statements; (2) internal control over financial reporting; (3) compliance with
laws, regulations, contracts, and grant agreements applicable to [entity]; (4) financial
management systems’ substantial compliance with FFMIA requirements [omit if not
applicable]; (5) the required supplementary information [omit if not applicable]; and
(6) other information to be included in [entity’s] [insert name of annual report, e.g.,
agency financial report] [omit if not applicable].

Signature Date

[Name and Title]

Signature Date

[Name and Title]

[NOTE: REQUIRED TO BE SIGNED BY MANAGEMENT. SIGNERS SHOULD
GENERALLY BE THE SAME OFFICIALS WHOM THE AUDITOR WILL REQUEST
SIGN THE MANAGEMENT REPRESENTATION LETTER. MAY INCLUDE
ADDITIONAL PARTIES INVOLVED WITH CONTRACTING FOR THE AUDIT.]
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Example 2 — Auditor Does Not Provide an Opinion on Entity’s
Internal Control over Financial Reporting

[Auditor letterhead]

[Date]

[Address to entity management; those charged with governance; the inspector
general if the audit has been contracted out to a certified public accounting firm;
or others, such as congressional committees, as appropriate.]

Dear

Pursuant to the [cite legal or contract authority for audit], the [name of auditor] will
audit, for fiscal year [20X2°], the financial statements of the [full name of the federal
entity (entity abbreviation)]. The job code for this audit is [XXXXXX] [non-GAO
auditors should omit or modify identifier as appropriate]. We confirm our
acceptance and our understanding of this audit engagement by means of this letter. The
objectives and scope of our audits are as follows:

1. Express an opinion on whether [entity]’s financial statements as of and for the fiscal
years ended [September 30, 20X2, and 20X1], are presented fairly, in all material
respects, in accordance with U.S. generally accepted accounting principles.

2. Report any significant deficiencies and material weaknesses in internal control over
financial reporting for fiscal year [20X2] that come to our attention as a result of the
audit.°

3. Report on the results of our tests of [entity’s] compliance with selected provisions of
applicable laws, regulations, contracts, and grant agreements for fiscal year [20X2].

4. Report whether [entity’s] financial management systems comply substantially with
the requirements of the Federal Financial Management Improvement Act of 1996
(FFMIA) as of [September 30, 20X2]. [If applicable.]

Upon completion of our audit, we will issue a written report consistent with these
objectives. Circumstances may arise in which our report may differ from its expected
form and content based on the results of our audit. Depending on the nature of these
circumstances, it may be necessary for us to modify our opinion or add emphasis-of-
matter or other-matter paragraphs to our auditor’s report.

The purpose of our report[s] on internal control and compliance with laws, regulations,
contracts, and grant agreements [and financial management systems’ substantial
compliance with FFMIA requirements, if applicable] solely will be to describe the
scope of our testing of internal control and compliance with applicable laws, regulations,
contracts, and grant agreements [and FFMIA requirements, if applicable], and the
results of that testing, and not to provide an opinion on the effectiveness of internal

9Note to auditor: 20X2 denotes the current year, and 20X1 denotes the prior year, under audit.

10A significant deficiency is a deficiency, or a combination of deficiencies, in internal control over financial reporting
that is less severe than a material weakness, yet important enough to merit attention by those charged with
governance. A material weakness is a deficiency, or combination of deficiencies, in internal control over financial
reporting, such that there is a reasonable possibility that a material misstatement of the entity’s financial statements
will not be prevented, or detected and corrected, on a timely basis. A deficiency in internal control exists when the
design or operation of a control does not allow management or employees, in the normal course of performing their
assigned functions, to prevent, or detect and correct, misstatements on a timely basis.
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control over financial reporting or compliance with applicable laws, regulations,
contracts, and grant agreements [or on financial management systems’ substantial
compliance with FFMIA requirements, if applicable]. Accordingly, our report[s] on
internal control and compliance with laws, regulations, contracts, and grant agreements
[and financial management systems’ substantial compliance with FFMIA
requirements, if applicable] will not be suitable for any other purpose.

[Modify the previous paragraph, as shown, if the auditor is engaged to provide an
opinion on compliance with applicable laws, regulations, contracts, and grant
agreements, or on the entity’s financial management systems’ substantial
compliance with FFMIA.]

Management’s Responsibilities

Our audit will be conducted on the basis that [entity’s] management acknowledges and
understands that it has responsibility for the following:

1. The preparation and fair presentation of the [entity’s] financial statements, including
accompanying notes, in accordance with U.S. generally accepted accounting
principles.

2. Designing, implementing, and maintaining effective internal control over financial
reporting relevant to the preparation and fair presentation of financial statements that
are free from material misstatement, whether due to fraud or error.

3. Complying with laws, regulations, contracts, and grant agreements applicable to
[entity].

4. Preparing, measuring, and presenting the required supplementary information (RSI)
in accordance with prescribed guidelines established in U.S. generally accepted
accounting principles.

5. Preparing and presenting other information included in [entity’s] [insert name of
annual report, e.g., agency financial report], and ensuring the consistency of that
information with the audited financial statements and the RSI.

6. Designing, implementing, and maintaining effective internal controls to prevent and
detect fraud. This includes providing management’s written representation that it has
disclosed to the auditor the results of its assessment of the risk that the financial
statements may be materially misstated as a result of fraud.

7. Maintaining adequate accounting records, selecting and applying appropriate
accounting policies, and safeguarding U.S. government assets related to [entity’s]
operations.

8. [For entities that conform to FASB standards (see FAM 550.28 and .29)]
Evaluating whether there are conditions or events, considered in the aggregate, that
raise substantial doubt about [entity’s] ability to continue as a going concern for a
reasonable period of time.

9. Ensuring that the [entity’s] financial management systems comply substantially with
FFMIA requirements [if applicable].

In addition, [entity]'s management acknowledges and understands that it has the
responsibility to provide us with

June 2022 GAO/CIGIE Financial Audit Manual Page 215 A-11



Planning Phase
215 A — Sample Audit Engagement Letter to a Federal Entity

1.

3.

4.

access to all information, such as records, documentation, and other matters, of
which management is aware that is relevant to the (1) preparation and fair
presentation of the financial statements, including accompanying notes, (2)
measurement, preparation, and presentation of the RSI, and (3) preparation and
presentation of other information;

additional information that we may request from management for the purpose of the
audit, including but not limited to

a. minutes of meetings, or summaries of actions of recent meetings for
which minutes have not been prepared, of the [Board of Directors or
other similar bodies of those charged with governance] and

b. any communications from the Office of Management and Budget (OMB)
or the Department of the Treasury’s Bureau of the Fiscal Service
concerning noncompliance with, or deficiencies in, financial reporting
practices;

unrestricted access to and full cooperation of personnel within [entity] from whom
we determine it necessary to obtain audit evidence; and

any reports obtained from [entity]’s service organizations.

[Entity] management agrees to communicate to us the following:

1.

the discovery of any material misstatement that would affect the fair presentation of
its fiscal year [20X2] or prior fiscal year’s financial statements;

any deficiencies in the design or operation of internal control over financial reporting
as of [September 30, 20X2], including separately identifying any deficiencies
management believes to be significant deficiencies or material weaknesses;

a description of fraud or suspected fraud that affects the [entity] and involves (1)
management; (2) employees who have significant roles in internal control over
financial reporting, or (3) others when the fraud could have a material effect on the
financial statements;

any instances of noncompliance or suspected noncompliance with laws, regulations,
contracts, and grant agreements applicable to [entity] whose effects should be
considered when preparing the financial statements;

any violations, or potential violations, of the Antideficiency Act for the years ended
[September 30, 20X2, and 20X1] and through the date of the management
representation letter. Potential violations are limited to those that, if true, could have
a material effect on the financial statements;

any known actual or possible litigation, claims, and assessments, including those
related to treaties and other international agreements, whose effects should be
considered when preparing the financial statements;

the identities of [entity’s] disclosure entities, related parties, and public-private
partnerships, and all the relationships and transactions related to them;"

""Note to auditor: Procedures related to disclosure entities and public-private partnerships do not apply to entities
issuing financial statements in accordance with FASB accounting standards.
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8. any events or transactions subsequent to the date of the financial statements, and
for which U.S. generally accepted accounting principles require adjustment or
disclosure;

9. whether, subsequent to [September 30, 20X2], there were any changes in internal
control over financial reporting or other conditions that might significantly affect
internal control over financial reporting, including any corrective actions taken with
regard to material weaknesses or significant deficiencies; and

10. any planned inclusion of our auditor’s reports and the audited financial statements in
documents prepared by [entity] and to provide a copy of any such documents prior
to issuance.

As part of our audit process, we will request from [entity] management written
confirmation concerning representations made to us in connection with the audit of the
financial statements, including internal control over financial reporting; compliance with
applicable laws, regulations, contracts, and grant agreements; and other related matters.

[Optional — The auditor may choose to make management aware of other specific
required written management representations. Factors to consider include initial
audits, changes in senior management, or changes in required representations.]

Definition and Limitations of Internal Control over Financial Reporting

An entity’s internal control over financial reporting is a process effected by those charged
with governance, management, and other personnel, the objectives of which are to
provide reasonable assurance that (1) transactions are properly recorded, processed,
and summarized to permit the preparation of financial statements in accordance with
U.S. generally accepted accounting principles, and assets are safeguarded against loss
from unauthorized acquisition, use, or disposition, and (2) transactions are executed in
accordance with provisions of applicable laws, including those governing the use of
budget authority, regulations, contracts, and grant agreements, noncompliance with
which could have a material effect on the financial statements.

Because of its inherent limitations, internal control over financial reporting may not
prevent, or detect and correct, misstatements due to fraud or error.

Auditor’s Responsibilities

We are responsible for conducting our audit in accordance with U.S. generally accepted
government auditing standards [and OMB audit guidance, if applicable]. Those
standards require that we plan and perform the audit to obtain reasonable assurance
about whether the financial statements as a whole are free from material misstatement,
whether due to error or fraud. Reasonable assurance is a high level of assurance but is
not absolute assurance and therefore is not a guarantee that an audit of the financial
statements conducted in accordance with U.S. generally accepted government auditing
standards will always detect a material misstatement when it exists. The risk of not
detecting a material misstatement resulting from fraud is higher than for one resulting
from error, as fraud may involve collusion, forgery, intentional omissions,
misrepresentations, or the override of internal control. Misstatements, including
omissions, are considered to be material if there is a substantial likelihood that,
individually or in the aggregate, they would influence the judgment made by a
reasonable user based on the financial statements.'?

2Note to auditor: Statement of Federal Financial Accounting Concepts (SFFAC) 1 issued by FASAB provides a
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We are required to be independent of [entity] and to meet our other ethical
responsibilities, in accordance with the relevant ethical requirements relating to our
audits.

In performing an audit of the financial statements in accordance with U.S. generally
accepted government auditing standards, we will do the following:

1. Exercise professional judgment and maintain professional skepticism throughout the
audits.

2. Identify and assess the risks of material misstatement of the financial statements,
whether due to fraud or error, and design and perform audit procedures responsive
to those risks. Such procedures include examining, on a test basis, evidence
regarding the amounts and disclosures in the financial statements in order to obtain
audit evidence that is sufficient and appropriate to provide a basis for our opinion.

3. Obtain an understanding of internal control relevant to the financial statement audit in
order to design audit procedures that are appropriate in the circumstances, but not
for the purpose of expressing an opinion on the effectiveness of the entity’s internal
control. In addition, we will not consider all internal controls relevant to operating
objectives as broadly established under 31 U.S.C. § 3512 (c), (d), commonly known
as the Federal Managers’ Financial Integrity Act of 1982 (FMFIA) [or other
appropriate criteria], such as those controls relevant to preparing performance
information and ensuring efficient operations. Our internal control work will not
necessarily identify all deficiencies in internal control, including those that might be
material weaknesses or significant deficiencies.

4. Evaluate the appropriateness of accounting policies used and the reasonableness of
significant accounting estimates made by management, as well as evaluate the
overall presentation of the financial statements.

Perform other procedures we consider necessary in the circumstances.

[For entities that conform to FASB standards (see FAM 550.28 and .29)]
Conclude, based on the audit evidence obtained, whether there are conditions or
events, considered in the aggregate, that raise substantial doubt about [entity’s]
ability to continue as a going concern for a reasonable period of time.

Because of the inherent limitations of an audit, together with the inherent limitations of
internal control, an unavoidable risk exists that some material misstatements in the
financial statements may not be detected, even though the audit is properly planned and
performed in accordance with U.S. generally accepted government auditing standards.

We will communicate all deficiencies in internal control of which we become aware. We
are responsible for communicating in writing to those charged with governance any
significant deficiencies and material weaknesses in internal control that come to our
attention as a result of the audit. Additionally, if we do not identify any material
weaknesses during our audit, we will indicate this in our written communication. ' If we
identify deficiencies in [entity]'s internal control that we do not consider to be material

slightly different definition of materiality. Since SFFACs are nonauthoritative, and in SFFAC 1, the board recognizes
differences from the audit definition, the FAM is based on the definition provided in AU-C 200.07.

SNote to auditor: In the event that no material weaknesses were identified during the audit, OMB audit guidance
requires the auditor to state, in the report on internal control over financial reporting, that no deficiencies in internal
control were identified during the audit that were considered to be material weaknesses.
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weaknesses or significant deficiencies, we will communicate these matters in writing to
management and, where appropriate, will report on them separately. In addition, if we
identify misstatements or new deficiencies, we will communicate them to [entity]
management on a timely basis.

In accordance with U.S. generally accepted government auditing standards, we are
responsible for testing compliance with selected provisions of laws, regulations,
contracts, and grant agreements applicable to [entity] that have a direct effect on the
determination of material amounts in [entity]'s financial statements and performing
certain other limited procedures as part of our audit. We will not test compliance with all
laws, regulations, contracts, and grant agreements applicable to [entity]. We caution
that noncompliance may occur and not be detected by these tests.

We are also responsible for (1) testing and reporting on whether [entity]'s financial
management systems comply substantially with the three FFMIA requirements [if
applicable] and (2) applying certain limited procedures to any RSI, reading other
information included in [entity’s] [insert name of annual report, e.g., agency financial
report] and considering whether a material inconsistency exists between the other
information and the financial statements, and reporting the results.

Audit Coordination and Other Matters

To use audit resources efficiently and expedite audit completion, we will work with
[entity] staff to obtain information needed for the audit. Assistance needed from [entity]
staff may include preparing schedules or analyses; locating, copying, and providing
selected documents; and participating in meetings. We will need draft financial
statements, including all information relevant to their preparation and fair presentation,
whether obtained from within or outside of the general and subsidiary ledgers (including
all information relevant to the preparation and fair presentation of note disclosures), and
any other information to be included in [entity’s] [insert name of annual report, e.g.,
agency financial report] in sufficient time for us to complete our audit in accordance
with the proposed timetable. We will discuss this assistance with [entity] staff and arrive
at mutually acceptable time frames.

We will conduct an entrance conference with [entity] staff on [or by] [date]. We plan to
issue our report on a mutually agreed-upon date. [Insert any additional details as
appropriate regarding report timing.] We will also provide periodic status reports on
our work upon your request. If we encounter problems that will affect the reporting date,
we will discuss them with you in a timely manner. We look forward to working with
[entity] and appreciate its cooperation in working with us to complete the audit in a
timely manner.

Pursuant to [include reference to audit reimbursement authority], our audit of
[entity] is performed on a reimbursable basis. The total cost to perform the fiscal year
[20X2] audit will depend on the nature of the issues we identify and the amount of staff
resources needed to complete the audit. [Consider including additional details as
appropriate for any contracted services to be reimbursed, such as those for
information systems controls or specialists.] We plan to submit a bill to you each
month reflecting the actual costs incurred.

This assignment will be conducted under my direction, with assistance from [name and
title of manager], who can be reached at [phone number] or by email at [email], and
[name and title of site auditor], who can be reached at [phone number] or by email at
[email].
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The attached acknowledgment page should be signed by management [and the
addressee, if contracting party is other than management] and returned to us to
indicate your acknowledgment of, and agreement with, the terms and arrangements of
our audit of the financial statements and to indicate management’s acknowledgment and
understanding of our respective responsibilities.

Should this letter not represent your understanding of the nature of this engagement, or
should you have any questions or need further information, please contact me at [phone
number] or by email at [email].

We look forward to a successful engagement.

Sincerely yours,

[Auditor’s name and title]

cc: CFO of [entity]
Inspector General of [entity]
[Others, as applicable]
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Management’s Acknowledgment of the Audit Engagement Terms

On behalf of [entity] and its management, | acknowledge and agree to the terms and
arrangements described above for the audit of [entity]’s financial statements, including
our respective responsibilities, and the scope of work and related reporting on (1) the
financial statements; (2) internal control over financial reporting; (3) compliance with
laws, regulations, contracts, and grant agreements applicable to [entity]; (4) financial
management systems’ substantial compliance with FFMIA requirements [omit if not
applicable]; (5) the required supplementary information [omit if not applicable]; and
(6) other information to be included in [entity’s] [insert name of annual report, e.g.,
agency financial report] [omit if not applicable].

Signature Date

[Name and Title]

Signature Date

[Name and Title]

[NOTE: REQUIRED TO BE SIGNED BY MANAGEMENT. SIGNERS SHOULD
GENERALLY BE THE SAME OFFICIALS WHOM THE AUDITOR WILL REQUEST
SIGN THE MANAGEMENT REPRESENTATION LETTER. MAY INCLUDE
ADDITIONAL PARTIES INVOLVED WITH CONTRACTING FOR THE AUDIT.]
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215 B — Sample Letter to Those Charged with Governance

[Auditor letterhead]
[Date]

[Address to board or commission responsible for the federal entity, an audit
committee, secretary of a cabinet-level department, senior executives and
financial managers, or congressional committees in their role as those charged
with governance.]

Dear

This letter is to inform you that we will soon begin [or have recently begun] our audit of
the fiscal year 20X2 financial statements of the [full name of federal entity (entity
abbreviation)]. We [held or will hold] an entrance conference with officials of the
[entity] on [date].

[if mandated:] We are responsible for conducting audits of the financial statements of
the [entity] in accordance with [cite legal or contract authority]. [If requested:] As
requested in your letter of [date] [or as discussed with your staff], we will conduct an
audit of financial statements of the [entity]. [If auditor’s statutory authority:] Under
our audit authority [cite legal or contract authority], we will conduct an audit of
financial statements of the [entity]. We plan to issue our report by [date].

A copy of our [date] audit engagement letter to the [entity or inspector general] is
attached.' This letter explains the nature of the engagement, our responsibilities as
auditors, and the responsibilities of [entity] management.

We will provide periodic status reports on our work upon your request. We will also notify
you when we will provide a draft report to the [entity] for comment and can provide a
copy to you for informational purposes upon your request. Should this letter and the
attached engagement letter not represent your understanding of the nature of this
engagement, or should you have any questions, please contact me at [phone number]
or by email at [address], or [second auditor contact and title], at [phone number] or
by email at [address].

Sincerely yours,

[Auditor name and title]

Enclosure

4“Sample engagement letter to a federal entity or inspector general from FAM 215 A.
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220 — Understand the Entity’s Operations

.01

.02

The objective of the auditor is to identify and assess the risks of material
misstatement, whether due to fraud or error, at the financial statement and
relevant assertion levels through understanding the entity and its environment,
including the entity’s internal control. This provides the basis for designing and
implementing responses to the assessed risks of material misstatement. In
planning the audit, the auditor gathers information to obtain an overall
understanding of the entity, including its origin and history, size and location,
organization, mission, business, strategies, inherent risks, fraud risks, control
environment, entity risk assessment from both internal and external sources,
information and communication, and monitoring.

Understanding the entity’s operations in the planning process enables the auditor
to identify and respond to risks of material misstatement at the assertion level
and to resolve accounting and auditing problems early in the audit. Based on an
appropriate understanding of the entity and its environment, including its internal
control, the auditor should assess the risks of material misstatement at the
financial statement and relevant assertion levels, as discussed in the planning
and internal control phases of the FAM, and then should respond to those
identified risks when designing the nature, extent, and timing of further audit
procedures to be performed in the internal control and testing phases of the
audit.

The auditor should obtain an understanding of the entity and its environment that
in the auditor’s judgment, is sufficient to meet the objective in FAM 220.01,
including (AU-C 315.12 and 315.A3)

a. the nature of the entity;

b. the legal and regulatory framework applicable to the entity and how the entity
is complying with the framework (AU-C 250.12);

c. the financial reporting framework applicable to the entity (U.S. GAAP),
including the use of accounting estimates and the entity’s relationships and
transactions with disclosure entities, related parties, and public-private
partnerships (AU-C 315.12a, 540.08, and 550.14 through .15);

d. the identification and assessment of the risks of material misstatement for
accounting estimates and the entity’s relationships and transactions with
disclosure entities, related parties, and public-private partnerships (AU-C
540.08 and 550.12 and FAM 220.07-.08);

e. external factors affecting operations, including any industry factors
(AU-C 315.12a);

f. internal factors affecting operations, including the entity’s objectives and
strategies and those related business risks that may result in risks of material
misstatement (AU-C 315.12d);

g. measurement and review of the entity’s financial performance
(AU-C 315.12¢); and

h. the entity's selection and application of accounting policies, including the
reasons for changes thereto. The auditor should evaluate whether the entity’s
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.03

.04

.05

.06

accounting policies are appropriate for its business and consistent with the
applicable financial reporting framework (U.S. GAAP) and accounting policies
used in the relevant industry (AU-C 315.12c).

Additional guidance on obtaining an understanding of these areas is included in
AU-C 315, appendix A, and AU-C 315.A26 through .A49.

As part of understanding the entity and its environment, the auditor should obtain
an understanding of the design of internal controls that are relevant to the audit
and determine whether they have been implemented. Internal control relevant to
the audit includes the design of each of the components of internal control
(control environment, entity risk assessment, information and communication,
control activities, and monitoring). See FAM 260.

The auditor should obtain an understanding of the nature of the entity for
purposes of planning the audit. Elements include

e origin and history of the entity;
e mission and strategic goals of the entity;
e size and locations of the entity;

e organizational structure of the entity (centralized or decentralized), including
use of service organizations (see FAM 310.11 and FAM 640 for further
details on service organizations);

o the way that the entity is structured and how it is financed, to enable the
auditor to understand the classes of transactions, account balances, and
disclosures to be expected in the financial statements (AU-C 315.12b.iv);

e key members of management; and
e the complexity of operations.

The laws, regulations, contracts, and grant agreements applicable to the entity
constitute its legal and regulatory framework. The auditor should obtain a general
understanding of the framework, such as

o the laws, regulations, contracts, and grant agreements that directly determine
the amounts and disclosures in the financial statements and

o other laws, regulations, contracts, and grant agreements that might have a
fundamental effect on the entity’s operations.

The auditor should also obtain a general understanding of how the entity is
complying with the framework, such as

e ensuring and documenting compliance;
e preventing noncompliance; and

¢ identifying, evaluating, and accounting for litigation, contract, and grant
agreement claims, or a combination of these. (AU-C 250.12 and .A8)

For accounting estimates and relationships and transactions with disclosure
entities, related parties, and public-private partnerships, the auditor should obtain
an understanding of the items discussed in FAM 220.07 through .08.
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.07 For accounting estimates, the auditor should obtain an understanding of the
following (AU-C 540.08).

e The requirements of the applicable U.S. GAAP relevant to accounting
estimates, including related note disclosures.

¢ How management identifies those transactions, events, and conditions that
may give rise to the need for accounting estimates to be recognized or
disclosed in the financial statements. In obtaining this understanding, the
auditor should make inquiries of management about changes in
circumstances that may give rise to new, or the need to revise existing,
accounting estimates.

o How management makes the accounting estimates and the data on which
they are based, including

o the method(s) and model, if applicable, used in making the accounting
estimate;

o relevant controls;

o whether management has used a specialist;

o the assumptions underlying the accounting estimates;

o whether there has been or ought to have been a change from the prior
period in the method(s) or assumption(s) for making the accounting
estimates and, if so, why; and

o whether and, if so, how management has assessed the effect of
estimation uncertainty.

Additional requirements for accounting estimates are discussed in FAM 260

relating to risk assessment procedures and FAM 905 relating to substantive

testing.

.08 For relationships and transactions with disclosure entities, related parties, and
public-private partnerships, the auditor should inquire of management and others
within the entity regarding the following:

o The identity of the entity’s disclosure entities, related parties, and public-
private partnerships, including changes from the prior period.

e The nature of the relationships (including ownership structure) between the
entity and these disclosure entities, related parties, and public-private
partnerships.

e The business purpose of entering into a transaction with the disclosure entity,
related party, or public-private partnership, versus with an unrelated party.

o Whether the entity entered into, modified, or terminated any transactions with
these disclosure entities, related parties, and public-private partnerships
during the period and, if so, the type and business purposes of the
transactions. (AU-C 550.14)

Additionally, the auditor should inquire of management and others within the

entity and perform other risk assessment procedures considered appropriate to

obtain an understanding of the relevant controls, if any, that management has
established to
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¢ identify, account for, and disclose the relationships and transactions with
disclosure entities, related parties, and public-private partnerships;

e authorize and approve significant transactions and arrangements with
disclosure entities, related parties, and public-private partnerships; and

¢ authorize and approve significant unusual transactions and arrangements
outside the normal course of business. (AU-C 550.15)

Inquiries should include asking about any transactions with disclosure entities,
related parties, and public-private partnerships

¢ that have not been authorized and approved in accordance with the entity’s
established policies or procedures regarding the authorization and approval
of such transactions and

o for which exceptions to the entity’s established policies or procedures were
granted and the reasons for granting those exceptions (AU-C 550.15).

Additional requirements for disclosure entities, related parties, and public-private
partnerships are discussed in FAM 260 relating to risk assessment procedures,
FAM 280 relating to sharing of information and maintaining alertness, FAM 904
relating to substantive testing, and FAM 550 relating to conclusions.

.09 Unless all of those charged with governance are involved in managing the entity,
the auditor should inquire of those charged with governance regarding

e their understanding of the entity’s relationships and transactions with
disclosure entities, related parties, and public-private partnerships that are
significant to the entity and

o whether any of those charged with governance have concerns regarding
these relationships or transactions and, if so, the substance of those
concerns (AU-C 550.16).

10 For relationships with disclosure entities, the auditor should also inquire of
management to obtain an understanding of the following:

¢ The nature and magnitude of relevant activity with these disclosure entities
during the period.

e The nature of the entity’s financial and nonfinancial risks, potential benefits,
and exposure to gains and losses from past or future operations of these
disclosure entities.

1 For relationships with public-private partnerships, the auditor should also inquire
of management to obtain an understanding of the following:

e The purpose, objective, and rationale for the public-private partnership and
the relative benefits/revenues being received in exchange for the entity’s
monetary or nonmonetary consideration.

o The entity’s statutory authority for entering into the public-private partnership.

e The source and amounts of the funding of the public-private partnership over
its expected life.

e The operational and financial structure of the public-private partnership,
including the entity’s rights and responsibilities.
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e The contractual risks of loss the entity is undertaking within the public-private
partnership.

The auditor should identify significant external and internal factors that affect the
entity’s operations as part of understanding the entity and its environment for
purposes of planning the audit. External factors include

e source(s) of funds;
e seasonal fluctuations;
e current political climate; and

o other external factors, such as general economic conditions, interest rates,
and inflation (AU-C 315.A30).

Internal factors include

¢ information technology structure, including the extent to which information
system processing is performed externally by a service organization;

e increased workload from new or expanding programs;
e qualifications and competence of key personnel; and
e turnover of key personnel.

The auditor should obtain an understanding of

e the entity’s selection and application of accounting policies, including the
reasons for changes thereto, and whether they are appropriate for its
activities and consistent with U.S. GAAP, including changes in U.S. GAAP
that affect the entity, and

e whether entity management appears to follow aggressive or conservative
accounting policies (AU-C 315.12c and .A166d).

An understanding of the entity’s selection and application of accounting policies
may encompass such matters as financial reporting standards and laws and
regulations that are new to the entity, including when and how the entity will
adopt such requirements (AU-C 315.A36). See AU-C 315.A36 for additional
matters the auditor’s understanding may encompass

The auditor also should determine whether the entity is required to report any
unaudited RSI. This includes information on

¢ the condition of heritage assets and stewardship land,
o deferred maintenance of federal property, and
e social insurance programs.

The auditor should develop and document a high-level understanding of the
entity’s use of information systems and how these systems affect the generation
of financial statements and the RSI in the annual PAR or AFR. Because of the
technical nature of many IS controls, the auditor generally should obtain
assistance from an IS controls auditor in understanding the entity’s use of
information systems and in planning, directing, or performing audit procedures
related to assessing IS controls. The Federal Information System Controls Audit
Manual (FISCAM) may be used to develop this understanding and assess IS
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controls. Additionally, an information technology specialist may assist the auditor
in understanding technical aspects of information systems and IS controls.

.16 The auditor may gather planning information through different methods
(observation, interviews, reading policy and procedure manuals, etc.) and from a
variety of sources, including

o top-level entity management;
¢ entity management responsible for significant programs;

¢ the IG office and internal audit management (including any internal control
officer);

o others in the audit organization concerning other completed, planned, or in-
progress assignments;

e personnel in the Special Investigator Unit; and
¢ entity legal representatives.

A7 The auditor may gather information from relevant reports and articles issued by
or about the entity, including

o the entity’s prior PARs, AFRs, or annual reports;
e other financial information;

e Federal Managers’ Financial Integrity Act of 1982 (FMFIA) reports and
supporting documentation;'®

¢ management or auditor reports about financial management systems’
substantial compliance with the three FFMIA requirements (for CFO Act
agencies only);

¢ the entity’s budget and related reports on budget execution;
e  GAO reports (including those for performance audits);

¢ |G and internal audit reports (including those for performance audits and
other work);

e congressional hearings and reports;
e consultants’ reports; and

o material published about the entity in newspapers, magazines, internet sites,
and other publications.

.18 Audit documentation from prior-year audits may contain useful information for
planning the current-year audit. The auditor should determine whether changes
have occurred since the previous audit that may affect its relevance to the
current audit (AU-C 315.10). The auditor should update any prior-year

SEMFIA was repealed, but provisions remain codified at 31 U.S.C. § 3512(c), (d). These provisions are still
commonly referred to as FMFIA. Because of the common usage of the act's name, the FAM will continue to refer to
FMFIA. However, auditors should correctly cite the applicable provisions in their reports. See FAM 595A.
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information that is to be used as part of the current-year audit documentation so
that it reflects the current-year operations, environment, risks, and so forth.

If a different auditor performed the prior-year audit, the current-year auditor
should address the need for access to that audit documentation as part of the
current-year audit contract. As discussed in AU-C 510.A7, the extent, if any, to
which a predecessor auditor permits access to its audit documentation is a
matter of professional judgment.
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.01

.02

.03

As part of the risk assessment procedures, the auditor should perform
preliminary analytical procedures (AU-C 315.06b) to

¢ understand the entity’s business, including current-year transactions and
events;

¢ identify account balances, transactions, ratios, or trends that may signal risks
of material misstatement, including any risks related to fraud (see FAM 260);
and

o determine the nature, extent, and timing of further audit procedures to be
performed.

There may be situations in which the auditor may not be able to perform
preliminary analytical procedures; this often relates to the reliability of
comparative information. For example, in a first-year audit, comparative
information might be unreliable. Therefore, preliminary analytical procedures may
be limited. Additionally, for some accounts, it may be difficult to perform
preliminary analytical procedures on an interim basis because of the lack of
reliable information until year-end.

The auditor generally should perform the following steps to achieve the
objectives of preliminary analytical procedures:

a. Develop expectations: The auditor develops expectations for account
balances based on plausible relationships that are reasonably expected to
exist. For example, as loan activity increases, the auditor would also expect
loans receivable balances to increase. If the loans receivable balances
decreased, the auditor should make inquiries to understand why. A decrease
could be caused by higher loan payoffs, write-offs, or some other logical
reason. However, the decrease could also have occurred because of an error
or fraud.

The financial data used in preliminary analytical procedures generally are
summarized at a high level, such as the level of financial statements. If
financial statements are not available, the auditor may use trial balances, the
budget, or financial summaries to determine expectations for the entity’s
financial position and results of operations. When preliminary analytical
procedures use data summarized at a high level, the results of these
procedures provide only a broad initial indication about whether a material
misstatement may exist. The auditor should consider the results of these
procedures along with other information gathered when identifying risks of
material misstatement.

b. Compare current-year amounts to expectations: Use of unaudited
comparative data may not allow the auditor to identify significant fluctuations,
particularly if an item consistently has been treated incorrectly, for example, if
all accruals were not recorded. Also, the auditor may identify fluctuations that
are not really fluctuations because of errors or omissions in unaudited
comparative data.
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Key to effective preliminary analytical procedures is using information that is
comparable in terms of the time period presented and the presentation (i.e.,
same level of detail and consistent grouping of detailed accounts into
summarized amounts used for comparison).

The auditor may perform ratio analysis on current-year data and compare the
current year’s ratios with expectations based on those derived from prior
periods or budgets. The auditor does this to study the relationships among
components of the financial statements and to increase auditor knowledge of
the entity’s activities. The auditor uses ratios that are relevant indicators or
measures for the entity. Also, the auditor should consider any trends in the
entity-prepared performance indicators.

c. Identify significant fluctuations: The auditor identifies fluctuations, which
are differences between the recorded amounts and the amounts expected by
the auditor, based on comparative financial information and the auditor’s
knowledge of the entity. Fluctuations refer to both unexpected differences
between current-year amounts and comparative financial information as well
as the absence of expected differences.

The auditor generally should establish parameters for identifying significant
fluctuations. When setting these parameters, the auditor may consider the
amount of a fluctuation in terms of absolute size, the percentage difference,
or both. The amount and percentage used are usually based on materiality.
An example of a parameter is “All fluctuations in excess of $10 million and/or
15 percent of the expectation or other unusual fluctuations (such as debit
amounts in accounts having normally credit balances) will be considered
significant.”

d. Inquire about significant fluctuations: Fluctuations may result from errors
or fraud, from changes in operations, or from changes in the entity
organization that the auditor did not consider when determining expectations.
The auditor should discuss identified fluctuations with appropriate entity
personnel. This discussion should focus on whether the fluctuation could
result from error or fraud and whether the auditor adequately understands the
entity’s operations. In doing this, the auditor should consider the types of
errors or fraud that could have caused the fluctuations.

For preliminary analytical procedures, the auditor does not need to
corroborate the explanations as they will be tested later. However, the auditor
should determine whether the explanations obtained appear reasonable and
consistent. If the entity personnel indicate that the operations or organization
has changed, the auditor may adjust the expectations and then determine
whether there is still a significant fluctuation. The inability of appropriate entity
personnel to explain the cause of a fluctuation may indicate risk of material
misstatement due to control, fraud, or inherent risk.

.04 The auditor should consider the results of preliminary analytical procedures in
assessing the risks of material misstatement due to error or fraud (see FAM 260).
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.05

.06

Materiality is one of several factors the auditor uses to determine the nature,
extent, and timing of procedures. Misstatements, including omissions, are
considered to be material if there is a substantial likelihood that, individually or in
the aggregate, they would influence the judgment made by a reasonable user
based on the financial statements.'® Judgments about materiality are made in
light of surrounding circumstances and are affected by the size or nature of a
misstatement, or a combination of both. Judgments about materiality involve both
quantitative and qualitative considerations, such as the public accountability of
the entity under audit, various legal and regulatory requirements, and the visibility
and sensitivity of government programs. Judgments about matters that are
material to users of the financial statements are based on a consideration of the
common financial information needs of users as a group. The possible effect of
misstatements on specific individual users, whose needs may vary widely, is not
considered. (AU-C 320.02).

When establishing the overall audit strategy, the auditor should determine
materiality for the financial statements as a whole (AU-C 320.10).

Materiality is based on the concept that items of little importance, which would
not affect the judgment or conduct of a reasonable user, do not require auditor
investigation. Materiality has both quantitative and qualitative aspects. Even
though quantitatively immaterial, certain misstatements or omissions could be
qualitatively material.

For example, intentional misstatements or omissions (fraud) usually are more
critical to the financial statement users than are unintentional errors of equal
amounts. This is because users generally consider an intentional misstatement
more serious than clerical errors of the same amount.

U.S. generally accepted auditing standards (U.S. GAAS), as incorporated in
GAGAS, indicate that the auditor should use materiality in planning and
performing the audit; evaluating the effect of identified misstatements on the
audit, and the effect of uncorrected misstatements, if any, on the financial
statements; and forming the opinion in the auditor’s report (AU-C 320.05).

The term materiality is used within several contexts in the FAM. The FAM uses
the following terms that relate to materiality:

¢ Materiality for the financial statements taken as a whole is based on
professional judgment and is a preliminary estimate in relation to the financial
statements taken as a whole, primarily based on quantitative measures. It is
used to determine performance materiality, which in turn is used to determine
tolerable misstatement. These are then used to determine the risks of
material misstatement and the nature, extent, and timing of substantive audit

'6Statement of Federal Financial Accounting Concepts (SFFAC) 1, Objectives of Federal Financial Reporting, issued
by FASAB provides a slightly different definition of materiality. Since SFFACs are nonauthoritative, and in SFFAC 1,
the board recognizes differences from the audit definition, the FAM is based on the definition provided in AU-C

200.07.
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procedures. It is also used to identify significant provisions of applicable laws,
regulations, contracts, and grant agreements for compliance testing.

¢ Performance materiality is the amount or amounts set by the auditor as a
portion of materiality that the auditor allocates to particular line items,
accounts, classes of transactions (such as disbursements), or note
disclosures. The auditor should determine performance materiality for
purposes of assessing the risks of material misstatement and determining the
nature, timing, and extent of further audit procedures (AU-C 320.11).
Performance materiality is set to reduce to an appropriately low level the
probability that the aggregate of uncorrected and undetected misstatements
in the financial statements exceeds materiality for the financial statements as
a whole (AU-C 320.09). The auditor usually sets this amount the same for all
line items or accounts as this amount is usually sufficient for testing (except
for specific circumstances and certain intragovernmental or offsetting
balances, as discussed in FAM 230.10).

o Tolerable misstatement is the application of performance materiality to a
particular substantive sampling procedure. Tolerable misstatement is defined
in AU-C 530.05 as a monetary amount set by the auditor in respect of which
the auditor seeks to obtain an appropriate level of assurance that the
monetary amount set by the auditor is not exceeded by the actual
misstatement in the population. Based on the auditor’s judgment, the auditor
may set tolerable misstatement equal to or less than performance materiality,
as discussed in FAM 230.13, and may set different amounts of tolerable
misstatement for substantive sampling procedures of specific line items or
accounts or assertions.

e Clearly trivial is the amount below which misstatements would not need to
be accumulated because the auditor expects that the accumulation of such
amounts clearly would not have a material effect on the financial statements.
Misstatements that are clearly trivial are those that are clearly
inconsequential, whether taken individually or in the aggregate and whether
judged by any criteria of size, nature, or circumstances (AU-C 450.A2 and
.A3). The clearly trivial amount set by the auditor should be substantially
below tolerable misstatement so that the aggregate of many items at the
clearly trivial amount would not exceed tolerable misstatement. For example,
a threshold that is 5 percent (or less) of performance materiality may be
sufficiently low.

.07 The FAM also uses the term materiality in the reporting phase.
¢ FMFIA materiality is the threshold that management establishes for
determining whether a matter meets OMB criteria for reporting matters under
FMFIA, as described in FAM 580.59 through .60.
¢ Management representation letter materiality: See FAM 1001.07.
o Legal letter materiality: See FAM 1002.17 through .20.
.08 The following guidelines provide the auditor with a framework for determining
materiality. However, this framework is not a substitute for professional judgment.
The auditor may determine materiality outside of these guidelines. In such
circumstances, the audit director should discuss the basis for the determination
with the reviewer. The auditor should document materiality and the method of
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determining materiality. The audit director should review and approve the
documentation.

The auditor should determine materiality in relation to the element of the financial
statements that the auditor judges is most significant to the primary users of the
statements (the materiality benchmark). If, in the specific circumstances of the
entity, one or more particular classes of transactions, account balances, or
disclosures exist for which misstatements of lesser amounts than materiality for
the financial statements as a whole could reasonably be expected to influence
the by a reasonable user based on the financial statements, the auditor also
should determine the materiality level or levels to be applied to those particular
classes of transactions, account balances, or note disclosures (AU-C 320.10).
The auditor generally uses preliminary information to estimate the materiality
benchmark. This may be prior years’ audited financial statements or current-year
unaudited and unadjusted interim information. The auditor should revise
materiality for the financial statements as a whole (and, if applicable, the
materiality level or levels for particular classes of transactions, account balances,
or disclosures) in the event of becoming aware of information during the audit
that would have caused the auditor to have determined a different amount (or
amounts) initially (AU-C 320.12). To provide reasonable assurance that sufficient
audit procedures are performed, the auditor may estimate the materiality
benchmark at the low end of the possible materiality benchmark. If the auditor
concludes that a lower materiality than that initially determined for the financial
statements as a whole (and, if applicable, materiality level or levels for particular
classes of transactions, account balances, or note disclosures) is appropriate,
the auditor should determine whether it is necessary to revise performance
materiality and whether the nature, timing, and extent of the further audit
procedures remain appropriate (AU-C 320.13).

For capital-intensive entities, total assets may be an appropriate materiality
benchmark. For expenditure-intensive entities, total expenses may be an
appropriate materiality benchmark. Based on these concepts, the auditor
generally should use as the materiality benchmark the greater of total assets or
expenses (net of adjustments for intragovernmental balances and offsetting
balances). (See the discussion of these adjustments in the next paragraph.) The
auditor may use other materiality benchmarks, such as total liabilities; equity;
revenues; appropriations; or, if significant, line items.

If the statements are significantly different in magnitude, it may be appropriate to
use different benchmarks to avoid over- or underauditing. For example, if an
entity has a statement of social insurance with significantly large amounts
compared to the statement of net cost, and the auditor uses total expenses from
the statement of net cost as a benchmark, this could result in overauditing the
statement of social insurance. Therefore, the auditor may determine a separate
benchmark for the statement of social insurance.

The key is to use a materiality benchmark or benchmarks that the auditor
believes are most critical to the users of the financial statements. This requires
that the auditor understand users and the entity and the environment in which it
operates.

In determining the materiality benchmark, the auditor should decide how to
handle significant intragovernmental balances (such as funds with the U.S.
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Treasury, U.S. Treasury securities, and inter-entity balances) and offsetting
balances (such as future funding sources that offset certain liabilities and
collections that are offset by transfers to other government entities) because of
their different risks. Further, combining all of the accounts may distort the
auditor’s judgment when designing the nature, extent, and timing of audit
procedures. Because these amounts were removed from the materiality
benchmark, as discussed in the previous paragraph, the auditor generally should
establish a separate materiality benchmark for significant intragovernmental or
offsetting balances.

For example, an entity that collects and remits funds on behalf of other federal
entities could have operating accounts that are small in comparison to the funds
processed on behalf of other entities. In this example, the auditor would
determine a separate materiality for auditing (1) the offsetting accounts, using the
balance of the offsetting accounts as the materiality benchmark, and (2) the rest
of the financial statements, using the materiality benchmark guidance in FAM
230.09.

The auditor generally should set materiality at 3 percent of the materiality
benchmark. Although the auditor may use a mechanical means to compute
materiality, the auditor should use judgment in evaluating whether the computed
level is appropriate. The auditor also should consider adjusting the materiality
benchmark for the impact of items such as unrecorded liabilities, contingencies,
and other items that are not incorporated in the entity’s financial statements and
therefore are not reflected in the materiality benchmark but may be important to
the financial statement user.

The auditor generally should set performance materiality at one-third of
materiality to allow for the precision of audit procedures. This guideline
recognizes that misstatements may occur throughout the entity’s various
accounts. The performance materiality represents the materiality used as a
starting point to design audit procedures for assertions in line items or accounts.
Doing so allows the auditor to detect an aggregate material misstatement in the
financial statements, as discussed in FAM 260.04. See FAM 545.02 for
consideration of this precision allowance when evaluating the effects of
misstatements on the financial statements for the purpose of reporting on the
financial statements. The auditor may set a separate performance materiality
level for a particular class of transactions, account balance, or note disclosure.

The auditor generally sets tolerable misstatement for a specific test the same as
for the performance materiality. However, the auditor may set a tolerable
misstatement lower than the performance materiality for substantive sampling
procedures of specific line items and assertions (which increases the extent of
testing), particularly when

¢ the population from which the audit sample is selected approximates or is
lower than the line item or account balance being tested or

o the area tested is sensitive to the financial statement users or may be
qualitatively material.

The materiality levels that the auditor sets should be used only by the auditor for
planning and performing the audit and should not be used by management.
Management should establish its own materiality for reporting purposes.
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.01

.02

The auditor should identify significant line items and accounts in the financial
statements and significant related financial statement assertions. These line
items and accounts include budget-related information, such as that presented in
the statement of budgetary resources; the reconciliation of the net cost of
operations to budget note; and disclosure of the components of net position. The
auditor should perform appropriate control and substantive tests for each
significant assertion for each significant line item and account. By identifying
significant line items, accounts, and the related assertions early in the planning
process, the auditor is more likely to design effective and efficient audit
procedures. Some insignificant line items, accounts, and assertions may not
warrant substantive audit tests if they are not significant in the aggregate.
However, some line items and accounts with zero or unusual balances may
warrant testing, particularly with regard to the completeness assertion.

Financial statement assertions, as presented in AU-C 315, are management
representations that are embodied in financial statement components. Most of
the auditor’s work in forming an opinion on financial statements consists of
obtaining and evaluating sufficient appropriate evidence concerning the
assertions in the financial statements. The assertions can be either explicit or
implicit. The FAM classifies assertions into the following five broad categories:

1. Existence or occurrence: Transactions and events have occurred during
the given period, have been recorded in the proper accounts, and pertain to
the entity. An entity’s assets, liabilities, net position, and budgetary balances
exist at a given date and have been recorded in the proper accounts.
Projected revenues and expenditures in the sustainability financial
statements are valid.

2. Completeness: All transactions and events that should have been recorded
have been recorded in the proper period and accounts. All assets, liabilities,
net position, and budgetary balances that should have been recorded have
been recorded in the proper period and accounts, and are properly included
in the financial statements. Projections in the sustainability financial
statements include all estimated future revenues and expenditures at present
value that should have been included.

3. Rights and obligations: The entity holds or controls the rights to assets, and
liabilities are the obligations of the entity, at a given date. The entity holds or
controls the rights to budgetary resources, and budgetary obligations pertain
to the entity, at a given date.

4. Accuracy, valuation, and allocation: Amounts and other data relating to
recorded transactions and events have been appropriately recorded.'”
Assets, liabilities, net position, budgetary balances, and projections in the

7Other data include information that is recorded along with the transaction amount and are necessary for the proper
recording of the transaction, such as transaction description, transaction date, trading partner, cost center, fund code,
and other accounting codes the entity uses.
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sustainability financial statements have been included in the financial
statements at appropriate amounts, and any resulting valuation or allocation
adjustments have been appropriately recorded.

5. Presentation and disclosure: Financial and other information in the
financial statements is appropriately aggregated or disaggregated and clearly
described. Note disclosures are appropriately measured and described and
are relevant and understandable in the context of the requirements of U.S.
GAAP. All note disclosures that should have been included in the financial
statements have been included. Disclosed transactions and events have
occurred and pertain to the entity.

AU-C 315 contains 12 assertions within two categories. See FAM 235.08 for a
comparison of the above five assertions to the 12 assertions in AU-C 315.

The auditor should determine whether each line item or account in the financial
statements is significant. A significant item usually has one or more of the
following characteristics:

¢ lts balance or activity equals or exceeds performance materiality.

e A high risk of material misstatement (combined inherent and control risk, as
discussed in FAM 260.02) is associated with one or more assertions relating
to the line item or account. For example, a zero or unusually small balance
account may have a high risk of material misstatement with respect to the
completeness assertion.

e Special audit concerns, such as legal or regulatory requirements, warrant
added consideration.

The auditor should determine whether any accounts considered individually
insignificant are significant in the aggregate.

An assertion is significant (relevant) if misstatements in the assertion could
exceed performance materiality for the related line item, account, or note
disclosure. Additionally, in determining whether a particular assertion is relevant
to a significant account balance or note disclosure, the auditor should evaluate
(1) the nature of the assertion; (2) the volume of transactions or data related to
the assertion; and (3) the nature and complexity of the systems, including both
manual and information systems, the entity uses to process and control
information supporting the assertion (see FAM 270).

Certain assertions for a specific line item or account, such as completeness and
disclosure, could be significant even though the recorded balance of the related
line item or account is not material. For example, (1) the completeness assertion
could be significant for an accrued payroll account with a high risk of material
understatement even if its recorded balance is zero and (2) the disclosure
assertion could be significant for a loss contingency even if no amount is required
to be recorded.

Assertions are likely to vary in degree of significance, and some assertions may
be insignificant or irrelevant for a given line item or account. For example,

o the completeness assertion for liabilities may be of greater significance than
the existence assertion for liabilities and
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.07

.08

o all assertions related to an account that is not significant (as defined in
FAM 235.03) are considered to be insignificant.

The auditor should document significant line items, accounts, and relevant
assertions in the Line Item Risk Analysis (LIRA) or other appropriate audit
planning documentation (see FAM 395 H). The auditor should also document
assertions related to budget-related balances and transactions included in the
financial statements in the LIRA or other audit documentation. FAM 395 F
provides detailed control objectives for budget-related information.

AU-C 315.A133 identifies two categories of assertions: (1) classes of
transactions and events, and note disclosures, for the period under audit and (2)
account balances, and note disclosures, at the period end. Within these two
categories, AU-C 315 identified 12 assertions. The auditor may use these
assertions or may express them differently, provided all the aspects of the
assertions are addressed (AU-C 315.A132). Table 235.1 compares the
expanded assertions in AU-C 315 to the assertions in FAM 235.02.

Table 235.1: Comparison of AU-C 315 Assertions to FAM 235.02 Assertions'®

AU-C 315 assertions

FAM 235.02 assertions

Assertions about classes of transactions and events, and note disclosures, for the

period under audit

Occurrence —
Transactions and events
that have been recorded
or disclosed have
occurred, and such
transactions and events
pertain to the entity.

Existence or occurrence — Transactions and events
have occurred during the given period, have been
recorded in the proper accounts, and pertain to the
entity. An entity’s assets, liabilities, net position, and
budgetary balances exist at a given date and have been
recorded in the proper accounts. Projected revenues and
expenditures in the sustainability financial statements are
valid.

Presentation and disclosure — Financial and other
information in the financial statements is appropriately
aggregated or disaggregated and clearly described. Note
disclosures are appropriately measured and described
and are relevant and understandable in the context of the
requirements of U.S. GAAP. All note disclosures that
should have been included in the financial statements
have been included. Disclosed transactions and
events have occurred and pertain to the entity.

8For each AU-C 315 assertion listed in the left column, the table lists the related FAM 235.02 assertion(s) in the right
column, with the corresponding aspects of the assertion(s) in bold font.

June 2022

GAO/CIGIE Financial Audit Manual Page 235-3




Planning Phase
235 — Identify Significant Line Items, Accounts, and Assertions

AU-C 315 assertions FAM 235.02 assertions

l. Assertions about classes of transactions and events, and note disclosures, for the
period under audit

2. Completeness — All 2. Completeness — All transactions and events that
transactions and events should have been recorded have been recorded in the
that should have been proper period and accounts. All assets, liabilities, net
recorded have been position, and budgetary balances that should have been
recorded, and all related recorded have been recorded in the proper period and
disclosures that should accounts and properly included in the financial
have been included in the statements. Projections in sustainability financial
financial statements have statements include all estimated future revenues and
been included. expenditures at present value.

5. Presentation and disclosure — Financial and other
information in the financial statements is appropriately
aggregated or disaggregated and clearly described. Note
disclosures are appropriately measured and described
and are relevant and understandable in the context of the
requirements of U.S. GAAP. All note disclosures that
should have been included in the financial
statements have been included. Disclosed transactions
and events have occurred and pertain to the entity.

3. Accuracy — Amounts 4. Accuracy, valuation, and allocation — Amounts and
and other data relating other data relating to recorded transactions and
to recorded transactions events have been recorded appropriately. Assets,
and events have been liabilities, net position, budgetary balances, and
recorded appropriately, projections in sustainability financial statements have
and related disclosures been included in the financial statements at appropriate
have been appropriately amounts, and any resulting valuation or allocation
measured and described. adjustments have been appropriately recorded.

5. Presentation and disclosure — Financial and other
information in the financial statements is appropriately
aggregated or disaggregated and clearly described. Note
disclosures are appropriately measured and
described and are relevant and understandable in the
context of the requirements of U.S. GAAP. All note
disclosures that should have been included in the
financial statements have been included. Disclosed
transactions and events have occurred and pertain to the
entity.
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AU-C 315 assertions

FAM 235.02 assertions

period under audit

l. Assertions about classes of transactions and events, and note disclosures, for the

4. Cutoff — Transactions
and events have been
recorded in the correct
accounting period.

Existence or occurrence — Transactions and events
have occurred during the given period, have been
recorded in the proper accounts, and pertain to the entity.
An entity’s assets, liabilities, net position, and budgetary
balances exist at a given date and have been recorded in
the proper accounts. Projected revenues and
expenditures in sustainability financial statements include
all estimated future revenues and expenditures at present
value.

Completeness — All transactions and events that
should have been recorded have been recorded in
the proper period and accounts. All assets, liabilities,
net position, and budgetary balances that should have
been recorded have been recorded in the proper period
and accounts and are properly included in the financial
statements. Projections in sustainability financial
statements include all estimated future revenues and
expenditures at present value.

5. Classification —
Transactions and events
have been recorded in
the proper accounts.

Existence or occurrence — Transactions and events
have occurred during the given period, have been
recorded in the proper accounts, and pertain to the
entity. An entity’s assets, liabilities, net position, and
budgetary balances exist at a given date and have been
recorded in the proper accounts. Projected revenues and
expenditures in sustainability financial statements include
all estimated future revenues and expenditures at present
value.

Completeness — All transactions and events that
should have been recorded have been recorded in
the proper period and accounts. All assets, liabilities,
net position, and budgetary balances that should have
been recorded have been recorded in the proper period
and accounts and are properly included in the financial
statements. Projections in sustainability financial
statements include all estimated future revenues and
expenditures at present value.
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AU-C 315 assertions FAM 235.02 assertions

l. Assertions about classes of transactions and events, and note disclosures, for the
period under audit

6. Presentation — 5. Presentation and disclosure — Financial and other
Transactions and events information in the financial statements is
are appropriately appropriately aggregated or disaggregated, and
aggregated or clearly described. Note disclosures are appropriately
disaggregated and clearly measured and described and are relevant and
described, and related understandable in the context of the requirements of
disclosures are relevant U.S. GAAP. All note disclosures that should have been
and understandable in included in the financial statements have been included.
the context of the Disclosed transactions and events have occurred and
requirements of the pertain to the entity.

applicable financial
reporting framework (U.S.
GAAP).
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AU-C 315 assertions

FAM 235.02 assertions

Il. Assertions about account balances, and note disclosures, at the period end

7.

Existence — Assets,
liabilities, and equity
interests exist.

1. Existence or occurrence — Transactions and events
have occurred during the given period, have been
recorded in the proper accounts, and pertain to the entity.
An entity’s assets, liabilities, net position, and
budgetary balances exist at a given date and have been
recorded in the proper accounts. Projected revenues and
expenditures in sustainability financial statements include
all estimated future revenues and expenditures at present
value.

Rights and obligations
— The entity holds or
controls the rights to
assets, and liabilities are
the obligations of the
entity.

3. Rights and obligations — The entity holds or controls

the rights to assets, and liabilities are the obligations
of the entity, at a given date. The entity holds or controls
the rights to budgetary resources, and budgetary
obligations pertain to the entity, at a given date.

Completeness — All
assets, liabilities, and
equity interests that
should have been
recorded have been
recorded, and all related
disclosures that should
have been included in the
financial statements have
been included.

2. Completeness — All transactions and events that should

have been recorded have been recorded in the proper
period and accounts. All assets, liabilities, net position,
and budgetary balances that should have been
recorded have been recorded in the proper period and
accounts and are properly included in the financial
statements. Projections in sustainability financial
statements include all estimated future revenues and
expenditures at present value.

5. Presentation and disclosure — Financial and other

information in the financial statements is appropriately
aggregated or disaggregated and clearly described. Note
disclosures are appropriately measured and described
and are relevant and understandable in the context of the
requirements of U.S. GAAP. All note disclosures that
should have been included in the financial statements
have been included. Disclosed transactions and events
have occurred and pertain to the entity.
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AU-C 315 assertions

FAM 235.02 assertions

Il. Assertions about account balances, and note disclosures, at the period end

10. Accuracy, valuation,

and allocation — Assets,
liabilities, and equity
interests have been
included in the financial
statements at appropriate
amounts, and any
resulting valuation or
allocation adjustments
have been appropriately
recorded, and related
disclosures have been
appropriately measured
and described.

4.

Accuracy, valuation, and allocation — Amounts and
other data relating to recorded transactions and events
have been recorded appropriately. Assets, liabilities,
net position, budgetary balances, and projections in
sustainability financial statements have been included
in the financial statements at appropriate amounts,
and any resulting valuation or allocation adjustments
have been appropriately recorded.

Presentation and disclosure — Financial and other
information in the financial statements is appropriately
aggregated or disaggregated and clearly described. Note
disclosures are appropriately measured and
described and are relevant and understandable in the
context of the requirements of U.S. GAAP. All note
disclosures that should have been included in the
financial statements have been included. Disclosed
transactions and events have occurred and pertain to the
entity.

11.

Classification — Assets,
liabilities, and equity
interests have been
recorded in the proper
accounts.

Existence or occurrence — Transactions and events
have occurred during the given period, have been
recorded in the proper accounts, and pertain to the entity.
An entity’s assets, liabilities, net position, and
budgetary balances exist at a given date and have been
recorded in the proper accounts. Projected revenues
and expenditures in sustainability financial statements
include all estimated future revenues and expenditures at
present value.

Completeness — All transactions and events that should
have been recorded have been recorded in the proper
period and accounts. All assets, liabilities, net
position, and budgetary balances that should have been
recorded have been recorded in the proper period and
accounts and are properly included in the financial
statements. Projections in sustainability financial
statements include all estimated future revenues and
expenditures at present value.
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AU-C 315 assertions FAM 235.02 assertions

Il. Assertions about account balances, and note disclosures, at the period end

12. Presentation — Assets, 5. Presentation and disclosure — Financial and other
liabilities, and equity information in the financial statements is
interests are appropriately aggregated or disaggregated and
appropriately aggregated clearly described. Note disclosures are appropriately
or disaggregated and measured and described and are relevant and
clearly described, and understandable in the context of the requirements of
related disclosures are U.S. GAAP. All note disclosures that should have been
relevant and included in the financial statements have been included.
understandable in the Disclosed transactions and events have occurred and
context of the pertain to the entity.

requirements of the
applicable financial

reporting framework
(U.S. GAAP).
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240 - Identify Significant Accounting Applications, Cycles,
and Financial Management Systems

.01 In the planning and internal control phases, the auditor should identify controls
for each significant accounting application and cycle and assess the risk of
material misstatement for each significant assertion. See also FAM 310.10
through .13 and FAM 640 for further details on service organizations. For CFO
Act agencies, which are subject to FFMIA, the auditor also determines whether
the financial management systems comply substantially with (1) federal financial
management systems requirements, (2) federal accounting standards, and (3)
the U.S. Standard General Ledger (SGL) at the transaction level. See FAM 701
for additional guidance on determining whether an agency’s financial
management systems comply substantially with the three requirements of FFMIA
and FAM 701 A for related example audit procedures.

An accounting application comprises the methods and records used to (1)
identify, assemble, analyze, classify, and record a particular type of transaction
or (2) report recorded transactions and maintain accountability for related assets
and liabilities. A cycle is a grouping of related accounting applications.
Accounting applications often include information system processing. Information
system processing is often performed by software programs hosted by
information systems, which are also commonly referred to as applications.

.02 An accounting application or cycle is generally significant if it processes
aggregate transactions in excess of performance materiality or if it supports a
significant line item or account balance in the financial statements. Each
significant line item or account is affected by input from one or more accounting
applications. Accounting applications are classified as (1) transaction related or
(2) line item/account related.

.03 A transaction-related accounting application consists of the methods and records
established to identify, assemble, analyze, classify, and record (in the general
ledger) a particular type of transaction. Transaction-related accounting
applications are sources of debits or credits. Typical transaction-related
accounting applications include billing, cash receipts, purchasing, cash
disbursements, and payroll. A line item/account—related accounting application
consists of the methods and records established to report recorded transactions
and maintain accountability for related assets and liabilities. Typical line
item/account—related accounting applications include cash balances, accounts
receivable, inventory, property and equipment, and accounts payable.
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.04

.05

.06

.07

An accounting system comprises the methods, records, and processes used to
identify, assemble, analyze, classify, record, and report an entity’s transactions
and to maintain accountability for the related assets and liabilities. The entity’s
accounting system may be viewed as consisting of logical groupings of
accounting applications.

The entity may group related accounting applications into organizational units or
financial management systems. Financial management systems are the financial
systems and the financial portions of mixed systems necessary to support
financial management, including automated and manual processes, procedures,
controls, data, hardware, software, and support personnel dedicated to operating
and maintaining system functions. For example, for the billing transaction-related
accounting application, the organizational unit (or units) responsible for billing
may use different manual processes and possibly different financial management
systems.

The auditor may group related accounting applications into cycles irrespective of
the organizational units or financial management systems involved. For instance,
the auditor may group the billing (transaction related), cash receipts (transaction
related), and accounts receivable (line item/account related) accounting
applications to form the revenue cycle.

Grouping related accounting applications into cycles can aid the auditor in
preparing audit documentation and in designing audit procedures that are
effective, efficient, and relevant to the reporting objectives. The auditor should
prepare a cycle matrix or equivalent document that links each of the entity’s
accounts (in the chart of accounts) to a cycle, an accounting application, and a
financial statement line item. For each significant accounting application included
on the cycle matrix (or equivalent document), the auditor should obtain an
understanding of the information system processing included therein. This
understanding will form the basis for the auditor’s cycle memorandums, which
are described in FAM 320, and the auditor’s identification of relevant control
activities, as described in FAM 340.

For each significant financial statement line item, the auditor should use the LIRA
form at FAM 395 H or equivalent audit documentation to identify the significant
transaction cycles (such as revenue, purchasing, and production) and the
significant accounting applications that affect these significant line items and
related assertions. For example, the auditor might determine that billing, cash
receipts, and accounts receivable are significant accounting applications that
affect accounts receivable (a significant line item). The LIRA form provides a
convenient way to document the specific risks of material misstatement by
assertion for significant line items so that they can be considered in determining
the nature, extent, and timing of audit procedures. If the auditor uses an
equivalent type of audit documentation, rather than the LIRA form, the auditor
should include the information discussed in FAM 395 H.

Based on discussions with entity personnel and the auditor’s understanding of
the significant accounting applications, the auditor should determine which
financial management systems are significant. If the auditor decides that one or
more of the accounting applications making up a financial management system
are significant, that financial management system generally is significant for
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.08

.09

.10

1

evaluating the effectiveness of the entity’s internal control over financial
reporting.

If the auditor determines that a financial management system is significant for
evaluating the effectiveness of the entity’s internal control over financial
reporting, that financial management system generally is significant for
determining whether the system complies substantially with the three
requirements of FFMIA. In addition to financial management systems involved in
processing financial transactions and preparing financial statements, significant
financial management systems covered by FFMIA may also include systems
supporting financial planning, management reporting, and budgeting activities;
systems accumulating and reporting cost information; and the financial portion of
mixed systems, such as benefit payment, logistics, personnel, and acquisition
systems.

If the auditor determines that a financial management system that a service
organization maintains is significant for evaluating the effectiveness of the entity’s
internal control over financial reporting, then the auditor should follow the
guidance outlined in FAM 640.05 through .10.

When a significant line item has more than one source of financial information,
the auditor should consider the various sources and determine which is best for
financial audit purposes. In choosing the source, the auditor should evaluate the
likelihood of misstatement and auditability. For audit purposes, the best source of
financial information sometimes may be operational information prepared outside
the accounting system. As such, the auditor may identify a financial management
system as significant because it is a source of information that the auditor will
use for substantive testing. For example, a financial management system that
contains subsidiary records for receivables, property, and payables typically
provides detailed information for testing and support for general ledger balances
if appropriate reconciliations are performed.

The auditor may also identify accounting applications, cycles, or financial
management systems as significant based on qualitative considerations, such as
the public accountability of the entity under audit, various legal and regulatory
requirements, and the visibility and sensitivity of government programs.

The auditor should obtain sufficient knowledge of the significant accounting
applications to understand the design of the procedures by which transactions
are initiated, recorded, processed, and reported from their occurrence to their
inclusion in the financial statements (see AU-C 315.19 and FAM 320).
Accounting applications often include information system processing. As
discussed in AU-C 315, the auditor should obtain an understanding of control
activities relevant to the audit, which are those control activities the auditor
deems necessary to understand in order to assess the risks of material
misstatement at the assertion level and design further audit procedures that
respond to assessed risks. See FAM 260 for further discussion on identifying risk
factors and FAM 340 for further discussion on identifying and understanding
relevant control activities.

During the internal control phase, the auditor will determine whether the controls
identified were implemented as designed. As noted in FAM 310.02, OMB audit
guidance requires the auditor to perform sufficient tests of controls that have
been suitably designed and implemented to conclude whether the controls are
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14

operating effectively (i.e., sufficient tests of controls to support a low level of
assessed control risk). Thus, the auditor should not elect to forgo control tests
solely because it is more efficient to extend substantive and compliance audit
procedures.

When significant accounting applications include control activities that are
dependent on information system processing, the auditor should assess IS
controls. A dependency on information system processing exists if a control
activity cannot reasonably be expected to achieve a specific control objective
without effective information system processing—either in the performance of the
control activity or in the production of information used in the performance of the
control activity.

IS controls consist of those internal controls that depend on information system
processing and include general controls, application controls, and user controls.
Information system general controls (implemented at the entity-wide, system, and
application levels) are the structure, policies, and procedures that apply to all or a
large segment of an entity’s information systems. General controls help ensure
the proper operation of information systems by creating the environment for
effective operation of application controls. General controls include security
management, access (logical and physical), configuration management,
segregation of duties, and contingency planning controls. An effective information
system general control environment

e provides a framework and continuing cycle of activity for managing risk,
developing security policies, assigning responsibilities, and monitoring the
adequacy of the entity’s computer-related controls (security management);

¢ limits or detects access to computer resources, such as data, programs,
equipment, and facilities, thereby protecting them against unauthorized
modification, loss, or disclosure (logical and physical access);

e prevents unauthorized changes to information system resources, such as
software programs and hardware configurations, and provides reasonable
assurance that systems are configured and operating securely and as
intended (configuration management);

¢ includes policies, procedures, and an organizational structure to manage who
can control key aspects of computer-related operations (segregation of
duties); and

e protects critical and sensitive data, and provides for critical operations to
continue without disruption or be promptly resumed when unexpected events
occur (contingency planning).

Application controls, sometimes referred to as business process controls, are
those controls incorporated directly into information systems to help ensure the
validity, completeness, accuracy, and confidentiality of transactions and data
during information system processing. An effective application control
environment includes

e general controls implemented at the application level (i.e., security
management, access controls, configuration management, segregation of
duties, and contingency planning);
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A7

e controls over transaction data input, processing, and output as well as master
data maintenance;

e interface controls over the timely, accurate, and complete processing of
information between information systems; and

e controls over the data management systems.

User controls are portions of controls that people perform when interacting with
information systems. The effectiveness of a user control typically depends on
information system processing or the reliability of the information that information
systems produce. A user control is considered both an IS control and a manual
control if it depends on information system processing. For example, the
effectiveness of a user control to review and follow up on exceptions typically
depends on the reliability of the exception report that the information system
produces through information system processing. A user control is considered a
manual control if it does not depend on information system processing. For
example, the effectiveness of a user control to manually reconcile information
that information systems produce may or may not depend on the reliability of
information used in the reconciliation, depending on the nature of the control.
Additionally, the effectiveness of a user control to monitor the effective
functioning of information systems and IS controls may or may not depend on the
reliability of information that the information systems produce.

In the planning phase, the auditor should identify and document the control
activities included in the significant accounting applications that depend on
information system processing. Such control activities are often application and
user controls. The auditor should then identify and document the general controls
implemented at the entity-wide, system, and application levels that help ensure
the effective operation of the application and user controls included in the
significant accounting applications. Because of the technical nature of many IS
controls, the auditor generally should obtain assistance from an IS controls
auditor in planning, directing, or performing audit procedures related to assessing
IS controls. Additionally, an information technology specialist may assist the
auditor in understanding technical aspects of information systems and IS
controls.

The auditor should use an appropriate methodology when identifying and
assessing IS controls and should document the basis for believing that the
methodology used is appropriate to satisfy these requirements. If the auditor
uses the same methodology for multiple audits, the audit organization may
prepare this document once and maintain a central file for reference on individual
audits.

GAO auditors should use FISCAM when assessing IS controls in a financial
statement audit. FISCAM is designed to meet these requirements, and GAO
believes that FISCAM is an appropriate methodology.

See FAM 295 J for a flowchart of steps generally followed in assessing IS
controls in a financial statement audit. Information system security controls are
also addressed in OMB Circular No. A-130, Managing Information as a Strategic
Resource; the National Institute of Standards and Technology’s (NIST) An
Introduction to Computer Security: The NIST Handbook; National Security
Agency guidance on Microsoft and other computer vendor web sites; and various
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publications. OMB’s guidance on reporting under the Federal Information
Security Modernization Act of 2014 specifies NIST publications that agencies are
to use when evaluating information security.
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245 — Identify Significant Provisions of Applicable Laws,

Regulations, Contracts, and Grant Agreements

.01

.02

.03

.04

.05

.06

AU-C 250 provides audit requirements related to laws and regulations, both
those that have a direct effect and those that have an indirect effect on the
financial statements. GAGAS (2018) 6.15 extends these requirements to the
auditor’s consideration of compliance with provisions of contracts and grant
agreements.

A direct effect means that the provision specifies

¢ the nature and/or dollar amount of transactions that may be incurred (such as
obligation, outlay, or borrowing restrictions);

o the method used to record such transactions (such as revenue recognition
policies); or

¢ the nature and extent of information to be reported or disclosed in the
financial statements (such as the statement of budgetary resources).

For example, an entity enabling statute may contain provisions that limit the
nature and amount of obligations or outlays and therefore have a direct effect on
determining amounts and disclosures in the financial statements. If a provision’s
effect on the financial statements is limited to contingent liabilities as a result of
noncompliance (typically for fines, penalties, and interest), such a provision does
not have a direct effect on determining financial statement amounts and note
disclosures. The concept of direct effect is also discussed in AU-C 250.

The auditor should obtain sufficient appropriate audit evidence regarding material
amounts and disclosures in the financial statements that are determined by those
provisions of laws, regulations, contracts, and grant agreements generally
recognized to have a direct effect on their determination (AU-C 250.13 and
GAGAS 6.15).

The auditor generally should use the General Compliance Checklist in FAM 802
or equivalent to determine which laws and regulations are significant for testing
compliance.

In contrast, an indirect effect relates generally to the entity’s operating aspects
and not to directly affecting the determination of amounts or disclosures in the
financial statements. In other words, the effect may be limited to recording or
disclosing liabilities arising from noncompliance. Examples of provisions of
indirect laws and regulations include those related to environmental cleanup and
occupational safety and health.

The auditor should identify the significant provisions of applicable laws,
regulations, contracts, and grant agreements. These provisions are those (1) for
which compliance can be objectively determined and (2) that have a direct effect
on the determination of material amounts and disclosures in the financial
statements as defined in FAM 245.07b. To aid the auditor in this process, the
FAM classifies provisions of laws and regulations into the following categories:
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¢ Transaction-based provisions are those for which compliance is
determined for individual transactions. For example, provisions of the Prompt
Payment Act require that late payments be individually identified and interest
paid on such late payments.

¢ Quantitative-based provisions are those that require the
accumulation/summarization of quantitative information for measurement.
These provisions may contain minimum, maximum, or targeted amounts
(restrictions) for the accumulated/summarized information. For example,
provisions of the Comprehensive Environmental Response, Compensation,
and Liability Act of 1980 prohibit the U.S. Environmental Protection Agency
from exceeding certain spending limits on specific projects.

e Procedural-based provisions are those that require the entity to implement
policies or procedures to achieve certain objectives. For example, provisions
of the Single Audit Act require the awarding entity to review certain financial
information about recipients.

During the planning phase, the auditor should attempt to identify the significant
provisions of contracts and grant agreements, recognizing that during this phase
the auditor may not be in position to identify all of the significant provisions of
contracts and grant agreements. However, as the audit progresses, the auditor
may become aware of significant provisions of contracts and grant agreements
and, as a result, perform transaction testing of these contracts and grant
agreements provisions. For example, the auditor may test the budgetary and
proprietary transactions associated with lease agreement provisions.

For each significant provision, the auditor should identify and evaluate related
compliance controls and should test compliance with the provision. To identify
such significant provisions, the auditor should do the following:

a. Review the list of laws included in FAM 295 H. The auditor should also review
the list of laws, regulations, contracts, and grant agreements that the entity
has determined might be significant. In addition, the auditor should identify
any laws, regulations, contracts, or grant agreements (in addition to those
identified in FAM 295 H and by the entity) that have a direct effect on
determining amounts and disclosures in the financial statements. These
might include (1) new laws and regulations and (2) entity-specific laws and
regulations. The auditor’s Office of the General Counsel (OGC) assists the
auditor in identifying laws and regulations. The meaning of direct effect is
discussed in FAM 245.02.

b. Identify those provisions that are significant for each applicable law,
regulation, contract, or grant agreement. A provision is significant if
(1) compliance with the provision can be measured objectively and (2) it
meets one of the following criteria for determining that the provision has a
direct effect on determining material amounts and disclosures in the financial
statements:

¢ Transaction-based provisions: The aggregate amount of transactions
that the entity processes is subject to the provision equals or exceeds
materiality.
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¢ Quantitative-based provisions: The quantitative information required by
the provision or by established restrictions equals or exceeds materiality.

o Procedural-based provisions: The provision broadly affects all or a
segment of the entity’s operations that process transactions equal to or
exceeding materiality in the aggregate. For example, a provision may
require that the entity establish procedures to monitor the receipt of
certain information from grantees. In determining whether to test
compliance with this provision, the auditor should determine whether the
total amount of money granted equals or exceeds materiality.

Significant provisions of contracts and grant agreements may not be able to
be identified during planning. If so, the auditor should determine during
planning the approach for identifying and testing such provisions during later
phases of the audit. The provisions may be identified as part of substantive
testing of transactions and balances, when the auditor finds that material
amounts and note disclosures related to such transactions and balances are
determined by contracts or grant agreements. For example, a contract or
grant agreement generally contains certain information, such as the amount
or basis for determining the amounts to be paid and the timing of such
payments, that directly affects the amounts reported or disclosed in the
financial statements. To test such transactions and balances, the auditor may
determine that it is necessary to examine contracts or grant agreements to
obtain sufficient appropriate evidence supporting the transaction or balance.
In other instances, such as those related to the provision of routine goods
and services, the auditor may determine that it is not necessary to examine
contracts or grant agreements to obtain sufficient appropriate evidence
supporting the transaction or balance.

For indirect laws, regulations, contracts, or grant agreements, the auditor should
perform the following procedures that may identify instances of noncompliance
that may have a material effect on the financial statements:

a.

Inquire of management and, when appropriate, those charged with
governance regarding policies and procedures that prevent noncompliance
and whether the entity is in compliance with those provisions (AU-C 250.14a).

Consider instances of noncompliance that may be identified in performing
other audit procedures and determine if they could have a material effect on
the financial statements.

Review reports issued by other oversight bodies of the audited entity, such as
the IG’s office, for any reported instances of noncompliance and determine if
they could be material to the financial statements.

Inspect correspondence, if any, with relevant regulatory authorities
(AU-C-250.14Db).

Unless possible instances of noncompliance with indirect laws, regulations,
contracts, or grant agreements come to the auditor’s attention during the audit,
no further procedures with respect to indirect laws, regulations, contracts, and
grant agreements are necessary. The auditor is not responsible for testing
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1

compliance controls over or compliance with any indirect laws, regulations,
contracts, or grant agreements (AU-C 250.16).

The auditor may test compliance with indirect laws, regulations, contracts, and
grant agreements. For example, if the auditor becomes aware that the entity has
operations similar to those of another entity that was recently in noncompliance
with environmental laws and regulations, the auditor may test for compliance with
such laws and regulations. The auditor may also test provisions of direct laws,
regulations, contracts, and grant agreements that do not meet the materiality
criteria in FAM 245.07b but that are deemed significant because they are
qualitatively material, such as laws and regulations that have generated
significant interest by the Congress, the media, or the public.

In considering regulations to test for compliance, the auditor should consider
externally imposed requirements issued pursuant to the Administrative
Procedure Act. These would include regulations in the U.S. Code of Federal
Regulations as well as OMB circulars and bulletins to the extent issued under
direction of law. It would not include OMB circulars and bulletins to the extent
issued as a matter of policy or guidance under the entity’s general authority.
Internal policies, manuals, and directives may be the basis for internal controls
but are not regulations to consider for testing compliance. The auditor should
consult its OGC if the direction of law determination is not clear.

The auditor should remain alert to the possibility that procedures applied during
other aspects of the audit might indicate actual or suspected noncompliance with
provisions of laws, regulations, contracts, or grant agreements (AU-C 250.15).
See FAM 460.06 for the procedures to perform for instances of noncompliance or
suspected noncompliance with laws, regulations, contracts, or grant agreements
(whether direct or indirect).
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.01

.02

The auditor should identify relevant budget restrictions, evaluate budget controls
(see FAM 295 G), and design compliance-related audit procedures relevant to
budget restrictions. Some key documents that may be obtained from the entity or
the auditor's OGC are

¢ the Antideficiency Act (ADA), as provided primarily in 31 U.S.C. chapters 13,
15. Provisions: 31 U.S.C. §§ 1341(a)(1)(A), (B); and 31 U.S.C. § 1517(a);

o the Purpose Statute, as provided in 31 U.S.C. § 1301,
e the Time Statute, as provided in 31 U.S.C § 1502;

e OMB Circular No. A-11, Preparation, Submission and Execution of the
Budget, Part 4;

¢ the Impoundment Control Act, as provided in 2 U.S.C. chapter 17B; and

o the Federal Credit Reform Act (FCRA), as provided in 2 U.S.C. §§ 661-661f
(if the entity has activity subject to this law). Provisions: 2 U.S.C. § 661c(b),

(e).

Title 7 of GAQ’s Policy and Procedures Manual for Guidance of Federal
Agencies and GAO'’s Principles of Federal Appropriations Law (commonly known
as the Red Book) provide guidance on compliance with budget restrictions. The
SGL within the Treasury Financial Manual provides guidance on budgetary
accounting.

Information relating to the entity’s appropriation (or other budget authority) for the
period of audit includes

e authorizing statute;
¢ enabling statute;
e appropriation act and supplemental appropriation act;

e apportionments and budget execution reports (including OMB forms 132 and
133 and supporting documentation);

¢ Impoundment Control Act reports regarding rescissions and deferrals, if any;
¢ the OMB-approved system of funds control document; and

¢ any other information that the auditor deems to be relevant to understanding
the entity’s budget authority, such as legislative history contained in
committee reports or conference reports.

Although legislative histories are not legally binding, they may help the auditor
understand the political environment surrounding the entity (e.g., why the entity
has undertaken certain activities and the objectives of these activities). SFFAS
43, Funds from Dedicated Collections: Amending SFFAS 27, Identifying and
Reporting Earmarked Funds, may also help the auditor identify revenues or other
financing sources of the federal entity.
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.03

.04

.05

.06

Through discussions with the auditor's OGC and the entity, and by using the
above information and information prepared by management, the auditor should
identify all legally binding restrictions on the entity’s use of appropriated funds
that are relevant to budget execution. This includes any restrictions on the
amount, purpose, or timing of obligations and outlays (i.e., relevant budget
restrictions). Additionally, the auditor should determine whether the entity has
established any legally binding restrictions in its fund control regulations. An
example of this would be the entity’s lowering the legally binding level for
compliance with the Antideficiency Act to the allotment level.

The auditor should obtain advice from the auditor's OGC on the implications if
the entity were to violate these relevant budget restrictions. In the internal control
phase, the auditor identifies the design of and tests the entity’s controls to
prevent or detect noncompliance with these relevant restrictions. The auditor
may evaluate controls over budget restrictions that are not legally binding but that
may be considered sensitive or important.

During these discussions with the auditor's OGC and the entity, the auditor
should determine whether any of these relevant budget restrictions relate to
significant provisions of applicable laws and regulations for purposes of testing
compliance.

For an entity that does not receive appropriated funds, the auditor should identify
budget-related requirements that are legally binding on the entity. These
requirements, if any, are usually found in the statute that created the entity or its
programs (such as the authorizing and enabling statute) as well as any
subsequent amendments. Although budget information on these entities may be
included in the President’s budget submitted to the Congress, this information
usually is not legally binding. In general, certain budget-related restrictions (such
as provisions of the Antideficiency Act) apply to government corporations but not
to government-sponsored enterprises.
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260 — Identify Risk Factors

.01

The auditor should perform risk assessment procedures to provide a basis for the
identification and assessment of risks of material misstatement at the financial
statement and relevant assertion levels (AU-C 315.05). The risk assessment
procedures should include the following: (1) inquiries of management and others
within the entity who, in the auditor's professional judgment, may have
information that is likely to assist in identifying risks of material misstatement due
to fraud or error; (2) analytical procedures; and (3) observation and inspection
(AU-C 315.06).

Risk assessment procedures by themselves, however, do not provide sufficient
appropriate audit evidence on which to base the audit opinion (AU-C 315.05).
The auditor’s assessments of inherent risk and control risk affect the auditor’s
assessment of the risks of material misstatement. The risks of material
misstatement affect the nature, extent, and timing of other audit procedures,
including substantive procedures and control tests. This section describes (1) the
relationship of identified risk factors to the risk of material misstatement and the
impact on substantive procedures and control tests, (2) the process for
identifying these risk factors, and (3) the auditor’s consideration of the entity’s
process for reporting under FMFIA both for internal control and for financial
management systems’ conformance with system requirements and formulating
the budget.

Audit Risk Components

.02

AU-C 200 provides guidance on audit risk and defines “audit risk” as the risk that
the auditor expresses an inappropriate audit opinion when the financial
statements are materially misstated. Audit risk is composed of the following risks
(see AU-C 200.14 and Standards for Internal Control in the Federal Government
(Green Book)'9):

¢ Inherent risk is the susceptibility of an assertion about a class of transaction,
account balance, or note disclosure to a misstatement that could be material,
either individually or when aggregated with other misstatements, before
consideration of any related controls.

o Control risk is the risk that a misstatement that could occur in an assertion
about a class of transaction, account balance, or note disclosure and that
could be material, either individually or when aggregated with other
misstatements, will not be prevented, or detected and corrected, on a timely
basis by the entity’s internal control. That risk is a function of the
effectiveness of the design and operation of internal control in achieving the
entity’s objectives relevant to preparation and fair presentation of the entity’s
financial statements. Some control risk will always exist because of the
inherent limitations of internal control.

®GAO, Standards for Internal Control in the Federal Government, GAO-14-704G (Washington, D.C.: September

2014).
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Internal control consists of five components: (1) the control environment,

(2) entity risk assessment, (3) monitoring, (4) information and communication,
and (5) control activities (defined in FAM 260.10) and 17 related principles.
This section discusses the first three of the components and communication,
which is part of the fourth component. FAM 300, Internal Control Phase,
discusses the information systems and control activities.

Fraud risk is a part of audit risk, making up a portion of inherent and control
risk. Fraud risk consists of the risk of fraudulent financial reporting and the
risk of misappropriation of assets (Green Book 8.02). The auditor should
specifically assess and document the risks of material misstatement of the
financial statements due to fraud and should consider fraud risk in designing
audit procedures. The auditor may determine the risks of material fraud
concurrently with the consideration of inherent and control risk but should
form a separate conclusion on fraud risk. As the auditor obtains audit
evidence during the audit, the auditor should consider its potential effect on
the auditor’'s assessment of fraud risk. FAM 290 includes documentation for
fraud risk.

Risk of material misstatement is the risk that the financial statements are
materially misstated prior to the audit. It is the auditor’'s combined
assessment of inherent risk and control risk. The auditor may separately
assess inherent risk and control risk when determining the risk of material
misstatement. The auditor should assess the risk of material misstatement at
the relevant assertion level as a basis for further audit procedures. Although
this assessment is a judgment rather than a precise measurement of risk, the
auditor should have an appropriate basis for the assessment.

Detection risk is the risk that the procedures the auditor performs to reduce
audit risk to an acceptably low level will not detect a misstatement that exists
and that could be material, either individually or when aggregated with other
misstatements. Detection risk is a function of the effectiveness of an audit
procedure and of its application by the auditor. Detection risk relates to the
substantive procedures and is managed by the auditor’s response to the risk
of material misstatement.

Impact on Substantive Procedures

.03 To obtain reasonable assurance about whether the financial statements as a
whole are free from material misstatement, whether due to fraud or error, the
auditor should obtain sufficient appropriate audit evidence to reduce audit risk to
an acceptably low level and thereby enable the auditor to draw reasonable
conclusions on which to base the auditor’s opinion (AU-C 200.06 and .19).

.04 Audit assurance is the complement of audit risk and equals 100 percent minus
the allowable audit risk.?° The audit organization should determine the audit
assurance to use, which may vary between audits based on risk. GAO auditors
should use an audit assurance of 95 percent. In other words, the GAO auditor, in
order to provide an opinion, should design the audit to achieve at least 95

20Audit assurance is not the same as statistical confidence. Audit assurance is a combination of quantitative
measurement and auditor judgment.
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.05

.06

percent audit assurance that the financial statements are not materially misstated
(5 percent audit risk). FAM 470 provides guidance on how to combine (1) the risk
of material misstatement and (2) detection risk for substantive procedures to
achieve the audit assurance required by the audit organization.

The auditor may consider it necessary to achieve increased audit assurance if
the entity is politically sensitive or if the Congress has expressed concerns about
the entity’s financial reporting. In these cases, the reviewer should approve the
increased audit assurance.

Based on the level of audit risk and the risks of material misstatement, including
the consideration of fraud risk, the auditor should determine the nature, extent,
and timing of substantive procedures necessary to achieve the acceptable level
of detection risk. For example, in response to a high risk of material
misstatement, the auditor may perform

e additional substantive procedures that provide more appropriate evidence
(nature of procedures);

e more extensive substantive procedures (extent of procedures), as discussed
in FAM 295 E; or

e substantive procedures at or closer to the financial statement date (timing of
procedures).

Relationship to Control Assessment

.07

.08

Internal control, as defined in AU-C 315.04, is a process effected by those
charged with governance, management, and other personnel that is designed to
provide reasonable assurance about the achievement of the entity’s objectives
with regard to the reliability of financial reporting, effectiveness and efficiency of
operations, and compliance with applicable laws and regulations (see also Green
Book OV1.01).

Internal control over financial reporting, as defined in OMB audit guidance, is a
subset of the entity’s internal control and includes the following (GAGAS and
OMB audit guidance expand compliance to include contracts and grant
agreements.):

¢ Reliability of financial reporting: Transactions are properly recorded,
processed, and summarized to permit the preparation of the financial
statements in accordance with U.S. GAAP, and assets are safeguarded
against loss from unauthorized acquisition, use, or disposition. (Note that
certain safeguarding controls are part of financial reporting controls,
although they are also operations controls. See FAM 310.05-.07)

¢ Compliance with laws, regulations, contracts, and grant agreements:
Transactions are executed in accordance with provisions of applicable laws,
including those governing the use of budget authority; regulations; contracts;
and grant agreements, noncompliance with which could have a material
effect on the financial statements. (Note that budget controls are part of
financial reporting controls as they relate to the statement of budgetary
resources and the reconciliation of the net cost of operations to budget note,
and they are also part of compliance controls in that they are used to manage
and control the use of appropriated funds and other forms of budget authority
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.09

.10

in accordance with applicable law. These controls are described in more
detail in FAM 295 G.)

Most controls relevant to the audit are likely to relate to financial reporting;
however, not all controls that relate to financial reporting are relevant to the audit.
In addition, some controls belong in more than one category of control. For
example, financial reporting controls include controls over the completeness and
accuracy of inventory records. Such controls are also necessary to provide
complete and accurate inventory records to allow management to analyze and
monitor inventory levels to better control operations and make procurement
decisions (operations controls).

The five components of internal control relate to objectives that an entity strives
to achieve in each of the three categories: financial reporting (including
safeguarding), compliance, and operations controls. The components in

AU-C 315, Green Book OV2.04 and 2.09, and AU-C 940 are as follows:

e Control environment sets the tone of an organization, influencing the control
consciousness of its people. It is the foundation for all other components of
internal control, providing discipline and structure.

¢ Entity risk assessment is the entity’s identification, analysis, and
management of risks relevant to achievement of its objectives. This
assessment provides the basis for developing appropriate responses to risk.

¢ Information?' and communication systems support the identification,
capture, and exchange of information in a form and time frame that enable
people to carry out their responsibilities.

¢ Monitoring of controls is a process to assess the effectiveness of internal
control performance over time. This consists of activities management
establishes and operates to assess the quality of performance over time and
promptly resolve the findings of audits and other reviews.

o Control activities are the policies, procedures, techniques, and mechanisms
that help ensure that management directives are carried out and respond to
risks in the internal control system, which includes the entity’s information
system.

Inherent Risk Factors

1

Inherent risk factors incorporate characteristics of an entity, a transaction, an
account, or an assertion that exist because of the

o nature of the entity’s programs,
e prior history of audit adjustments, or

e nature of material transactions and accounts.

21The information component of internal control, as defined in AU-C 315, is in the context of a financial statement
audit, whereas Standards for Internal Control in the Federal Government defines the information component in the
context of internal control overall.
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The auditor may limit the assessment of inherent risk to significant programs,
transactions, or accounts. Inherent risks may relate to the entity overall or to
specific accounts and assertions. For each factor listed below, FAM 295 A lists
conditions that may indicate inherent risk.

a. Nature of the entity’s programs: The mission or business of an entity
includes the implementation of various programs or services. The
characteristics of these programs or services affect the entity’s susceptibility
to errors and fraud and sensitivity to changes in economic conditions. For
example, student loan guarantee programs may be more susceptible to
errors and fraud because of loans that third parties issue and service.

b. Prior history of significant audit adjustments: Significant audit
adjustments identified in previous financial statement audits or other audits
often identify inherent or control risks that may allow financial statement
misstatements. For example, the prior year’s audit may have identified the
necessity for recording a liability as the result of certain economic conditions.
The auditor could then focus on

e determining whether similar conditions continue to exist;

e understanding management’s response to such conditions (including
implementation of controls), if any; and

e assessing the nature and extent of the related inherent and control risk.

c. Nature of material transactions and accounts: The nature of an entity’s
transactions and accounts has a direct relation to inherent risk. For example,
accounts involving subjective management judgments, such as loss
allowances, are usually of higher inherent risk than those involving more
objective determinations.

Information Systems’ Effect on Inherent Risk

12

Information systems do not affect the audit objectives for an account or a cycle.
However, information systems (or lack thereof) can introduce inherent risk factors
not present in a manual accounting system. The auditor should (1) consider each
of the following information system factors and (2) assess the overall impact of
information system processing on inherent risk. The impact of these factors
typically will be pervasive in nature. An IS controls auditor may assist the auditor
in considering these factors and making this assessment. More detail on
assessing information system risks and controls in a financial statement audit is
available in FISCAM, and a flowchart of steps is in FAM 295 J.

a. Uniform processing of transactions: Because information systems process
groups of identical transactions consistently, any misstatements arising from
erroneous computer programming will occur consistently in similar
transactions. However, the possibility of random processing errors is reduced
substantially with information system processing.

b. Automatic processing: The information system may automatically initiate
transactions or perform processing functions. Evidence of these processing
steps (and any related controls) may or may not be visible.

c. Increased potential for undetected misstatements: Computers use and
store information in electronic form and require less human involvement in
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processing. This increases the potential for individuals to gain unauthorized
access to sensitive information and to alter data without visible evidence.
Because of the electronic form, changes to software programs and data may
not be readily detectible. Also, users may be less likely to challenge the
reliability of computer output than manual reports. As such, management
should evaluate security threats, which can be from internal or external
sources. External threats are particularly important for entities that depend on
telecommunications networks and the internet. Internal threats may come
from former or disgruntled employees (Green Book 11.13).

d. Existence, completeness, and volume of the audit trail: The audit trail is
the evidence that demonstrates how a specific transaction was initiated,
processed, recorded, and summarized. For example, the audit trail for a
purchase could include a purchase order; a receiving report; an invoice; an
invoice register (purchases summarized by day, month, account, or a
combination of these); and general ledger postings from the invoice register.
Some financial management systems are designed so that the audit trail
exists for only a short period (such as in online systems), only in an electronic
format, or only in summary form. Also, the information generated may be too
voluminous to allow effective manual review. For example, one posting to the
general ledger may result from the automated summarization of information
from hundreds of locations and thousands of documents.

e. Nature of information systems hardware and software: The nature of
information systems hardware and software can affect inherent risk, as
illustrated below.

o The type of information system processing (online, batch oriented, or
distributed) presents different levels of inherent risk. For example, the
inherent risk of unauthorized transactions and data entry errors may be
greater for online processing than for batch-oriented processing.

o Peripheral access devices or system interfaces can increase inherent
risk. For example, internet and dial-up access to a system increase the
system’s accessibility to additional persons and therefore increase the
risk of unauthorized access to computer resources.

o Distributed networks enable multiple computer-processing units to
communicate with each other, increasing the risk of unauthorized access
to computer resources and possible data alteration. On the other hand,
distributed networks may decrease the risk of conflicting computerized
data between multiple processing units.

e Software programs developed in-house may have higher inherent risk
than vendor-supplied software that has been thoroughly tested and is in
general commercial use.

e Because of the nature of information systems hardware and software,
management should design control activities to limit user access to
information technology through authorization control activities, such as
providing a unique user identification or token to authorized users.
Management should also design other control activities to promptly
update access rights when employees change job functions or leave the
entity (Green Book 11.14).
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f.  Unusual transactions: As with manual systems, unusual information system
transactions increase inherent risk. Programs developed to process such
transactions may not be subject to the same procedures as programs
developed to process routine transactions.

Fraud Risks

A3

14

15

The auditor should identify and assess the risks of material misstatement due
to fraud (fraud risk) at the financial statement level and at the relevant assertion
level for classes of transactions, account balances, and note disclosures

(AU-C 240.25). The primary factor that distinguishes fraud from error is that the
action causing the misstatement in fraud is intentional. (See FAM 230 related to
materiality, including quantitative and qualitative considerations.)

Two types of misstatements that are relevant to the auditor’s consideration of
fraud in an audit of financial statements are as follows (Green Book 8.02):

¢ Misstatements resulting from fraudulent financial reporting are
intentional misstatements, including omissions of amounts or disclosures in
the financial statements, to deceive financial statement users. They could
involve intentional alteration of accounting records, misrepresentation of
transactions, intentional misapplication of accounting principles, or other
means.

o Misstatements resulting from misappropriation of assets involve thefts of
an entity’s assets that result in misstatements in the financial statements.
They could involve theft of property, embezzlement of receipts, fraudulent
payments, or other means. (See FAM 310 for internal control over
safeguarding assets. Safeguarding controls relate to protecting assets
against loss from unauthorized acquisition, use, or disposition.)

In considering misstatements resulting from misappropriation of assets, the
auditor should consider fraud risks associated with improper payments. Some of
the improper payments that federal government entities make could involve
fraud. The Payment Integrity Information Act of 2019 (PIIA) (Pub. L. No. 116-
117), codified in 31 U.S.C. §§ 3351-58, defines an improper payment as any
payment that should not have been made or that was made in an incorrect
amount (including overpayments and underpayments) under statutory,
contractual, administrative, or other legally applicable requirements. This
includes any payment to an ineligible recipient, any payment for an ineligible
good or service, any duplicate payment, any payment for a good or service not
received (except for such payments where authorized by law), and any payment
that does not account for credit for applicable discounts.

PIIA also provides that when an entity’s review is unable to discern whether a
payment was proper as a result of insufficient or lack of documentation, this
payment must also be considered an improper payment when identifying
programs that might be susceptible to significant improper payments and when
producing an estimate of annual improper payments for those identified
programs.??

22gignificant improper payments are those that may have exceeded either (1) $10 million and 1.5 percent of program
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PIIA requires entity heads to review all programs and activities that they
administer at least once every 3 years and to identify those that might be
susceptible to significant improper payments. An entity must produce a
statistically valid (or otherwise OMB-approved) estimate of annual improper
payments for those identified programs and report those estimates in the
accompanying materials to the annual financial statements. For programs for
which an entity reports an estimate of improper payments, the entity head also
reports certain corrective actions, such as the entity’s plans to reduce and
recover improper payments and program-specific improper payment reduction
targets. OMB guidance on implementation of this act is included in OMB Circular
No. A-123, Appendix C.

The auditor is not required to perform specific procedures to detect waste or
abuse, as the determination of waste and abuse is subjective. Waste is the act of
using or expending resources carelessly, extravagantly, or to no purpose. Waste
does not necessarily include abuse or illegal acts. Rather, waste relates primarily
to mismanagement, inappropriate actions, and inadequate oversight. Abuse is
distinct from fraud and illegal acts. Abuse involves behavior that is deficient or
improper (but not necessarily fraudulent or illegal) when compared with behavior
that a prudent person would consider reasonable and necessary business
practice given the facts and circumstances. Abuse also includes misuse of
authority or position for personal financial interests or those of an immediate or
close family member or business associate. Abuse does not necessarily involve
fraud or violations of provisions of laws, regulations, contracts, or grant
agreements.

Although the auditor is not required to perform procedures to detect waste or
abuse, the auditor may consider whether and how to communicate such matters
after becoming aware of them. The auditor may discover that the waste or abuse
represents potential fraud or noncompliance with provisions of laws, regulations,
contracts, and grant agreements that should be addressed following guidance in
FAM 540 (See GAGAS (2018) 6.20 through 6.24).

Characteristics of Fraud

A7

Three conditions generally are present when fraud occurs:

¢ Incentive/pressure—Management, other employees, or external parties (for
example, for some improper payments) have an incentive or are under
pressure, which provides a motive to commit fraud.

¢ Opportunity—Circumstances exist, such as the absence of controls,
ineffective controls, or the ability of management to override controls, that
provide an opportunity to commit fraud.

o Attitude/rationalization—Individuals involved are able to rationalize
committing fraud. Some individuals possess an attitude, character, or ethical
values that allow them to knowingly and intentionally commit a dishonest act.
Generally, the greater the incentive or pressure, the more likely an individual

outlays or (2) $100 million regardless of percentage of program outlays.
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will be able to rationalize the acceptability of committing fraud. (Green Book
8.04)

Management is in a unique position to perpetrate fraud because of
management’s ability to manipulate accounting records and prepare fraudulent
financial statements by overriding controls that otherwise appear to be operating
effectively. Although the level of risk of management override of controls will vary
from entity to entity, the risk is, nevertheless, present in all entities. Due to the
unpredictable way in which such override could occur, it is a risk of material
misstatement due to fraud and is thus a significant risk (AU-C 240.31).

Fraud Risk Factors

19

Although fraud is usually concealed, the presence of fraud risk factors that
indicate incentive/pressure, opportunity, or attitude/rationalization might alert the
auditor to risks of material misstatement. While fraud risk may be greatest when
all three risk factors are present, one or more of these factors may indicate fraud
risk. Other information that internal and external parties provide can also be used
to identify fraud risks (Green Book 8.05). However, fraud risk factors do not
necessarily indicate that fraud exists. Examples of fraud risk factors, classified by
the two types of fraudulent misstatements and then by these three conditions,
follow.

a. Examples related to misstatements resulting from fraudulent financial
reporting:

¢ Incentive/pressure—Incentive exists for management to report reduced
program costs or costs that are consistent with budgeted amounts, or
excessive pressure exists to meet unrealistic deadlines, goals, or other
requirements.

¢ Opportunity—Key financial statement amounts are based on significant
estimates that involve subjective judgments or uncertainties that are
difficult to corroborate, or management is in a position to override controls
for processing adjustments or unusual transactions.

o Attitude/rationalization—Employees perceive that penalties exist for
reporting honest results, or employees consider requirements such as
performance targets unrealistic.

b. Examples related to misstatements resulting from misappropriation of assets:

¢ Incentive/pressure—Employees who are disgruntled because of
impending layoffs have an incentive to misappropriate assets, or
employees under pressure to meet programmatic objectives, such as for
rapid benefit payments, increases the risk of fraudulent improper
payments.

o Opportunity—Employees have access to assets that are small in size
and value or have the authority to disburse funds, or a program has
deficiencies in internal control related to fraudulent improper payments.

o Attitude/rationalization—Employees believe that management is
unethical, or individuals believe they are entitled to the entity’s assets.
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Fraud risk factors represent inherent or control risk factors. As discussed in FAM
260.02, the auditor should evaluate fraud risk factors in assessing inherent and
control risk. FAM 295 A and FAM 295 B include additional examples of fraud risk
factors.

Information for Identifying Fraud Risks

.20

.21

To obtain information about fraud risks, the auditor should inquire of
management about (AU-C 240.17 and .18)

a.

any knowledge of actual, suspected, or alleged fraud affecting the entity
(including fraudulent improper payments);

management's assessment of the risk that the financial statements may be
materially misstated due to fraud, including the nature, extent, and frequency
of such assessments;

management’s process for identifying, responding to, and monitoring the risks
of fraud in the entity, including any specific risks of fraud that management
has identified or that have been brought to its attention, or classes of
transactions, account balances, or note disclosures for which a risk of fraud is
likely to exist (including information about any fraudulent improper payments
that the entity identified in making assessments related to PIIA) (Green Book
8.06);

management’s communication, if any, to employees regarding its views on
business practices and ethical behavior;

management’'s communication, if any, to those charged with governance,
such as an audit committee (referred to as a financial management advisory
committee in some federal entities) or others with equivalent authority and
responsibility, regarding its processes for identifying and responding to the
risks of fraud in the entity; and

whether the entity has entered into any significant unusual transactions and,
if so, the nature, terms, and business purpose (or the lack thereof) of those
transactions and whether such transactions involved disclosure entities,
related parties, or public-private partnerships.

Inquiries of management and others within the entity should be made in person
when possible. In-person discussions are usually the most effective. The auditor
may also find it helpful to provide the interviewee with specific questions and
obtain written responses in advance of the discussion.

In addition to inquiring of management, inquiring of others may provide a different
perspective or other important information. Accordingly, the auditor should
perform the following inquiries and related procedures:

a.

Obtain information about instances of fraud (including any related to
fraudulent improper payments) that the |G reported, ordinarily by asking the
Special Investigator Unit to summarize how cases of reported fraud were
committed, and then ask management or the IG’s office whether related
controls have been strengthened.

Unless all of those charged with governance are involved in managing the
entity, the auditor should do the following:
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¢ Obtain an understanding of how those charged with governance exercise
oversight of management’s processes for identifying and responding to
the risks of fraud in the entity and the internal control that management
has established to mitigate these risks (AU-C 240.20 and Green Book
8.06—-8.07). This may include understanding whether those charged with
governance have established a process for evaluating employees’
adherence to the organization’s standards of conduct and remediate any
deviations timely and consistently (Green Book 1.10).

¢ Inquire of those charged with governance to determine their views about
the risks of fraud; whether they have knowledge of any actual, suspected,
or alleged fraud affecting the entity; and whether the entity has entered
into any significant unusual transactions. These inquiries are made, in
part, to corroborate the responses received from the inquiries of
management (AU-C 240.21).

¢ Inquire of those charged with governance to determine how they identify
changes that could significantly impact the entity’s internal control system
and whether they can identify, on a timely basis, internal and external
conditions that have already occurred or are expected to occur (Green
Book 9.02 and 9.03).

¢ Inquire of those charged with governance to determine whether
management performs an entity risk assessment to identify, analyze, and
respond to any new risks prompted by changes as part of analyzing and
responding to change. This may also include understanding how
management analyzes and responds to identified changes and related
risks in order to maintain an effective internal control system (Green Book
9.04 and 9.05).

c. Inquire of appropriate individuals within the internal audit function, if any, to
obtain their views about the risks of fraud; determine whether they have
knowledge of any actual, suspected, or alleged fraud affecting the entity;
whether they have performed any procedures to identify or detect fraud
during the reporting period; whether management has satisfactorily
responded to any findings resulting from these procedures; and whether they
are aware that the entity has entered into any significant unusual transactions
(AU-C 240.19). See FAM 645 if the auditor plans to use the work of the
internal audit function in obtaining audit evidence.

d. Inquire of other personnel to determine if they have knowledge of any actual,
suspected, or alleged fraud affecting the entity (AU-C 240.18). The auditor
should use judgment to determine whom to ask and the extent of inquiries.
For example, the auditor may inquire of employees with varying levels of
authority, operating personnel not directly involved in the financial reporting
process, employees familiar with complex or unusual transactions or with
improper payments, and in-house legal counsel.

When responses to inquiries of management, those charged with governance, or
others are inconsistent or otherwise unsatisfactory (for example, vague or
implausible), the auditor should further investigate the inconsistencies or
unsatisfactory responses (AU-C 240.14).

The auditor also should perform the following procedures:
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a. Obtain and review the entity’s (1) plan to identify improper payments and
(2) report on improper payments (or information about any findings), if any,
that resulted from the entity’s review under PIIA.

b. Evaluate whether preliminary analytical procedures identified any unusual or
unexpected relationships that indicate fraud risks. To the extent that they are
not already included, the analytical procedures, and evaluation thereof,
should include procedures relating to revenue accounts—for example, trend
analysis—to identify unusual or unexpected relationships that might indicate
fraudulent financial reporting of revenue (see FAM 225 related to preliminary
analytical procedures) (AU-C 240.22).

c. Consider whether other information—such as information that resulted from
previous audits; the brainstorming meeting(s); and inherent risks identified at
the account, transaction, or assertion levels—indicate fraud risks
(AU-C 240.23 and 940.17).

Responding to Assessed Fraud Risks

23

24

.25

The auditor should respond to the assessed risks of material misstatement due
to fraud at the financial statement and assertion levels, as discussed in FAM
260.23 through .27, AU-C 240.28 and .30, and AU-C 940.17. The nature and
significance of these fraud risks, as well as programs and controls that address
identified fraud risks, influence the auditor’s response. The auditor should use
professional judgment in determining the appropriate response for the
circumstances and exercise professional skepticism in gathering and evaluating
audit evidence. The response should (1) affect the overall conduct of the audit
(see FAM 260.25); (2) address fraud risks that relate to management override of
controls (see FAM 260.26); and (3) for any of these risks that relate to specific
financial statement account balances or classes of transactions and related
assertions, involve the nature, extent, and timing of audit procedures (see FAM
260.27). If it is not practicable, as part of a financial statement audit, to design
audit procedures that sufficiently respond to the fraud risks, the auditor may
request assistance from the Special Investigator Unit and evaluate the effect of
omitting these procedures on the scope of the audit and the audit report.

In some instances, the audit strategy and audit plan could, for reasons other than
responding to fraud risk, include procedures and personnel and supervisory
assignments that are sufficient for responding to a fraud risk. In those instances,
the auditor may conclude that no further response is required. For example, with
respect to timing, audit procedures could be planned as of the date that the
reporting period ends, both as a response to a fraud risk and for other reasons.

In determining the overall responses to address the assessed risks of material
misstatement due to fraud at the financial statement level, the auditor should do
the following:

a. Assign and supervise staff, taking into account the knowledge, skill, and
ability of personnel to be given significant engagement responsibilities and
the auditor’'s assessment of the risks of material misstatement due to fraud
for the engagement (AU-C 240.29a). For example, the auditor may assign a
fraud specialist or more experienced staff member or may increase
supervision in response to identified fraud risks (also see FAM 270 related to
IS controls auditors).
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b.

Evaluate whether the entity’s selection and application of accounting policies,
particularly those related to subjective measurements and complex
transactions, may be indicative of fraudulent financial reporting resulting from
management’s effort to manage earnings or a bias that may create a material
misstatement (AU-C 240.29b).

Incorporate an element of unpredictability in the selection of the nature,
timing, and extent of audit procedures (AU-C 240.29c). For example, perform
substantive procedures on selected account balances and assertions not
otherwise tested due to their materiality or risk, adjust the timing of audit
tests, use a different method to select items for testing, or perform
procedures at different locations or at locations on an unannounced basis
(AU-C 240.A42). Statistical sampling selection usually provides an element of
unpredictability as to the specific items tested (see FAM 480). Generally, the
auditor should not inform entity personnel of specific audit procedures prior to
performing them, as personnel may take actions to further conceal any
fraudulent activity. However, the auditor will usually make arrangements to
conduct audit work at specific sites in advance, and will instruct entity
personnel to locate certain documentation so that the auditor may test it upon
arrival.

The auditor should perform procedures to specifically address the risk that
management can perpetrate fraud by overriding controls as follows
(AU-C 240.32):

a.

Examination of journal entries and other adjustments—Test the
appropriateness of journal entries recorded in the general ledger and other
adjustments made in the preparation of the financial statements, including
entries posted directly to financial statement drafts. These include
reclassifications, consolidating entries, and other journal entries and
adjustments. In designing and performing audit procedures for such tests, the
auditor should

¢ obtain an understanding of the financial reporting process and the
controls over journal entries and other adjustments and the suitability of
design and implementation of such controls;

e inquire of individuals involved in the financial reporting process about
inappropriate or unusual activity related to the processing of journal
entries and other adjustments;

e consider fraud risk indicators, the nature and complexity of accounts, and
unusual entries processed;

e select journal entries and other adjustments made at the end of the
reporting period for testing; and

e consider the need to test journal entries and other adjustments
throughout the period.

Review of accounting estimates—Review accounting estimates for biases
and evaluate whether the circumstances producing the bias, if any, represent
a risk of material misstatement due to fraud. In preparing financial
statements, management is responsible for making judgments or
assumptions that affect significant accounting estimates and for monitoring
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the reasonableness of these estimates on an ongoing basis. The auditor
should evaluate whether the judgments and decisions made by management
in making accounting estimates included in the financial statements, even if
they are individually reasonable, indicate a possible bias on the part of the
entity’s management that may represent a risk of material misstatement due
to fraud. If so, the auditor should reevaluate the accounting estimates taken
as a whole.

The auditor also should perform a retrospective review of management
judgments and assumptions related to significant accounting estimates
reflected in the prior year’s financial statements, focusing on highly sensitive
or subjective aspects, to determine whether they indicate possible bias by
management. For example, significant changes in allowances for
uncollectible accounts that may be tied to performance measures in an effort
to improve collections.

c. Evaluation of business purpose for significant unusual transactions—
Evaluate whether the business purpose (or the lack thereof) of significant
unusual transactions suggests that they may have been entered into to
engage in fraudulent financial reporting or to conceal misappropriation of
assets. The procedures should include the following (AU-C 240.32c):

¢ reading the underlying documentation and evaluating whether the terms
and other information about the transaction are consistent with
explanations from inquiries and other audit evidence about the business
purpose (or the lack thereof) of the transaction;

o determining whether the transaction has been authorized and approved in
accordance with the entity’s established policies and procedures; and

e evaluating whether significant unusual transactions that the auditor has
identified have been properly accounted for and disclosed in the financial
statements.

Fraud risk indicators include the following (AU-C 240.A54):

o the form of these transactions appears overly complex (for example, the
transactions involve multiple entities within a consolidated group or
multiple unrelated third parties);

¢ management has not discussed the nature of and accounting for these
transactions with those charged with governance, and inadequate
documentation exists;

e management is placing more emphasis on the need for a particular
accounting treatment than on the economic substance of the transaction;

e transactions involve disclosure entities, related parties, or public-private
partnerships, including special purpose entities, have not been properly
reviewed or approved by those charged with governance;

e transactions involve disclosure entities, related parties, or public-private
partnerships or relationships or transactions with such entities previously
undisclosed to the auditor (see FAM 904);

e transactions involve other parties that do not have the substance or
financial strength to support the transactions without assistance from the
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entity or any disclosure entity, related party, or public-private partnership
of the entity; and

e transactions occur with a party that falls outside the definitions of a
related party, disclosure entity, or public-private partnership (as defined
by the applicable financial reporting framework (U.S. GAAP)), with either
party able to negotiate terms that may not be available for other, more
clearly independent parties on an arm’s—length basis.

d. Determine necessity of other procedures—Determine whether other audit
procedures, in addition to those discussed above, are needed to address the
risks of management override (AU-C 240.33).

For fraud risks related to specific financial statement account balances or classes
of transactions and related assertions, the specific response will depend on the
types of risks and the specific balances or classes and assertions, but it generally
should involve both substantive procedures and control tests. The response
should involve one or more of the following (AU-C 240.A43):

a. Nature of audit procedures—for example, obtaining related evidence from
independent external sources rather than internal sources.

b. Extent of audit procedures—for example, increasing sample sizes.

c. Timing of audit procedures—for example, performing substantive procedures
at or near the end of the reporting period rather than at an interim date.

FAM 295 | provides additional examples of responses.

Understand and Assess Internal Control Components

.28

The auditor should obtain an understanding of internal control relevant to the
audit. Although most controls relevant to the audit are likely to relate to financial
reporting, not all controls that relate to financial reporting are relevant to the
audit. It is a matter of the auditor’s professional judgment whether a control,
individually or in combination with others, is relevant to the audit (AU-C 315.13).
When obtaining an understanding of controls that are relevant to the audit, the
auditor should evaluate the design of those controls and determine whether they
have been implemented by performing procedures in addition to inquiry of the
entity’s personnel (AU-C 315.14). The auditor should obtain an understanding of
and assess the five components of internal control (control environment, entity
risk assessment, information and communication, monitoring, and control
activities) relevant to the audit (AU-C 315.13). The auditor should then identify
the existence of risk factors for each of these components. See further
discussion below.

Process for Identifying Risk Factors

.29

In the planning phase, the auditor should (1) identify conditions that significantly
increase inherent and control risk and (2) conclude whether any identified control
risks preclude the effectiveness of specific control activities in significant
accounting applications. The auditor should consider the results of the
assessment of the risk of material misstatement due to fraud along with other
information gathered in the process of identifying the risks of material
misstatements (AU-C 315.09).The auditor should also consider whether
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.31

.32

information obtained from the auditor’s client acceptance or continuance process
is relevant to identifying risks of material misstatement (AU-C 315.07). If the
engagement partner has performed other engagements for the entity, the
engagement partner should consider whether information obtained is relevant to
identifying risks of material misstatement (AU-C 315.08).The auditor should
identify specific inherent risks; fraud risks; and control environment, entity risk
assessment, communication, and monitoring deficiencies based on information
obtained in the planning phase, primarily from understanding the entity’s
operations, including significant information system processing performed
outside the entity and preliminary analytical procedures.

See FAM 260.47 through .63 for additional discussions of control environment,
entity risk assessment, communication, monitoring, and the auditor’s
responsibility for understanding each of these components. See FAM 290.06 for
documentation requirements related to understanding each component.

Factors to consider in identifying risks and deficiencies are listed in this section.
These factors are general in nature and require the auditor’s judgment in
determining (1) the extent of procedures (testing) to identify the risks and
deficiencies and (2) the impact of such risks and deficiencies on the entity and its
financial statements. Because this risk consideration requires auditors to
exercise significant audit judgment, it should be performed by experienced audit
personnel. In addition, specific conditions that may indicate inherent or fraud
risks or control environment, entity risk assessment, communication, or
monitoring deficiencies are in FAM 295 A and FAM 295 B, respectively. These
sections are designed to aid the auditor in identifying these risks and deficiencies
but are not all inclusive. The auditor should evaluate any other factors and
conditions deemed relevant.

The auditor should evaluate the degree of estimation uncertainty associated with
accounting estimates as part of identifying risk factors (AU-C 540.10). The
auditor should determine whether, in the auditor’s professional judgment, any of
those accounting estimates that have been identified as having high estimation
uncertainty give rise to significant risks (see FAM 260.44) (AU-C 540.11). As part
of the auditor’s risk assessment procedures, the auditor should review the
outcome of accounting estimates included in the prior period financial statements
or, when applicable, their subsequent reestimation for the purpose of the current
period. The nature and extent of the auditor’s review takes account of the nature
of the accounting estimates and whether the information obtained from the
review would be relevant to identifying and assessing risks of material
misstatement of accounting estimates made in the current period financial
statements. However, the review is not intended to call into question the auditor’s
professional judgments made in the prior periods that were based on information
available at the time (AU-C 540.09).

The auditor may evaluate the implications of these risk factors on related
operations controls. For example, inherent risk may be associated with a material
liability for loan guarantees because it is subject to significant management
judgment. In light of this inherent risk, the entity should have strong operations
controls to monitor the entity’s exposure to losses from loan guarantees.
Potential deficiencies in such operations controls could significantly affect the
ultimate program cost. Therefore, the auditor may identify operations control
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.34

deficiencies, including the need for operations controls in a particular area that
may be further evaluated, as discussed in FAM 275.

Service organization reports, which are discussed further in FAM 310, FAM 640,
and AU-C 402, may be prepared by auditors for service organizations (also
called service auditors) performing services for user entities that are relevant to
those user entities’ internal control over financial reporting. The auditor may find
these reports useful for performing risk assessments and planning other audit
procedures.

If applicable to the entity, the auditor should obtain an understanding of the
entity’s process for compliance with FMFIA and OMB Circular No. A-123,
Management’s Responsibility for Enterprise Risk Management and Internal
Control (see FAM 260.67—.72), and whether the process has been implemented.
The auditor should also obtain an understanding of the budget formulation
process (see FAM 260.80).

Brainstorming About the Risks of Material Misstatement

.35

.36

As required by AU-C 315.11, the engagement partner (typically the audit director)
and other key engagement team members should brainstorm (discuss) the
susceptibility of the entity’s financial statements to material misstatement and the
application of the applicable financial reporting framework (U.S. GAAP) to the
entity’s facts and circumstances. The objective of this discussion is for the
engagement team members to gain a better understanding of the potential for
material misstatement of the financial statements resulting from fraud or error in
the specific areas assigned to them, and to understand how the results of the
audit procedures that they perform may affect other aspects of the audit,
including decisions about the nature, extent, and timing of further audit
procedures.

These discussions provide an opportunity for more experienced team members
to share insights based on their knowledge of the entity and for the team
members to exchange information about the business risks related to the entity.
Depending on the circumstance of the audit, multiple discussions may be held to
facilitate the ongoing exchange of this information among team members. The
purpose of these discussions is to share information obtained throughout the
audit that may affect the auditor’s risk assessments or related audit procedures.

As required by AU-C 240.15, this discussion should include an exchange of
ideas, or brainstorming, among the engagement team members about how and
where the entity’s financial statements (including the individual statements and
note disclosures) might be susceptible to material misstatement due to fraud,
how management could perpetrate and conceal fraudulent financial reporting,
and how assets of the entity could be misappropriated. During the discussion,
engagement team members should set aside beliefs that they may have that
management and those charged with governance are honest and have integrity,
and should, in particular, also address

e known external and internal factors affecting the entity that may create an
incentive or pressure for management or others to commit fraud, provide the
opportunity for fraud to be perpetrated, and indicate a culture or environment
that enables management or others to rationalize committing fraud;
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.38

.39

o the risk of management override of controls;

e consideration of circumstances that might be indicative of earnings
management or manipulation of other financial measures and the practices
that might be followed by management to manage earnings or other financial
measures that could lead to fraudulent financial reporting;

o the importance of maintaining professional skepticism throughout the audit
regarding the potential for material misstatement due to fraud (see
FAM 110.25); and

e how the auditor might respond to the susceptibility of the entity’s financial
statements to material misstatement due to fraud (AU-C 240.15).

During the brainstorming, the auditor should include specific consideration of the
susceptibility of the financial statements to material misstatement due to error or
fraud that could result from the entity’s relationships and transactions with
disclosure entities, related parties, and public-private partnerships (AU-C
550.13). The auditor may discuss matters such as (1) the nature and extent of
these relationships and transactions; (2) the records or documents that may
indicate the existence of these relationships or transactions; and (3) how
disclosure entities, related parties, and public-private partnerships may be
involved in fraud. See AU-C 550.A7 through .A8 for additional matters that may
be discussed.

Key members of the engagement team should be involved in this discussion;
however, it is not necessary for all team members to have a comprehensive
knowledge of all aspects of the audit. The auditor should use professional
judgment to determine the meeting participants (including any specialists), the
number of meetings, how and when the meetings should occur, and the extent of
the discussion. The roles, experience, and information needs of the engagement
team are factors that influence the extent of the discussion.

The engagement partner should determine which matters to communicate to any
engagement team members not involved in the discussion (AU-C 315.11 and
240.15). For example, if separate discussions are held with the key staff at
various locations for a multilocation audit, it is not necessary for all members of
the engagement team to be informed of all the decisions reached in the
discussion.

Identify Risks of Material Misstatement

40

To provide a basis for designing and performing further audit procedures, the
auditor should identify and assess the risks of material misstatement at the (1)
financial statement level and (2) the relevant assertion level for classes of
transactions, account balances, and disclosures (AU-C 315.26). The auditor
should

¢ identify risks throughout the process of obtaining an understanding of the
entity and its environment, including relevant controls that relate to the risks,
by considering the classes of transactions, account balances, and disclosures
(including the quantitative and qualitative aspects of such disclosures) in the
financial statements;
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e assess the identified risks and evaluate whether they relate more pervasively
to the financial statements as a whole and potentially affect many assertions;

¢ relate the identified risks to what can go wrong at the relevant assertion level,
taking account of relevant controls that the auditor intends to test; and

o consider the likelihood of misstatement, including the possibility of multiple
misstatements, and whether the potential misstatement could result in a
material misstatement (AU-C 315.27).

The auditor should identify and document risks of material misstatement due to
error or fraud at the financial statement and assertion levels, as discussed in
AU-C 315 and 240, after considering (1) knowledge obtained about the entity
(obtained in previous steps in the planning phase); (2) the risk factors discussed
in this section, AU-C 315, AU-C 240, FAM 295 A, and FAM 295 B; and (3) other
relevant factors.

For fraud risks (including any related to fraudulent improper payments, disclosure
entities, related parties, and public-private partnerships), the auditor should
evaluate the information obtained in the procedures described in FAM 260.20
through .22, in the context of the fraud risk factors that generally are present
when fraud occurs—incentive/pressure, opportunity, and attitude/rationalization.
Although fraud risk factors may not necessarily indicate the existence of fraud,
they have often been present in circumstances in which frauds have occurred
and therefore may indicate risks of material misstatement due to fraud (AU-C
240.24). AU-C 240 requires additional responses to fraud risks, as discussed in
FAM 260.23 through .27.

The auditor should document these risks and deficiencies and their impact on
proposed audit procedures in the audit strategy (see FAM 290). The auditor also
should summarize and document any inherent or fraud risks or control
environment deficiencies that affect the specific line item on the LIRA form or
equivalent (see FAM 290 and FAM 395 H).

For each risk factor identified, the auditor should document the nature and extent
of the risk or deficiency; the condition(s) that gave rise to that risk or deficiency;
and the specific cycles, accounts, line items, and related assertions affected (if
not pervasive). For example, the auditor may identify a risk of material
misstatement in the valuation of the net receivables line item due to (1) the
materiality of the receivables and potential allowance, (2) the subjectivity of
management’s judgment related to the loss allowance (inherent risk), and (3)
management’s history of aggressively challenging any proposed adjustments to
the valuation of the receivables (control environment weakness). The auditor
should also document other considerations that may mitigate the effects of
identified risks and deficiencies. In documenting these considerations, the auditor
should evaluate whether the entity’s controls sufficiently address identified risk of
material misstatement due to fraud and the risk of management override of other
controls (AU-C 940.16). For example, the use of a lockbox (a control activity)
may mitigate inherent risks associated with the completeness of cash receipts.

The auditor also should document, in the audit strategy, any risks of material
misstatement that relate pervasively to the financial statements taken as a whole
that potentially affect many relevant assertions. These may relate to the overall
effectiveness of the control environment, entity risk assessment, communication,
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and monitoring, including whether deficiencies preclude the effectiveness of
specific control activities. The focus should be on management’s overall attitude,
awareness, and actions, including the ability to override existing controls, rather
than on specific conditions related to a control environment, entity risk
assessment, communication, or monitoring factor. The auditor should use this
assessment when determining the risks of material misstatement for specific
accounts and assertions.

When developing responses to these types of risks of material misstatement at
the overall financial statement level, the auditor should consider matters such as
the knowledge, skill, and ability of personnel assigned significant engagement
responsibilities; whether certain aspects of the engagement require a specialist;
and the appropriate level of supervision of audit staff. AU-C 330.A1 discusses the
auditor’s overall responses to address the assessed risks of material
misstatement at the financial statement level.

When identifying and assessing the risks of material misstatement due to fraud,
the auditor should, based on a presumption that risks of fraud exist in revenue
recognition, evaluate which types of revenue, revenue transactions, or assertions
give rise to such risks. If the auditor concludes that the presumption is not
applicable in the circumstances of the engagement and, accordingly, has not
identified revenue recognition as a risk of material misstatement due to fraud, the
auditor should document the reasons for that conclusion (see FAM 290.06m)
(AU-C 240.26 and 240.46).

The auditor should determine which of the risks identified require special audit
consideration. These risks are defined as “significant risks” in AU-C 315. In
exercising this judgment, the auditor should exclude the effects of identified
controls related to the risk (AU-C 315.28). In exercising professional judgment
about which risks are significant risks, the auditor should consider at least

(a) whether the risk is a risk of fraud; (b) whether the risk is related to recent
significant economic, accounting, or other developments and therefore requires
specific attention; (c) the complexity of transactions; (d) whether the risk involves
significant transactions with disclosure entities, related parties, or public-private
partnerships; (e) the degree of subjectivity in the measurement of financial
information related to the risk, especially those measurements involving a wide
range of measurement uncertainty; and (f) whether the risk involves significant
unusual transactions (AU-C 315.29). The auditor should treat identified
transactions with disclosure entities, related parties, and public-private
partnerships that are also significant unusual transactions as giving rise to
significant risks (AU-C 550.20). The auditor should treat those assessed risks of
material misstatement due to fraud as significant risks. If the auditor has
determined that a significant risk exists, the auditor should obtain an
understanding of the entity’s related controls, including control activities, relevant
to that risk, and based on that understanding, evaluate whether such controls
have been suitably designed and implemented to mitigate such risks (AU-C
240.27 and 315.30). The results of these procedures assist the auditor in
developing an effective audit approach, as discussed in FAM 300 and 400.

In respect of some risks, the auditor may judge that it is not possible or
practicable to obtain sufficient appropriate audit evidence only from substantive
procedures. Such risks may relate to the inaccurate or incomplete recording of
routine and significant classes of transactions or account balances, the
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characteristics of which often permit highly automated processing with little or no
manual intervention. In such cases, the entity’s controls over such risks are
relevant to the audit, and the auditor should obtain an understanding of them
(AU-C 315.31).

The auditor’s assessment of the risks of material misstatement at the assertion
level may change during the course of the audit as additional audit evidence is
obtained. In circumstances in which the auditor obtains audit evidence from
performing further audit procedures or if new information is obtained, either of
which is inconsistent with the audit evidence on which the auditor originally
based the assessment, the auditor should revise the assessment and modify the
further planned audit procedures accordingly (AU-C 315.32). For fraud, the
auditor’s risk assessment should be ongoing throughout the audit (AU-C 240.25).
Accordingly, communications among the engagement team members about the
risks of material misstatement due to fraud should continue throughout the audit,
particularly upon discovery of new facts (AU-C 240.15).

Control Environment

47

48

The control environment is the foundation for an internal control system. It
provides the discipline and structure, which affect the overall quality of internal
control. It influences how objectives are defined and how control activities are
structured. Those charged with governance and management establish and
maintain an environment throughout the entity that sets a positive attitude toward
internal control. The underlying principles for this component are as follows:

o those charged with governance and management should demonstrate a
commitment to integrity and ethical values;

¢ those charged with governance should oversee the entity’s internal control
system;

e management should establish an organizational structure, assign
responsibility, and delegate authority to achieve the entity’s objectives;

e management should demonstrate a commitment to recruit, develop, and
retain competent individuals; and

e management should evaluate performance and hold individuals accountable
for their internal control responsibilities. (Green Book)

The auditor should obtain and document an understanding of the control
environment and the underlying principles. In connection with this understanding,
the auditor should incorporate the elements of AU-C 315, which are discussed
below.

As discussed in AU-C 315, control environment risk factors incorporate those
charged with governance and management’s attitude, awareness, and actions
concerning the entity’s internal control (AU-C 315.A79-.80 and Green Book
1.01-5.08). These factors include

e integrity, ethical values, and standards of conduct;
e commitment to competence;

e participation by those charged with governance;
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¢ management’s philosophy and operating style;

e organizational structure;

e assignment of authority and responsibility;

e human resource policies and practices;

¢ management’s control methods over budget formulation and execution;

¢ management’s control methods over compliance with applicable laws,
regulations, contracts, and grant agreements;

¢ documentation of the internal control system;
e succession and contingency plans and preparation; and
¢ enforcing accountability and considering excessive pressure.

The auditor should obtain and document an understanding of the control
environment sufficient to assess the risk of material misstatement and to plan the
audit. As part of obtaining this understanding, the auditor should evaluate
whether (1) management, with the oversight of those charged with governance,
has created and maintained a culture of honesty and ethical behavior and (2) the
strengths in the control environment collectively provide an appropriate
foundation for the other components of internal control and whether those other
components are not undermined by deficiencies in the control environment
(AU-C 315.15). The auditor should evaluate the design of the control
environment and determine whether it has been implemented. In doing this, the
auditor determines whether the control environment enhances or mitigates the
effectiveness of specific control activities (Green Book 10.03). In making this
determination, the auditor should evaluate the following factors and their effect
on internal control. For each factor listed below, FAM 295 B lists conditions that
may indicate control environment deficiencies.

a. Integrity, ethical values, and standards of conduct: Control effectiveness
cannot rise above the integrity and ethical values of those who create,
administer, and monitor the controls. Management’s integrity and ethical
values are essential elements of the control environment, affecting the
design, administration, and monitoring of the other components. Integrity and
ethical behavior result when the entity’s leaders have high ethical and
behavioral standards and properly communicate them and reinforce them in
practice. The standards include management’s actions to remove or reduce
incentives and temptations that might prompt personnel to engage in
dishonest, illegal, or unethical acts. Management also establishes a process
for evaluating employees’ adherence to the organization’s standards of
conduct and remediates any deviations timely and consistently (Green Book
1.10).

The communication of entity values and behavioral standards to personnel
may take place through policy statements and codes of conduct and by
example. Those charged with governance and management set the tone at
the top and throughout the organization by their example, which is
fundamental to an effective internal control system. Without a strong tone at
the top to support an internal control system, the entity’s risk identification
may be incomplete, risk responses may be inappropriate, control activities
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may not be designed or implemented effectively, information and
communication may falter, and results of monitoring may not be understood
or acted upon to remediate deficiencies (Green Book 1.02—1.05).

Commitment to competence: Competence is the knowledge and skills
necessary to accomplish tasks required by an individual’s job. Commitment to
competence includes management’s consideration of the competence levels
for various jobs and the requisite skills, knowledge, and abilities, which are
gained largely from professional experience, training, and certifications.
Management establishes expectations of competence for key roles, and other
roles at management’s discretion, to help the entity achieve its objectives.
Management considers standards of conduct, assigned responsibility, and
delegated authority when establishing expectations (Green Book 4.02—4.04).
It is supplemented by effective human resources policies and practices, as
discussed below.

Participation by those charged with governance: Those charged with
governance are responsible for overseeing the financial reporting process,
including internal control over financial reporting. This includes providing
management with input for remediation and oversight of deficiencies in the
internal control system as appropriate (Green Book 2.11-2.13). For a federal
entity, those charged with governance may be members of a board or
commission, an audit committee, the secretary of a cabinet-level department,
OMB, the Department of the Treasury, or senior executives and financial
managers responsible for the entity (Green Book 2.05). They oversee the
entity’s operations, provide constructive criticism to management, and where
appropriate make oversight decisions so that the entity achieves its
objectives in alignment with the entity’s integrity and ethical values (Green
Book 2.02 and 2.07). Capabilities expected of all members of those charged
with governance include integrity and ethical values, leadership, critical
thinking, and problem-solving abilities (Green Book 2.06). The effectiveness
of those charged with governance is influenced by their authority and role in
monitoring an entity’s financial reporting process.

Management’s philosophy and operating style: Management’s philosophy
and operating style encompass a broad range of beliefs, concepts, and
attitudes. Such characteristics may include management’s approach to taking
and monitoring operational/program risks; attitudes and actions toward
financial reporting; emphasis on meeting financial and operating goals; and
attitude toward information processing, accounting, personnel, and internal
control.

Organizational structure: An entity’s organizational structure provides the
overall framework for planning, executing, directing, controlling, and
assessing the organization’s operations in achieving its objectives. The
organizational structure assigns authority and responsibility within the entity.
An organizational structure includes the form and nature of an entity’s
organizational units, including the data processing organization, and related
management functions and reporting relationships, which are defined at all
levels of the organization and provide methods of communication that can
flow down, across, up, and around the structure. Management periodically
evaluates the organizational structure so that it meets the entity’s objectives
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and has adapted to any new objectives for the entity, such as a new law or
regulation (Green Book 3.02-3.05).

Assignment of authority and responsibility: An entity’s policies or
procedures for assigning authority for operating activities and for delegating
responsibility affect the understanding of established reporting relationships
and responsibilities. These responsibilities are assigned to discrete units to
enable the organization to operate in an efficient manner, comply with
applicable laws and regulations, and reliably report quality information.
Management determines the level of authority and delegates that authority
only to the extent required to achieve the entity’s objectives. As part of
delegating authority, management establishes the key roles and evaluates
the delegation for proper segregation of duties within the unit and in the
organizational structure (Green Book 3.06-3.08, 10.02, 10.03, 12.03, and
12.04). This factor includes policies relating to appropriate business
practices, knowledge and experience of key personnel, and resource
allocations. It also includes policies and communications to enable personnel
to understand the entity’s objectives, how they contribute to these objectives,
and how and for what they will be held accountable. Management should
periodically review policies, procedures, and related control activities for
continued relevance and effectiveness in achieving the entity’s objectives or
addressing related risks (Green Book 12.05).

Human resource policies and practices: Human resource policies and
practices affect an entity’s ability to employ sufficient competent and
trustworthy personnel to accomplish its goals and objectives. Such policies
and practices include hiring, training, evaluating, promoting, compensating,
mentoring, retaining, and assisting employees in performing their assigned
responsibilities by giving them the necessary resources (Green Book 4.05).

Management’s control methods over budget formulation and execution:
Management’s budget control methods affect the authorized use of
appropriated funds. Budget formulation is discussed in more detail in FAM
260.80, and controls over budget execution (budget controls) are addressed
in more detail in FAM 300.

Management’s control methods over compliance with laws, regulations,
contracts, and grant agreements: Such methods have a direct effect on an
entity’s compliance with applicable laws, regulations, contracts, and grant
agreements. Compliance controls are addressed in more detail in FAM 300.

Documentation of the internal control system: Management develops and
maintains documentation of its internal control system to meet organizational
needs by establishing and communicating the who, what, when, where, and
why of internal control execution to personnel through its policies. The extent
of documentation needed to support the design, implementation, and
operating effectiveness of the five components of internal control is a matter
of management judgment (Green Book 3.09-3.12 and 12.02).

Succession and contingency plans and preparation: Management
defines succession and contingency plans for key roles to help the entity
continue achieving its objectives. Succession plans address the entity’s need
to replace competent personnel over the long term, whereas contingency
plans address the entity’s need to respond to sudden personnel changes that
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could compromise the internal control system. The importance of a key role in
the internal control system and the impact to the entity of its vacancy dictate
the formality and depth of the contingency plan (Green Book 4.06—4.08).

I.  Enforcing accountability and considering excessive pressure:
Management enforces accountability for individuals in performing their
internal control responsibilities. Management holds personnel accountable
through mechanisms such as performance appraisals and disciplinary
actions. Management also holds service organizations accountable for their
assigned internal control responsibilities. Management communicates to the
service organization the objectives of the entity and their related risks, the
entity’s standards of conduct, the role of the service organization in the
organizational structure, the assigned responsibilities and authorities of the
role, and the expectations of competence for its role that will enable the
service organization to perform its internal control responsibilities.
Management, with oversight from those charged with governance, takes
corrective action as necessary to enforce accountability for internal control in
the entity (Green Book 5.02-5.06). Management is responsible for evaluating
pressure on personnel to help personnel fulfill their assigned responsibilities
in accordance with the entity’s standards of conduct. Management adjusts
excessive pressures on personnel in the entity. Pressure can appear in an
entity because of goals management established to meet objectives or
cyclical demands of various processes the entity performs (Green Book 5.07—
5.08).

Entity Risk Assessment

.50

.51

Management assesses the risks the entity faces from both external and internal
sources. This assessment provides the basis for developing appropriate risk
responses. The underlying principles for this component are as follows:

¢ management should define objectives clearly to enable the identification of
risks and define risk tolerances;

e management should identify, analyze, and respond to risks related to
achieving the defined objectives;

¢ management should consider the potential for fraud when identifying,
analyzing, and responding to risks; and

e management should identify, analyze, and respond to significant changes
that could impact the internal control system. (Green Book)

The auditor should obtain and document an understanding of the entity risk
assessment and the underlying principles. In connection with this understanding,
the auditor should incorporate the elements of AU-C 315, which are discussed
below.

Entity risk assessment is an entity’s process for identifying, analyzing, and
responding to (1) risks relevant to achieving the objectives of reliable financial
reporting (including safeguarding of assets) and compliance with laws (including
those governing the use of budget authority), regulations, contracts, and grant
agreements and (2) significant changes that could impact the internal control
system. For example, the entity’s risk assessment may address how the entity
analyzes significant estimates recorded in the financial statements or how it
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.52

.53

.54

considers the possibility of unrecorded transactions (AU-C 315.A90). Risks may
arise due to both internal and external circumstances, such as

e changes in the operating or statutory environment;

¢ new personnel who may have a different focus on internal control;
o the ability of management to override established controls;

e new or significantly changed information systems;

e rapid growth of programs, which can strain controls;

e new technology, which may change risks;

e new programs or activities, which may introduce new control risks;

e restructurings or budget cutbacks, which may include downsizing and
changes in supervision and segregation of duties;

e adoption of new accounting principles, which may affect risks in preparing
financial statements; or

e changes in economic conditions. (AU-C 315.A91)

The auditor should obtain and document an understanding of the entity’s risk
assessment process sufficient for assessing the risk of material misstatement
and planning the audit. The auditor should evaluate the design of the entity’s risk
assessment process and determine whether it has been implemented. In doing
this, the auditor should understand whether the entity has a process for

(1) identifying risks relevant to the entity and its objectives of financial reporting
(including safeguarding and its service organizations) and its compliance with
budget and other laws, regulations, contracts, and grant agreements;

(2) estimating the significance of the risks; (3) assessing the likelihood of their
occurrence; and (4) deciding about actions to address those risks (AU-C 315.16
and Green Book 7.01-7.09 and 10.02). This also includes understanding
whether management defines objectives clearly in specific and measurable terms
to enable the design of internal control for related risks to be understood at all
levels of the entity. Within the objectives, management defines the risk
tolerances, which are the acceptable levels of variation in performance relative to
the achieving objectives. Depending on the category of objectives, risk
tolerances may be expressed as operations objectives, nonfinancial reporting
objectives, financial reporting objectives, or compliance objectives (Green Book
6.02-6.10).

If the entity has established a risk assessment process, the auditor should obtain
an understanding of it and the results thereof. If the auditor identifies risks of
material misstatement that management failed to identify, the auditor should
evaluate whether an underlying risk existed that the auditor expects would have
been identified by the entity’s risk assessment process. If such a risk exists, the
auditor should obtain an understanding of why that process failed to identify it
and evaluate whether the process is appropriate to its circumstances, or
determine if a significant deficiency or material weakness exists in internal control
regarding the entity’s risk assessment process (AU-C 315.17).

If the entity has not established a risk assessment process or has an ad hoc
process, the auditor should discuss with management whether business risks
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relevant to financial reporting objectives have been identified and how they have
been addressed. The auditor should evaluate whether the absence of a
documented risk assessment process is appropriate in the circumstances or
determine whether it represents a significant deficiency or material weakness in
the entity’s internal control (AU-C 315.18).

Information and Communication Factors

.55

These factors involve the quality information management and personnel
communicate and use to support the internal control system. Effective
information and communication are vital for an entity to achieve its objectives.
Entity management needs access to relevant and reliable communication related
to internal as well as external events. The underlying principles for this
component are as follows:

¢ management should use quality information to achieve the entity’s objectives,

e management should internally communicate the necessary quality
information to achieve the entity’s objectives, and

¢ management should externally communicate the necessary quality
information to achieve the entity’s objectives. (Green Book)

The auditor should obtain and document an understanding of information and
communication and the underlying principles. In connection with this
understanding, the auditor should incorporate the elements of AU-C 315, as
discussed below.

As discussed in AU-C 315, the auditor should obtain an understanding of the
information system, including the related business processes relevant to financial
reporting, including the following areas: (a) the classes of transactions in the
entity’s operations that are significant to the financial statements; (b) the
procedures within both information technology and manual systems by which
those transactions are initiated, authorized, recorded, processed, corrected as
necessary, transferred to the general ledger, and reported in the financial
statements; (c) the related accounting records supporting information and
specific accounts in the financial statements that are used to initiate, authorize,
record, process, and report transactions, including correcting information and
determining how information is transferred to the general ledger (the records may
be in either manual or electronic form); (d) how the information system captures
events and conditions, other than transactions, that are significant to the financial
statements; (e) the financial reporting process used to prepare the entity’s
financial statements, including significant accounting estimates and note
disclosures; and (f) controls surrounding journal entries, including nonstandard
journal entries used to record nonrecurring, unusual transactions or adjustments.
This understanding of the information system relevant to financial reporting
should include relevant aspects of that system relating to information disclosed in
the financial statements that is obtained from within or outside of the general and
subsidiary ledgers (AU-C 315.19). See FAM 320 for discussion on understanding
information systems.

Further, the auditor should obtain an understanding of how the entity
communicates financial reporting roles and responsibilities and significant
matters relating to financial reporting, including (a) communications between
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57

management and those charged with governance and (b) external
communications, such as those with regulatory authorities (AU-C 315.20).

Communication includes providing an understanding of individual roles and
responsibilities pertaining to internal control over financial reporting. It includes
the extent to which personnel understand how their activities relate to the work of
others and the means of reporting exceptions to an appropriate higher level
within the entity. Management communicates quality information down and
across reporting lines to enable personnel to perform key roles in achieving
objectives, addressing risks, and supporting the internal control system. Open
communication channels provide a means to report exceptions to the appropriate
people, including management and those charged with governance (Green Book
14.02-14.06). Management considers a variety of factors, such as audience,
nature of information, availability, cost, and legal or regulatory requirements, in
selecting an appropriate method of communication. Communication takes such
forms as websites, emails, policy manuals, accounting and financial reporting
manuals, and memorandums. Communication also may be electronic, oral, and
through the actions of management in demonstrating acceptable behavior
(Green Book 14.07-14.08). Laws and regulations may require entities to
establish separate lines of communication, such as whistleblower and ethics
hotlines, for communicating confidential information. Management informs
employees of these separate reporting lines, how they operate, how they are to
be used, and how the information will remain confidential (Green Book 14.06).

The auditor should obtain and document an understanding of the entity’s
communication process sufficient for assessing the risk of material misstatement
and planning the audit. The auditor should evaluate the design of the entity’s
communication process and determine whether it has been implemented. In
doing this, the auditor should obtain sufficient knowledge of the means the entity
uses to communicate roles and responsibilities for, and significant matters
relating to, financial reporting, including safeguarding of assets and compliance
with laws (including those governing the use of budget authority), regulations,
contracts, and grant agreements. This would also include communications
between management and those charged with governance and external
communications (AU-C 315.20). Management communicates with, and obtains
quality information from, external parties using established reporting lines so that
external parties can help the entity achieve its objectives and address related
risks. Open two-way external reporting lines allow for this communication.
Information communicated to management and those charged with governance
includes significant matters relating to risks, changes, or issues that impact the
entity’s internal control system (Green Book 15.02—15.06 and 13.02).

Monitoring Factors

.58

Internal control monitoring assesses the quality of performance over time and
promptly resolves the findings of audits and other reviews. Corrective actions are
a necessary complement to control activities in order to achieve objectives. The
underlying principles for this component are as follows:

e management should establish and operate monitoring activities to monitor the
internal control system and evaluate the results and
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e management should remediate identified internal control deficiencies on a
timely basis. (Green Book)

The auditor should obtain and document an understanding of monitoring and the
underlying principles. In connection with this understanding, the auditor should
incorporate the elements of AU-C 315, which are discussed below.

As discussed in AU-C 315, the auditor should obtain an understanding of the
major activities that the entity uses to monitor internal control over financial
reporting, including those related to those control activities relevant to the audit,
and how the entity initiates remedial actions to address deficiencies in its controls
(AU-C 315.23). The auditor should obtain an understanding of the sources of the
information used in the entity’s monitoring activities and the basis upon which
management considers the information to be sufficiently reliable for the purpose
(AU-C 315.25).

Monitoring is the process by which management and those charged with
governance assess the effectiveness of internal control performance over time.
This may include establishing a baseline; ongoing activities, such as regular
management and supervision, to determine that a control was performed
correctly and evaluating the results; or communications from external parties,
such as regulator comments that may indicate areas in need of improvement
(Green Book 16.02—-16.03). Monitoring may include separate evaluations, such
as FMFIA (OMB Circular No. A-123) work and IG or internal auditor work, or a
combination of ongoing activities and separate evaluations. See FAM 260.67
through .72 for discussion of the FMFIA process. Ongoing monitoring is built into
the entity’s operations, is performed continually, and responds to change.
Separate evaluations are used periodically and may provide feedback on the
effectiveness of ongoing monitoring. Separate evaluations also include audits
and other evaluations that may involve the review of control design and direct
testing of internal control. Management evaluates and documents the results of
ongoing monitoring and separate evaluations to identify internal control issues
(Green Book 16.04-16.09).

The auditor should obtain and document an understanding of the entity’s
monitoring process sufficient for assessing the risk of material misstatement and
planning the audit. The auditor should evaluate the design of the entity’s
monitoring process and determine whether it has been implemented. By doing
this, the auditor should gain sufficient knowledge of the major types of activities
the entity uses to monitor internal control over financial reporting, including
safeguarding and compliance with laws (including those governing the use of
budget authority), regulations, contracts, and grant agreements, and how
monitoring is used to initiate corrective actions.

If the entity has an internal audit function, the auditor should obtain an
understanding of the nature of the internal audit function’s responsibilities, how
the internal audit function fits in the entity’s organizational structure, and the
activities performed or to be performed (AU-C 315.24). The internal audit function
is often an important part of monitoring. Internal audit (1) provides information
about the functioning of internal control, focusing considerable attention on
evaluating the effectiveness of internal control; (2) communicates information
about strengths and deficiencies in internal control; and (3) provides
recommendations for improving internal control. If the internal audit function is
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part of the entity’s monitoring controls, the auditor should understand the design
and implementation of the internal audit function as a monitoring control.
Understanding an internal audit function includes considering its authority and
reporting relationships, the qualifications of its staff, and its resources. (For
information on using the work of internal auditors, see FAM 645.)

Monitoring activities may include using information from communications from
external parties that may indicate problems or highlight areas in need of
improvement. For example, management may use information from the I1G’s
office to aid in monitoring. The IG’s office (1) conducts audits and investigations
relating to programs and operations; (2) provides oversight and coordination,
including recommending policies for programs and operations; and (3) keeps the
entity head and the Congress informed about problems and deficiencies,
including the progress of corrective actions. If using information from the IG’s
office is part of the entity’s monitoring controls, the auditor should understand the
design and implementation of this as a monitoring control (Green Book 16.10).

Effective monitoring includes evaluating any internal control deficiencies
identified and remediating those deficiencies timely. This may be accomplished
through establishing reporting lines to the appropriate internal and external
parties on a timely basis to enable prompt evaluation of those issues. For
example, personnel may communicate these issues internally to the person in
the key role responsible for the internal control or associated process and, when
appropriate, to at least one level of management above that individual.
Depending on the nature of the issues, personnel may consider reporting certain
issues to those charged with governance. Management determines based on the
type of internal control deficiency the appropriate corrective actions to remediate
the internal control deficiency on a timely basis (Green Book 17.01-17.05). This
includes completing and documenting the corrective actions on a timely basis.
These corrective actions include resolution of audit findings (Green Book 17.06).

Control Activities

.64

Control activities are the actions management establishes through policies and
procedures to achieve objectives and respond to risks in the internal control
system, which includes the entity’s information system. The underlying principles
for this component are as follows:

e management should design the entity’s control activities to achieve objectives
and respond to risks,

e management should design the entity’s information system and related
control activities to achieve objectives and respond to risks, and

¢ management should implement control activities through policies. (Green
Book)

The auditor should obtain and document an understanding of control activities
and the underlying principles. In connection with this understanding, the auditor
should incorporate the elements of AU-C 315, which are discussed below.

As discussed in AU-C 315, the auditor should obtain an understanding of control
activities relevant to the audit, which are those control activities the auditor
judges it necessary to understand in order to assess the risks of material
misstatement at the assertion level and design further audit procedures that
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respond to assessed risks. An audit does not require an understanding of all the
control activities related to each significant class of transactions, account
balance, and disclosure in the financial statements or to every assertion relevant
to them. However, the auditor should obtain an understanding of the process of
reconciling detailed records to the general ledger for material account balances
(AU-C 315.21). In understanding the entity’s control activities, the auditor should
obtain an understanding of how the entity has responded to risks arising from
information technology (AU-C 315.22). See FAM 340 for further discussion on
identifying and understanding relevant control activities.

Information Systems’ Effect on the Control Environment, Entity
Risk Assessment, Communication, and Monitoring

.65

.66

Information systems affect the effectiveness of control activities, the control
environment, entity risk assessment, communication, and monitoring. For
example, controls that normally would be performed by separate individuals in
manual systems may be concentrated in one software program, or application,
and pose a potential segregation-of-duties issue. See AU-C 315.A60 through
.A68 for further discussion of the effect of information systems on internal control.

The auditor should obtain and document an understanding of the control
environment related to the entity’s information system sufficient for assessing the
risk of material misstatement and planning the audit. The auditor should evaluate
the design of the control environment related to entity’s information system and
determine whether it responds to the entity’s objectives and risks and has been
implemented (Green Book 11.02). In doing this, the auditor should evaluate the
following information system factors in making an overall assessment of the
control environment, entity risk assessment, communication, and monitoring. An
IS controls auditor may assist the auditor in considering these factors.

a. Management’s attitudes and awareness with respect to information
systems: Management’s interest in and awareness of information system
functions (including those performed for the entity by other organizations) is
important in establishing an organization-wide consciousness of control
issues. Management may demonstrate its interest and awareness by

e considering the risks and benefits of software programs;

e communicating policies regarding information system functions and
responsibilities;

e overseeing policies and procedures for developing, modifying,
maintaining, and using computers, and for controlling access to programs
and files;

e considering the risks of material misstatement, including fraud risk,
related to information systems;

e responding to previous recommendations or concerns;

e quickly and effectively planning for, and responding to, information
system processing crises; and

¢ using reliable computer-generated information for key operating
decisions.
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b. Organization and structure of the information systems function: The

organizational structure of the information systems function affects the control
environment. Centralized structures often have a single computer-processing
organization and use a single set of system and software programs, enabling
tighter management control over information systems. In decentralized
structures, each computer center generally has its own computer-processing
organization, software programs, and system software, which may result in
differences in policies and procedures and various levels of compliance at
each location.

Clearly defined assignment of responsibilities and authority: Appropriate
assignment of responsibility according to typical information system functional
areas can affect the control environment. Factors to consider include

¢ how the position of Chief Information Officer fits into the organizational
structure;

o whether duties are appropriately segregated within the information
systems function, such as those of operators and programmers, since
lack of segregation typically affects all systems;

¢ the extent to which management external to the information systems
function is involved in major systems development decisions; and

o the extent to which information system policies, standards, and
procedures are documented, understood, followed, and enforced.

Management’s ability to identify and to respond to potential risk:
Information system processing, by its nature, introduces additional risk
factors. The entity should be aware of these risks and should develop
appropriate policies and procedures to respond to any information system
issues that might occur. The auditor may evaluate

e the methods for monitoring incompatible functions and for enforcing
segregation of duties and

¢ management’s mechanism for identifying and responding to unusual or
exceptional conditions timely.

Federal Managers’ Financial Integrity Act of 198223

.67 If applicable to the entity, the auditor should obtain an understanding of the
entity’s FMFIA process and whether the process has been implemented. The
auditor should then determine whether this understanding affects the auditor’s
risk assessment.

.68 OMB Circular No. A-123, Management’s Responsibility for Enterprise Risk
Management and Internal Control, provides guidance on improving the
accountability and effectiveness of entity operations and programs by
establishing, correcting, and reporting on internal control. The circular defines
management’s responsibilities related to internal control and the process for

2FMFIA was repealed, but provisions remain codified at 31 U.S.C. § 3512(c), (d). These provisions are still
commonly referred to as FMFIA. Because of the common usage of the act’'s name, the FAM will continue to refer to
FMFIA. However, auditors should correctly cite the applicable provisions in their reports. See FAM 595 A.
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.69

.70

.71

assessing the effectiveness of internal control. Entities are required to report on
the adequacy and effectiveness of internal controls as described in the circular.
Management is to provide an assessment on the effectiveness of the entity’s
internal control over operations, reporting, and compliance.

The effectiveness of the FMFIA process typically is a good indicator of
management’s (1) philosophy and operating style, (2) assignment of authority
and responsibility, and (3) control methods for monitoring and follow-up. The
FMFIA process also may be the basis for management’s assessment about the
effectiveness of internal control over financial reporting and about the entity’s
financial management systems’ substantial compliance with FFMIA
requirements.

To obtain an understanding of the FMFIA process, the auditor generally should
perform the following procedures. If the entity does not issue its own FMFIA
report, the auditor generally should perform the following procedures with respect
to information the entity contributes to the FMFIA report in which the entity is
included.

¢ Read the following:
o FMFIA reports for the current and prior years to identify any changes;

o important documentation prepared by the entity to support the current-
year FMFIA report and related management assertions in the
Management’s Discussion and Analysis (MD&A);

o any IG reports on the FMFIA process;
o OMB’s most recent annual letter concerning FMFIA reporting; and
o management’s description of the FMFIA process.

e Discuss the FMFIA process with appropriate entity management (including
management’s opinion of the quality of the process), specifically

o how the FMFIA process is organized;

o who is assigned to manage the process, including the staffing level,
experience and qualifications of assigned personnel, and reporting
responsibilities; and

o how the process finds and evaluates deficiencies.

¢ |dentify the entity’s actions on previously reported deficiencies and examine
its documentation that demonstrates the results/effectiveness of those
actions.

¢ Determine whether the audit finds different issues from those identified in the
FMFIA process (if so, see FAM 580 for reporting on FMFIA).

The auditor should consider whether management procedures and supporting
documentation are designed to (1) provide management with reasonable
assurance that FMFIA objectives have been achieved and (2) meet OMB
requirements. The auditor’s consideration is based on the auditor’s
understanding of the procedures discussed in FAM 260.70 rather than the results
of extensive tests. Factors the auditor may consider include

e evidence of efforts to rectify previously identified material weaknesses;
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e management’s commitment of resources to the FMFIA process, as reflected
in the skills, objectivity, and number of personnel assigned to manage the
process;

e extent to which management’s methodology and assessment process,
including testing and documentation, conform to the guidance in OMB
Circular No. A-123 and related appendixes;

e contractor or internal auditor involvement (if any);

e the process used to identify and screen material weaknesses as FMFIA
reports are consolidated and moved up the entity’s hierarchy;

o the sources that identify material weaknesses, since items identified by
management personnel, rather than information from IG, GAO, or other
external reports, demonstrate that the process can detect and report
deficiencies;

o the extent to which management’s FMFIA reports are consistent with the
auditor’s findings; and

e risk factors in FAM 295 B.19.

The auditor should document the understanding of the FMFIA process and its
implementation. Based on this understanding, the auditor should determine
whether this understanding affects the auditor’s risk assessment. The auditor
should consider any material weaknesses identified in the FMFIA report in
determining the risks of material misstatement.

The auditor is not required to test the effectiveness of the FMFIA process.
However, the auditor may determine that it is appropriate to test management’s
FMFIA work to reduce audit risk. The auditor's determination, based on testing,
that FMFIA is an effective control may reduce but cannot completely eliminate
the need for the auditor to perform substantive procedures for related line items,
accounts, and relevant assertions. FAM 360 discusses control testing, and FAM
370 discusses the preliminary assessments of control risk and the risk of material
misstatement.

Internal Control over Financial Reporting

73

Further, the auditor should obtain an understanding of the entity’s process for
assessing the effectiveness of its internal control over financial reporting.
Management is responsible for the design, implementation, and maintenance of
internal control over financial reporting. An entity should have a reasonable basis
supporting management assertions on the effectiveness of internal control over
financial reporting. As discussed in GAQ’s Standards for Internal Control in the
Federal Government (GAO-14-704G, September 2014), an effective internal
control system has

e each of the five components of internal control designed, implemented, and
operating effectively and

o the five components operating together in an integrated manner.

In order to obtain an understanding of the entity’s system of internal control over
financial reporting, the auditor may perform the following procedures:
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a. Determine whether the entity established and organized an appropriate
internal control over financial reporting management team.

b. Determine whether the entity documented its methodology and plan for its
internal control over financial reporting process, including an entity risk
assessment.

c. Review documentation from the entity’s prior assessments of internal
control over financial reporting.

d. Determine whether management coordinates its internal control over
financial reporting review process with other reviews (e.g., FMFIA).

In obtaining an understanding, the auditor should consider whether management
procedures and supporting documentation are designed to provide management

with reasonable assurance about the effectiveness of the entity’s internal control

over financial reporting. This consideration should include risk factors in FAM 295
B.20.

The auditor should consider any material weaknesses identified by
management’s assessment of internal control over financial reporting in
determining the risks of material misstatement. FAM 270 discusses determining
the likelihood of effective IS controls, FAM 360 discusses control testing, and
FAM 370 discusses the preliminary assessments of control risk and the risk of
material misstatement.

Federal Financial Management Improvement Act of 1996

74

.75

.76

As part of its FFMIA work, management determines whether its financial
management systems adhere to the guidance found in OMB Circular No. A-123,
Appendix D, Compliance with the Federal Financial Management Improvement
Act, and the Treasury Financial Manual, Volume 1, Part 6, Chapter 9500,
Revised Federal Financial Management System Requirements. Under FFMIA,
the auditor of CFO Act agencies must report whether the financial management
systems comply substantially with the three requirements of the act. OMB issues
guidance for agencies and auditors when addressing compliance with FFMIA.
FAM 701 contains additional guidance for auditors.

During the planning phase, the auditor should understand the design of
management’s process for determining whether the entity’s financial
management systems were in substantial compliance to report under FFMIA.
OMB Circular No. A-123 and the Treasury Financial Manual provide criteria for
assessing FFMIA compliance. The auditor generally should read management’s
documentation to determine whether to rely on the entity’s work. If reliance is
planned, see FAM 645. See FAM 350 for additional planning of audit procedures
related to FFMIA.

If the entity previously had an assessment made of its financial management
systems’ substantial compliance with these requirements that resulted in finding
lack of substantial compliance, the auditor should understand the systems
deficiencies identified and the potential risks of material misstatement to line
items, accounts, and related assertions. The auditor also should read the
remediation plan required by FFMIA and note whether the plan appears feasible
and likely to remedy the deficiencies.
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Federal Information Security Modernization Act of 2014

a7

.78

.79

The Federal Information Security Modernization Act of 2014 (FISMA) amended
the Federal Information Security Management Act of 2002. FISMA requires
federal agencies to periodically test, evaluate, and report on the effectiveness of
their information security policies, procedures, and practices as part of
developing and implementing an entity-wide information security program.
FISMA requires entities to use NIST standards when performing certain
functions. OMB reporting guidance for FISMA specifies the applicable NIST
standards and other NIST publications to be used.

FISMA requires entities to perform an independent evaluation and submit an
annual report regarding major information security incidents to OMB, the
Department of Homeland Security, and GAO. These annual reports should
include (1) threats and threat actors, vulnerabilities, and impacts; (2) entity risk
assessments of affected systems before, and the status of compliance of the
systems with security requirements at the time of, major incidents; (3) detection,
response, and remediation actions; (4) the total number of incidents, including
system implementation levels and locations of affected incidents; and (5) a
description of the number of individuals affected by, and the information exposed
by, major incidents involving a breach of personally identifiable information. Entity
IGs are also required to independently evaluate the effectiveness of their entities’
information security programs each year (for entities without an IG, the entity
head shall engage an independent external auditor to perform the evaluation).
Entity management may rely on testing performed as part of the independent
evaluation when making its own assessment.

The auditor should read the most recent FISMA report to assess the implications
of any reported threats, incidents, and vulnerabilities on the risks of material
misstatement for related line items, accounts, and relevant assertions. The
auditor may assess whether the procedures performed for FISMA reporting can
be relied upon as part of the financial statement audit for purposes of planning
and conducting other audit procedures. Likewise, it may be possible for the
auditor to use procedures performed as part of the financial statement audit to
fulfill the FISMA requirements for certain systems, depending on the timing,
nature, and extent of the work.

Budget Formulation

.80

The auditor should obtain an overall understanding of the design of the budget
formulation process. The auditor does this to understand better how
misstatements and internal control deficiencies may affect the budget formulation
process. Based on discussions with entity management responsible for the
budget formulation process and review of budget documents, the auditor should
understand the design of

o the entity’s process for developing and summarizing the budget;

¢ the nature and sufficiency of instructions and training provided to individuals
responsible for developing the budget;

o the extent to which individuals involved in approving budget requests are also
involved in the budget formulation process;
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the general extent to which the budget is based on historical information;
the reliability of information on which the budget is based;

the extent to which the budget formulation system is integrated with the
budget execution system; and

the correlation between information developed in the budget formulation
process and the allotments and suballotments, if applicable, in the budget
execution system.

The auditor is not required to test the effectiveness of the budget formulation
process, unless the auditor determines in the internal control phase that testing
the effectiveness of the budget formulation process is an efficient and effective
means of reducing the risk of material misstatement and the extent of substantive
procedures.
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270 — Determine Likelihood of Effective IS Controls

.01

.02

.03

.04

As discussed in FAM 240.12 through .17, when significant accounting
applications include control activities, such as application and user controls, that
depend on information system processing, the auditor should assess IS controls
using an appropriate methodology. IS controls consist of those internal controls
that depend on information system processing and include general controls,
application controls, and user controls. Because of the technical nature of many
IS controls, the auditor generally should obtain assistance from an IS controls
auditor in understanding the entity’s use of information systems and in planning,
directing, or performing audit procedures related to assessing IS controls.
Additionally, an information technology specialist may assist the auditor in
understanding technical aspects of information systems and IS controls.

In the planning phase, the auditor should identify and document the general
controls implemented at the entity-wide, system, and application levels that help
ensure the effective operation of application and user controls included in the
significant accounting applications. The auditor should understand the design of
the general controls identified to the extent necessary to conclude tentatively
whether these controls are likely to be effective. As discussed in FAM 240.13,
general controls help ensure the proper operation of information systems by
creating the environment for effective operation of application controls. The
auditor may coordinate work done to meet the provisions of FISMA (44 U.S.C. §§
3551-3558) with work done as part of the financial statement audit. See FAM 295
J for a flowchart of steps for assessing IS controls during a financial statement
audit. Also see FISCAM and other applicable guidance.

The procedures performed to determine the likelihood of effective IS controls
build on those procedures performed to gain an understanding of the entity’s
operations, including the design of its internal controls, and assess the effects of
information systems on inherent risk and the control environment, entity risk
assessment, information and communication, and monitoring. As discussed in
AU-C 315.13 through .25, the auditor should obtain an understanding of each of
the five components of internal control—control environment, entity risk
assessment, information and communication, monitoring, and control activities—
sufficient for assessing the risks of material misstatement of the financial
statements whether due to error or fraud, and for determining the nature, extent,
and timing of further audit procedures. This understanding should include
relevant information system aspects.

Financial management systems are used extensively in the federal government.
Many of these systems share programs, data files, and hardware with one
another and are connected to the larger corporate network that they depend on
for services such as authentication and monitoring. In addition to producing
financial and accounting information, these systems typically generate other
information and reports used in management decision-making.

If the auditor determines that a financial management system maintained by a
service organization is significant, then the auditor should follow the guidance
outlined in FAM 640.05 through .10.

If the general controls identified are likely to be effective, the auditor should
consider other specific IS controls in determining whether control objectives are
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.05

.06

.07

achieved in the internal control phase. As discussed in AU-C 315.A76, evaluating
the design of a control involves considering whether the control, individually or in

combination with other controls, is capable of effectively preventing, or detecting

and correcting, material misstatements. See FAM 350.

If the general controls identified are not likely to be effective, the auditor should
obtain a sufficient understanding of control risks arising from information systems
to

¢ identify types of potential misstatements,

e consider factors that affect the risks of material misstatement,
e design tests of controls and substantive procedures, and

o develop appropriate findings.

Also, in the internal control phase, the auditor generally should understand the
design effectiveness of manual controls in achieving control objectives, including
manual reviews or reconciliations, that may mitigate deficiencies in IS controls. If
IS controls are not likely to be effective because of poor general controls and if
manual controls do not achieve the control objectives, the auditor should
understand the design of any application-level IS controls that are intended to
achieve the control objectives to develop recommendations for improving internal
controls.

As discussed in FAM 260.45 and AU-C 315.A156 to .A157, when routine
business transactions are subject to highly automated processing with little or no
manual intervention, it may not be possible to obtain sufficient appropriate audit
evidence only from substantive procedures. For example, the auditor may
determine this to be the case when a significant amount of information is
electronically initiated, authorized, recorded, processed, or reported only in
electronic form, such as in an integrated system (see AU-C 315.A158 for
additional examples). In such cases, the auditor should, through testing of IS
controls, obtain evidential matter about the effectiveness of both the design and
operation of controls to reduce the assessed level of the risks of material
misstatement. If the auditor determines that IS controls are not effective, the
auditor should consider whether sufficient appropriate audit evidence has been
obtained and the effect on the audit opinion.
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275 — Identify Relevant Operations Controls to Evaluate and

Test

.01

In a financial statement audit, the auditor draws a conclusion about the
effectiveness of financial reporting (including safeguarding and budget) and
compliance (including budget) controls. For operations controls, the auditor

e may evaluate certain operations controls considered relevant (see FAM
275.02 through .07) and

e should evaluate and test operations controls that are relied on in performing
audit procedures (see FAM 275.08).

Relevant Operations Controls

.02 Relevant operations controls are based on the needs of the auditor. The auditor
should determine whether the evaluation of relevant operations controls will
(1) be included in the financial audit, (2) become a separate audit, or (3) not be
performed though any deficiencies noted will be reported to entity management
and the 1G. In making this determination, the auditor may consider the following
factors:
¢ the significance of the operations controls to the entity’s operations,
¢ the time required to identify and test the operations controls,

e available resources,
¢ the needs of those charged with governance, and
e congressional interest.

.03 The auditor should document the operations controls identified for testing, the
procedures performed, and the results.

.04 In the planning phase and throughout the audit, the auditor may identify
significant areas where the entity would be expected to have operations controls.
The auditor may become aware of these areas, as well as potential deficiencies
in operations controls, through
e prior audit work;

e documenting an understanding of entity operations;

e assessing the risks of material misstatement and deficiencies in financial
reporting and compliance controls;

e other audit planning procedures, including any reviews of the FMFIA
documentation that the entity prepared;

¢ understanding the cause of misstatements noted; or

e observing activities during fieldwork.

.05 In obtaining an understanding of the entity’s operations, the auditor typically
would have identified areas that are critical to the operations. For each of these
areas, the entity should have effective operations controls. Also, in planning the
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audit, the auditor may identify operations controls that could be evaluated in
conjunction with planned audit and other procedures. For example, in a test of
inventory purchases the auditor may evaluate whether management considered
appropriate order quantities for each inventory purchase selected to avoid a
buildup of excess inventory.

The auditor may identify specific risks of material misstatement and control
deficiencies in planning and performing the audit and in determining the causes
of misstatements requiring audit adjustments. The auditor should evaluate the
implications of those risks and deficiencies on the entity’s operations controls if

o the effectiveness of a financial reporting or compliance control depends on
the effectiveness of the operations control; and

¢ the auditor plans to rely upon this control during the audit; or
¢ the auditor is required to test the control following OMB audit guidance.

For example, misstatements in inventory records may indicate deficiencies in
operations controls whose effectiveness depends on accurate inventory records.
This would include the operations controls for maintaining proper inventory
levels, including those for detecting theft or loss.

The auditor may find opportunities to recommend improvements to operations
controls and may choose to test the effectiveness of other operations controls.
Such opportunities could come to light while visiting the entity’s various locations
and performing audit procedures.

Operations Controls Relied on in the Audit

.08

If any contemplated audit procedure relies on operations controls, the auditor
should identify and test such controls. For example, assume that an auditor is
using substantive analytical procedures, based on entity-generated “per unit”
statistics, to test the reasonableness of certain operating costs. The auditor plans
to compare such per unit statistics with published costs incurred by similar
operations. The auditor should identify and test the entity’s operations controls
and other types of controls, as appropriate, over the production of these internal
statistics.

As discussed in FAM 495 A.20 through .22, if the reliability of internally
generated data used in substantive tests, such as substantive analytical
procedures, depends on the effectiveness of IS controls, the auditor should
perform additional procedures before relying on the data. The auditor should test,
as appropriate, the relevant general controls and the specific application level
controls over the data, the data in the report, or both.
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.01

The auditor generally should plan for performing procedures in the following
areas during other phases of the audit.

Inquiries of Legal Counsel

.02

As discussed in AU-C 501.16 through .23, FAM 550.02, and FAM 1002, the
auditor should make inquiries of the entity’s legal counsel and perform other audit
procedures regarding litigation, claims, and assessments. This is necessary to
assess potential liabilities and contingencies. Entity management and legal
counsel may need significant time to gather and report necessary information,
including the potential need for inquiries of Department of Justice legal counsel
on a case-specific basis. Additionally, for initial audits and changes in personnel,
the auditor may discuss with management why a legal representation letter is
needed as part of a financial statement audit. The auditor should plan the
following procedures, which are described in more detail in AU-C 501, for an
appropriate time during the audit:

¢ making inquiries of entity management, and when applicable, others within
the entity, including in-house counsel, which may include discussing their
policies and procedures for identifying, evaluating, and accounting for
litigation, claims, and assessments;

e obtaining from management a description and evaluation of all such matters
existing as of the balance sheet date and through the date of management’s
response, which should be near the completion of the audit, including an
identification of those matters referred to legal counsel;

e reviewing minutes of meetings of those charged with governance, documents
obtained from management concerning litigation, claims, and assessments,
and correspondence between the entity and its external legal counsel;

e reviewing legal expense accounts and invoices from external legal counsel
(AU-C 501.16); and

¢ sending letters of audit inquiry to legal counsel (AU-C 501.18, .19, and .22)—
the auditor may limit the inquiry to matters that are considered individually or
collectively material to the financial statements, provided the entity and the
auditor have reached an understanding on the materiality level (AU-C
501.A56).

Management Representations

.03

As discussed in FAM 550, the auditor should obtain a representation letter from
entity management, and when appropriate, those charged with governance, on
specific matters at the completion of the audit. Particularly for first-year audits,
when standards change, and when management changes, the auditor may find it
useful to discuss representations with management early in the audit to identify
and resolve any difficulties related to obtaining these representations at the end
of the audit. For federal government audits, these representations include (1) the
effectiveness of internal control over financial reporting; (2) compliance with laws,
regulations, contracts, and grant agreements; (3) management’s materiality
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thresholds for reporting; and (4) for CFO Act agencies, whether financial
management systems comply substantially with FFMIA requirements. Additional
guidance on management representations is provided in AU-C 580, AU-C 940,
AT-C 205, AT-C 215, AT-C 315, and FAM 1001.

Additionally, the auditor should prepare a summary of uncorrected misstatements
(including prior period misstatements that affect the current financial statements)
and attach it to the letter. FAM 595 C provides an example of a summary of
uncorrected misstatements. The representation letter should state management’s
belief that the effects of the misstatements are immaterial to the financial
statements taken as a whole, both individually and in the aggregate.

Relationships and Transactions with Disclosure Entities, Related
Parties, and Public-Private Partnerships

.04 Throughout the planning phase, the auditor should perform procedures to (1)
obtain an understanding of the entity’s relationships and transactions with
disclosure entities, related parties, and public-private partnerships (see FAM
220.08-.11); (2) consider the susceptibility of the financial statements to material
misstatement due to fraud or error that could result from such relationships and
transactions (see FAM 260.37); and (3) identify the risks of material
misstatement (see FAM 260.40 and .44).2* The identity of the entity’s disclosure
entities, related parties, and public-private partnerships and other relevant
information should be distributed to all members of the engagement team (AU-C
550.19).

Throughout the audit, engagement team members should remain alert when
inspecting records or documents for arrangements or other information that may
indicate the existence of additional relationships or transactions with disclosure
entities, related parties, and public-private partnerships that management has not
previously identified or disclosed to the auditor (AU-C 550.17). Also see FAM 904
for additional procedures the auditor should perform and FAM 550 for concluding
on relationships and transactions with disclosure entities, related parties, and
public-private partnerships.

The auditor generally should (1) inquire about the population of entities that
management considered when evaluating the existence of a disclosure entity
and the method used to assess whether an entity meets the requirements for
disclosure and (2) for any disclosure entities identified by management, inquire of
the methods for determining the information that should be disclosed in the
financial statements, which is based on both qualitative and quantitative
materiality and the following factors (SFFAS 47):

e relevance to reporting objectives;

¢ nature and magnitude of the potential risks/exposures or benefits associated
with the relationship;

e complexity of the relationship;

24Procedures related to disclosure entities and public-private partnerships do not apply to entities issuing financial
statements in accordance with FASB accounting standards.
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o extent to which the information interests, or may be expected to interest, a
wide audience; and

e extent to which there are no alternative sources of reliable information.

Required Supplementary Information

.05

Per U.S. GAAP and OMB reporting guidance, certain information is to be
included with the entity’s financial statements and to be labeled as RSI. Although
this information is not a part of the basic financial statements, FASAB considers
this information to be an essential part of financial reporting for placing the basic
financial statements in appropriate operational, economic, or historical context
(AU-C 730.04). Some examples of RSl include the MD&A, information regarding
social insurance per SFFAS 17, and information regarding the Statement of
Custodial Activity per SFFAS 7.

For RSI, the auditor should perform the following (AU-C 730.05):

¢ Inquire of management about the methods of preparing the information,
including

O

whether it has been measured and presented in accordance with the
prescribed guidelines,

whether methods of measurement or presentation have been changed
from those used in the prior period and the reasons for any such
changes, and

whether there were any significant assumptions or interpretations
underlying the measurement or presentation of the information.

e Compare the information for consistency with (also see FAM 520 for applying
analytical procedures)

@)

e}

O

management’s responses to the auditor’s inquiries,
the basic financial statements, and

other knowledge obtained during the audit of the basic financial
statements.

e Obtain written representations from management

e}

O

that it acknowledges its responsibility for RSI;

about whether RSl is measured and presented in accordance with
prescribed guidelines;

about whether the methods of measurement or presentation have
changed from those used in the prior period and, if so, the reasons for
such changes; and

about any significant assumptions or interpretations underlying the
measurement or presentation of RSl—refer to FAM 1001 A for
management representation letter example.

See FAM 550 for information on concluding on RSI and FAM 580 regarding how
the auditor reports on the work performed in this area.

June 2022

GAO/CIGIE Financial Audit Manual Page 280-3



Planning Phase
280 — Plan Other Audit Procedures

Other Information Included with the Financial Statements

.06 Per U.S. GAAP and OMB reporting guidance, certain information is to be
included with the entity’s financial statements and to be labeled as other
information. Other information is financial or nonfinancial information (other than
the basic financial statements, RSI, and auditor’s report) included in an entity’s
annual report (AU-C 720.12).

For other information, the auditor should perform the following:

e Through discussion with management, determine and obtain management’s
written acknowledgment regarding which document(s) comprise the annual
report and the entity’s planned manner and timing of the issuance of such
document(s) (AU-C 720.13a).

o Make appropriate arrangements with management to obtain in a timely
manner and, if possible, prior to the date of the auditor’s report, the final
version of the document(s) comprising the annual report (AU-C 720.13b).
When some or all of the documents determined to be part of the annual
report will not be available until after the date of the auditor’s report on the
financial statements, request management to provide a written representation
that the final version of the documents will be provided to the auditor when
available, and prior to the documents’ issuance by the entity, such that the
auditor can complete the required procedures (AU-C 720.13c). If the auditor
becomes aware that the entity did not provide the auditor with the final
version of documents determined to be part of the annual report prior to the
issuance of those documents to third parties, the auditor should take
appropriate action (AU-C 720.14), which may include (1) obtaining those
documents from management and performing the required procedures, as
discussed below, as soon as practical; (2) communicating the matter to those
charged with governance, if applicable; and (3) considering the need to
obtain legal advice (AU-C 720.A25).

e Communicate with those charged with governance the auditor’s responsibility
with respect to the other information, any procedures performed relating to
the other information, and the results (AU-C 720.15).

¢ Read the other information and consider whether a material inconsistency
exists between the other information and the financial statements. As the
basis for this consideration, to evaluate their consistency, the auditor should
compare selected amounts or other items in the other information (that are
intended to be the same as, to summarize, or to provide greater detail about
the amounts or other items in the financial statements) with such amounts or
other items in the financial statements. While reading the other information,
the auditor should remain alert for indications that (1) a material inconsistency
exists between the other information and the auditor’'s knowledge obtained in
the audit and (2) a material misstatement of fact exists or the other
information is otherwise misleading. The auditor is not responsible for
searching for omitted information for the completeness of the other
information (AU-C 720.16-.18).

See FAM 550 for information on concluding on other information and FAM 580
regarding how the auditor reports on the work performed in this area.
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Supplementary Information

.07

If the auditor is engaged to report on whether supplementary information, such
as consolidating statements, is fairly stated, in all material respects, in relation to
the financial statements as a whole, the auditor should follow the requirements in
AU-C 725.

Opening Balances

.08

AU-C 510 provides guidance on the audit procedures the auditor should perform
related to opening balances in an engagement in which the financial statements
for the prior period were not audited or were audited by a predecessor auditor
(initial audit engagement). This includes engagements to audit financial
statements that have been previously audited by a predecessor auditor (reaudit
engagement). During the planning phase, the auditor should request that entity
management authorize the predecessor auditor, if any, to allow a review of its
audit documentation and respond fully to inquiries by the auditor. The auditor
uses this information to assist in planning and performing the audit. The auditor
should plan audit procedures to obtain sufficient appropriate audit evidence
about whether (a) opening balances, including note disclosures that existed at
the beginning of the period, contain misstatements that materially affect the
current year’s financial statements and (b) appropriate accounting policies
reflected in the opening balances have been consistently applied in the current
period’s financial statements or changes thereto are appropriately accounted for
and adequately presented and disclosed in accordance with the applicable
financial reporting framework (U.S. GAAP). See AU-C 510 for the specific
requirements to be satisfied related to performing, concluding on, and reporting
on opening balances for initial audit engagements and reaudit engagements.

Other Planning Issues

.09

10

Auditors should evaluate whether the audited entity has taken appropriate
corrective action to address findings and recommendations from previous
engagements that could have a material effect on the financial statements or
other financial data significant to the audit objectives. When planning the audit,
auditors should ask entity management to identify previous audits, attestation
engagements, and other studies that directly relate to the objectives of the audit,
including whether related recommendations have been implemented. Auditors
should use this information in assessing risk of material misstatement and
determining the nature, timing, and extent of further audit procedures, including
determining the extent to which testing the implementation of the corrective
actions is applicable to the current audit objectives.

The auditor should determine whether any findings and recommendations from
the prior-year financial audit need follow-up that would not otherwise be
evaluated in the current-year procedures, such as findings at locations that would
not otherwise be tested. The auditor should determine whether to test the
implementation of the recommendation or to repeat the finding.
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Additional Audit Guidance

1

A2

During planning, the auditor also should apply the additional requirements in
OMB reporting guidance for legal letters, management representation letters, and
certain agreed-upon procedures. OMB audit guidance has specific dates by
which interim and updated legal letters for specified entities are to be requested
and received, specific formats for summarizing the information in the letters, and
a list of specific officials to whom copies of the letters and summaries are to be
forwarded. In addition, the guidance indicates that certain agreed-upon
procedures are to be applied to entity payroll offices and that reports are to be
submitted to OPM by a specific date.

During planning, the auditor should consider the implementation guidance in
volume 2 of the FAM as applicable. Volume 2 includes areas such as using the
work of others, determining compliance with FFMIA and other laws, performing
agreed-upon procedures, and substantive testing.
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285 — Plan Locations to Test

.01

Most federal entities conduct operations, perform accounting functions, and
retain records at multiple locations. During planning, the auditor should evaluate
the effect of these multiple locations on the audit approach and generally should
consult with an audit sampling specialist when testing involves the selection of
locations. The auditor should develop an understanding of the respective
locations, including significant accounts and accounting systems and
cycles/accounting applications. This understanding may be obtained virtually, in
person, or both and either centrally or in combination from multiple field locations,
as appropriate. When planning locations to test, the auditor should evaluate
whether certain locations warrant more extensive testing than others, based on
the following factors:

a. Materiality or significance of locations to the overall entity: More material
locations, particularly those individually generating transactions or account
balances that exceed performance materiality; those with significant
cycles/accounting applications; and those with significant information systems
centers, or a combination of these, may indicate the need for more extensive
testing.

b. The results, if location specific, of the preliminary analytical procedures
applied during planning: The auditor should follow up on unusual results,
possibly including testing specific locations with unusual results.

c. The results and the extent of audit procedures applied in prior years by
the auditor or others, including the time since significant procedures
were performed: Problems noted in prior audits, if not corrected, could
indicate areas of concern for the current audit; the applicability of prior
evidence ordinarily diminishes with the passage of time.

d. The auditor’s preliminary assessment of overall inherent risk at each
location, including the nature of operations, sensitivity to economic
conditions, and key management turnover: Locations at which inherent
risk is high generally warrant more extensive testing than those where
inherent risk is low. In addition, the inherent risk may be different for different
accounts and assertions at each location.

e. The auditor’s preliminary assessment of control risk, including the
control environment, entity risk assessment, communication, and
monitoring: Locations at which control risk (particularly concerning the
control environment, entity risk assessment, information and communication,
and monitoring) is high warrant more extensive testing than those where
control risk is low. In addition, at lower-risk locations, the auditor first might
evaluate whether testing entity-level controls, including controls in place to
provide assurance that appropriate controls exist throughout the entity,
provides the auditor with sufficient appropriate evidence.

f. The auditor’'s assessment of the risk of material misstatement due to
fraud: Locations at which the auditor has assessed a greater risk of material
misstatement due to fraud warrant more extensive testing than those where
the auditor has assessed a lower risk of material misstatement due to fraud.
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.02

.03

.04

.05

g. The auditor’s assessment of the risk of material misstatement: Locations
at which risk of material misstatement is high warrant more extensive testing
than locations where risk of material misstatement is low.

h. The extent to which accounting records are centralized: A high degree of
centralization may enable the auditor to conduct the majority of work on the
central location, with only limited work on other locations.

i. The extent of uniformity of control systems (including IS controls)
throughout the entity: The number of locations tested is a function of the
uniformity of significant control systems. For example, if there are two major
procurement control systems, the auditor generally should test each system
to a sufficient extent. Where locations develop or modify systems, the auditor
may test more locations than for those entities using centrally developed
systems that cannot be changed locally.

j-  The extent of work performed by other auditors: The auditor may use

work performed by other auditors to reduce or eliminate testing selected
locations or to assist in testing locations not selected. (See FAM 620, 630,
640, and 645.)

k. Special reporting or entity requirements: The auditor should test sufficient
locations to meet special needs, such as the need for separate-location
reports.

The auditor should plan the general nature of audit procedures to be performed
for each location. The extent of testing may vary between locations, depending
on tolerable misstatement, control risk, risk of material misstatement, and other
factors. Using common audit programs, audit documentation formats, and
indexes for the various locations tested makes it easier to plan, review the audit
documentation, and combine the results of all locations or funds to improve
effectiveness and efficiency. The auditor should vary the nature, timing, and
extent of testing controls at locations or business units from year to year.

The auditor should obtain an understanding of the design of the procedures for
combining the locations’ financial information to prepare the entity’s financial
statements. The auditor should understand and test these procedures during the
audit, including controls for adjustments, reclassifications, and eliminations.

One approach to stratifying locations, selecting locations to test, and selecting
individual audit samples for multiple-location audits is presented in FAM 295 C.
This method assumes that increased testing is not required for any location
because of the factors in FAM 285.01. Other methods of selecting locations for
testing may be used with the approval of the reviewer. For example, selecting
fewer locations but more items to test for each location may be appropriate in
some instances. Although other methods generally involve more testing than the
method described in FAM 295 C, the efficiencies of performing additional work
on fewer locations may be higher.

The auditor should document the planned locations to test in the audit strategy,
audit plans, or equivalent documents.
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290 — Documentation

.01

.02

.03

.04

As discussed in AU-C 230.08, the auditor should prepare audit documentation
that is sufficient to enable an experienced auditor, having no previous connection
with the audit, to understand

o the nature, timing, and extent of the audit procedures performed to comply
with GAGAS, including the Statements on Auditing Standards and applicable
attestation standards, and applicable legal and regulatory requirements;

e the results of the audit procedures performed and the audit evidence
obtained; and

¢ significant findings or issues arising during the audit, the conclusions reached
thereon, and significant professional judgments made in reaching those
conclusions.

AU-C 230.A4 describes factors that the auditor should consider in determining
the form, content, and extent of audit documentation.

In the FAM, each phase of the audit contains a separate section that describes
audit documentation requirements. The auditor should document relevant
information as described in FAM 290 and update these documents to respond to
any changes in circumstances during the course of the audit. The auditor should
document any significant changes made during the audit engagement to the
overall audit strategy or the audit plan and the reasons for such changes (AU-C
300.14c). Information that is likely to be useful in future audits may be
documented in a permanent file.

The auditor should document the understanding of the terms of the
engagement established with the client, including the understandings reached
with management and those charged with governance as described in FAM 215.
This documentation may consist of copies of engagement letters, contracts, and
other written agreements and should document management’s agreement with
its responsibilities in a financial statement audit.

In the entity profile or an equivalent document, the auditor should document the
information useful for understanding the entity and its operations (FAM 220). The
auditor should document key elements of the understanding obtained regarding
each of the aspects of the entity and its environment identified in FAM 220.02 to
assess the risks of material misstatement of the financial statements, including
the sources of information from which the understanding was obtained

(AU-C 315.33b). However, the auditor generally should document internal control
separately, as discussed in FAM 290.06 and in FAM 390. The auditor may
include the information in the entity profile in the audit strategy.

In this profile, the auditor generally should briefly document such elements as the
entity’s origin, history, mission, size, locations, organization, and key members of
management; the legal and regulatory framework; the applicable financial
reporting framework (U.S. GAAP); complexity of operations; external and internal
factors affecting operations; use of information systems; and accounting policies.
The auditor generally should limit the information in the entity profile to that which
is relevant to planning the audit. This information may include documents
prepared by the entity, such as historical information or the mission of the entity.
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.05

.06

If these and other documents were prepared in prior years, the auditor should
update them for any changes each year.

The auditor should document the results of brainstorming discussions about the
susceptibility of the entity’s financial statements to material misstatement due to
error or fraud (FAM 260). The auditor should document these discussions,
including how and when the discussion occurred, the subject matter discussed,
the engagement team members who participated, and significant decisions
reached (AU-C 240.43a and 315.33a).

In establishing the overall audit strategy that sets the scope, timing, and
direction of the audit and that guides the development of the audit plan, as
discussed in AU-C 300.07 through .08, the auditor should (1) identify the
characteristics of the engagement that define its scope; (2) ascertain the
reporting objectives of the engagement in order to plan the timing of the audit
and the nature of the communications required; (3) consider the factors that in
the auditor’s professional judgment, are significant in directing the engagement
team’s efforts; (4) consider the results of preliminary engagement activities and,
when applicable, whether knowledge gained on other engagements performed
by the engagement partner for the entity is relevant; and (5) ascertain the nature,
timing, and extent of resources necessary to perform the engagement. The audit
strategy should include or refer to information on the following areas:

a. Conclusions reached regarding acceptance and continuance of the
client relationship and audit engagement (FAM 215).

b. Results of the prior year’s audit.
c. Accounting and auditing standards:

¢ Accounting standards, including whether the financial reporting
framework to be applied in the preparation of the financial statements
(U.S. GAAP) is acceptable (FAM 215).

¢ Auditing standards and guidance applicable to the engagement (e.g.,
U.S. GAGAS), including any

o interpretive publications, which consist of, among other things,
auditing interpretations of U.S. GAAS, auditing guidance included in
AICPA Audit and Accounting Guides, and AICPA Auditing Statements
of Position (AU-C 200.14 and .27), and

o other auditing publications (AU-C 200.28).

d. Preliminary analytical procedures and the results of those procedures
(FAM 225): The auditor should document the following information:

o Data used and the sources of these data for current-year amounts and for
developing expected amounts, including

o the amounts of the financial items;
o the dates or periods covered by the data;
o whether the data are audited or unaudited;

o the person from whom the data were obtained (if applicable); and
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o the source of the information, such as general ledger trial balances,
prior-year audit documentation, or prior-year financial statements.

o Parameters for identifying significant fluctuations from expectations.

¢ Explanations for fluctuations from expectations identified and sources of
those explanations, including the name(s) and title(s) of the person(s)
from whom the explanations were obtained.

e The auditor’s conclusion and consideration of the impact of the results of
preliminary analytical procedures on the audit strategy.

Amount and basis for materiality determination [materiality for the
financial statements taken as a whole, performance materiality,
tolerable misstatement, clearly trivial, FMFIA, management
representation letter, and legal letter] and any revisions to m